33812 ol bLI, | 0 Jgra=o 59 j=0
Venustech IFW
IFW-3000 V5.0
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(Policy rules) o cuslow pubss

iz VPN
Serial DPI

High availability
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Venusense IFW-3000 g juw

6-port rack
mounted

: S>-port guide
2-port guide rail mounted
rail mounted e

6-electrical +4-
optical rack
mounted

i (Gl 6.Saul élg.':l_); odlaiwl (Jals
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m o PS Jluws § g2 S pao
' &9 ool Jo=i

:Storage
&0 > GSag 8l slyls -40~85 °C

s (
10w
Y . (9'48 \ DC) Y 258 glod
R D A1 = Mﬁf . -40~75 °C

R0 (5395 buzo 4 (5435 150 cuwlio
s o 3igo 518 685ul g PLC I clislao cug2

———————

2> Jlg s gl Plug-and-play ‘ ;
L oS Cusiuo J20 690 was

6Ll 3oLl

Jbw bl

(RS232 &
IUBESEON I

Cowl -
—

Bypass jSol sl ls
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Ertebate

ooo LS_J.waLJISJJ'.S J> laPort

mounted

mounted

RS232/485 serial port Ethernet port (bypass)

uSB

RS232/485 serial port

USB

Ethernet port (optical)

Ethernet port

Ethernet port (bypass)

Ethernet port (BYPASS) ?J,u

Ethernet port

@@ Venustech
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Ertebate

OUgrazo Sbazibuw

201D 302D 1100R 1100R-R 1100R-GR

Type

Network port

Serial port

Fanless
Bypass

Power redundancy

Working temperature
Concurrent connections
New connections per second

Throughput

@@ Venustech

DIN guide rail

2*GE electrical

2*serial, supporting
RS232/485

\/
\/

Dual-power redundancy
-40-70°C

480,000

6,500

1 Gbps

DIN guide rail

5*GE electrical

2*serial, supporting
RS232/485

\/
\/

Dual-power redundancy
-40-70°C

480,000

6,500

1 Gbps

Rack

6*GE electrical

1*serial

J
o

Single power
-5-40°C
500,000
9,000

1 Gbps

Rack

6*GE electrical

1*serial

\/
\/

Dual-power
redundancy

-5-40°C
500,000
9,000

1 Gbps

Rack

6*GE electrical + 4*GE
optical

1*serial

\/
\/

Dual-power redundancy
-5-40°C

500,000

9,000

1 Gbps
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Cuiog ol O

Jlg 2 Cususg >
Memory g CPU jI eslatiwl ¢l juo 63lino g il v
obgs jo Slelbl ubw g 1381 45 g 1381 Caduw 03w v
s Port cusing g slases v

(Policies & Services) b cusluw g o Guag pw »
o3l Cubdlzo (gl (ol jls Slass vV
0% by sl Rule slass v
3 PG 1o glo SESSION slass 0Suwdh Sudl s v
Lo gy JSSig gz @2jg5 Y

(Authorization & Log) siss; g s ol »

Jgjlo s s jgzo ilclbl v
laslss ) wlelbl v



J1928 Cusiag — v Cusiog — |

A m n

Jlg s Cusiag

Device information

Current mode : All passing mode  Setting mode

.o System information

Software name : themis
’ ” \ Software version :
|

Already

Industrial VPN service :

stopped
l 5.0.0.1(2236)

. Device HA service :
Hardware version :

FKERSTW
PMEESVS.0(IFW-3000-302D)

Serial

"ol . er:

Active/Standby Close

701eef4bc946e67c

Interface information

iv

Interface Transmit Receive s -
address
etho Obps Obps 0 Iil Iil IEI Iil Ii‘
ethi Obps Obps 0
eth2 172.16.2.245  26712bps 15608bps LQ Port I_.JLCU.bl
eth3 Obps Obps t
eth4 Obps Obps [

@@ Venustech
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Ertebate

U9 w2 g b Cowlbuw — piluouw Jusiog — |

oSl Sudl 45 ol

Network throughput-Real time Settings Concurrent sessions-Real time Settings
=== Downlink  -= Uplink — Number of sessions
ak 75
50
v 2k
25
] i a
S 8mOds 02mO0s 0EeEm00s L8m00s 02m00s 0EemO0s
Ranking of IP addresses by sessions Protocol distribution diagram

= Websadmin_l...
B others

ks IP Session Ll

72.02%

o JSS940 &2Jgv

-
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Ertebate

Number of logs

Lmblb.ﬁ_] mm Access control

Intrusion detection

mm Protocol analysis

Log information

Date/Time Type Level Details
Management . - . .
2017/10/18 09:59:11 I Tips The administrator [administrator] has logged in successfully from [172.16.2.8].
og
Management ) L . i
2017/10/18 09:58:20 | Tips Administrator [administrator] access timeout.
0oqg
Management . . . i . i L . e
2017/10/18 09:56:20 I Notice Administrator [administrator] runs command View session management - session statistics connection statistics.
og
Management . . . X ) i L ) i
2017/10/18 09:56:18 I Notice Administrator [administrator] runs command View session management - session statistics connection ranking.
0oqg
Management A =
2017/10/18 09:56:13 Ig Notice Administrator [ad/licenseInformation | statistics.
Closing L. -
Module name . Description State
time
2018/01/14 Already
OPC i
17:57:59 trialed
A 'L?I - 2018/01/14 Already
L J< 17:58:04 trialed
2018/01/14 Already
Modbus .
17:58:10 trialed -

Venustech
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Ertebate

lySession JLOT — (O -_u.suag — |

TCP connection
I:.llbL.L.J.JI NECY] NONE O
SYM_SENT 0

SYN_RECW 0

Total number of connections
ESTABLISHED 12

IPV4 14
FIM_WAIT 0
TCFP 13
CLOSE_WAIT 0
UDFP 1
LAST ACK 0
ICMP 0
TIME_WAIT 0
Protocol 0
&wl ..JI ! -oJ .o l
Connection statistics
Set refreshing time: [10Second v |
Source connection ranking
Ranking P Number of connections
1 172.16.2.8 32
2 127.0.0.1 8
Ranking of destination connections
Ranking P Number of connections
1 172.16.2.245 32
2 127.0.0.1 8

Venustech
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thugé__uljn

dlgﬁ@oﬂ@ﬂmﬁgﬁpﬁyubﬁﬁmm v

28| 2 65l 6y 8295 L iloj odihio ks vV

O g juw jl oslasiwl »
IP s jloslaiwl b v
col> 3 b jlesleiwl L vV
Lo 6w 6297 L 15 jLw Saslas 5l j olold pubsi v/



ol )| @

Ertebate

(1) octamman Clonhiss — liaauns Cag 0 — P

Device time: 2017-10-18 10:59:32

Host time:  2017-10-18 10:592:26 | Time synchronization

Time zone: | (GMT+8) Beiing, Hor ¥ |

(GMT-12) Eniwetok Afoll, Kwajalein Atoll -
(GMT-11) Midway Islands, Samoa Islands ||

ULAJ JJJ‘M e...\L.\.\ Enable clock server: @
IP settings: m |1[].1El.1[].252 | Synchronize now

Domain name settings: = © | |

Synchronization interval {in

{100 |

minutes):

OK

@ Venustech



VAL Q.

(P) i Sloghid — il g oS0 —P

i 5l ol yUy O
o&iwspb >
Cowl s Jol8 0394y g s 6315 Dol I g oS odabiw 6y 6595 L pb ol v
JLpw olods >
Jgiazo jusi B jué 9 38 pazio garhis oo v
* 3l (50 jLo S 90 oiuw (515885 9 il cuas sl v
Sl (50 g B e (51381 it (gl ol by Siloahiis >

System information

Sequence
Parameter name Parameter value Remarks Operation
number
en"in,
1 Host name themis Local host name b pEdit e
. . Qgusn s*
2 Serial number 701leef4bc946e67cC Local host serial number
3 Hardware configuration 2000000 Local host hardware configuration

@@ Venustech
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(1) (s st — s s 230 —

Caol G pso O

SNMP s lastiwl bl

SNMPV1-v3 jI oluibn

uaino 68w (a2 G b I Cusel Cu juso Sl

Centralized management SOC huwgi Cu oo ¢Sl

Enable centralized management: td

Centralized management host IP: o \sn o o =

10216811 .
== l 172 160.2 252

Multiple devices b s i SNMPv1-v3
managed

YV VY

<=

Industrial firewall name: | themis Read-only community string: |public |

snmp v18&w2 . . .
Local host remarks: | | Read-write community string: [private |
Mame of the person in charge: | | * |User name: |thernis |
Phone number of the person in | | * Security options: [Non-authorization authentication method v
charge: * puthentication protocol: ® MD5 © SHA
o snmp v3
CPU utilization threshold: |:| %% * puthentication password: | |
Memory utilization threshold: |:| e * Encryption protocol: ® DES ' AES
Disk utilization threshold: |:| g * Encryption password: | |
Trap sending string:  |public oK

7@ Venustech
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(1) o louhins — liusw Cay jaS0 —P

Super administrator ; Security administrator , Audit administrator , System administrator

0> QUENY g (a1 juuss ()5S WS> (S sdlal »
W28 Uiy 5208 5 wlus B3o ol pae

MJ|)|JO&L&U)[{ULOJMU)_}SJLSULS.O|_HJI.SL'HME ®

SS—oT 9 ygae jog GSduzn JinS P

Uols sl SIS g Slael Jolds eydgs S,jo b gdgs S298 id S JB j3 b jiSIS 16 B A 1ygae joy Sauzn °
Sguly il O Jl 399 Cig2 @b iy (3990L (5l LS S1awT 05,5900 4 Eiwuw 6y 3959 B0l pae 0

@ Venustech
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IF) fodiassass Cloghis — fociampan iy 30 — P

el — — — — — — — — — — — — — — —— —— o —B & & & _ &N _ 8§ _§_§ _ 8§ _§.

1@ Allow management by multiple administraters at the same time 230 S huwgi ¢jlo jod Cu oo UIS.D|
1 tosip n 1)
Number of
Access Max. invalid
Account failed State Closing date Operation
permission password attempts
attempts
[ § § § B § B *F N B BN B BN BN BN B " N N N N N N N BN BN NN B B B B B
Super
I administrator . .D 3 0 Unlocked Never expired
I administrator
. s 2 . . sEEENENy
[ System i o8 Ul gl | \ el v
systemmanager o 3 Mever expired ‘.E-?Emt HDelete ﬁRei
I administrator S ggpggeuunt®
I auditor System auditor 3 ] Unlocked Never expired E¥Edit  PDelete ,ﬁResel
. Securi , , !
I securitymanager o ty 3 0 Unlocked Never expired E¥Edit  [XDelete ,ﬁRese
administrator
—— - ..
System o , , !
Venus ? 5 SRS 5L?7!| UIJ-.'JIS Unlocked Never expirad EPEdit EfDelete  ghRese
administrator
Py L8 8 0§ 0 0 0 &8 0 0 0 0 8 0 0 0 80 &0 §0 0 § §0 &0 0 80 0 0 0 0 &8 0§ 0 0 0§ 8§ ]
: Add & . ]
> Administrator account maintenance
Qggat
Account :# |'urenus |
Password: ™ |¢.¢.-|-l-¢- |

Password should contain 8 to 15

characters, including letters, digits, _

and symbols (- _ @ 2).

Confirm password:* |o.o.oooo |
Password and confirm password do

not match.

Max. invalid password attempts: * |5 { @égﬂb LSLQ Lﬁ:ll.l:.l. )l_\a.'.i J-?SI»

@@ Venustech




Ertebate Amm

Management host
Sequence
Management host IP
number
1 10.1.5.200
2 0.0.0.0
3 10.1.4.0
4 192.168.0.0
3 10.0.0.0
Add Centralized management host

@@ Venustech

(6) footawpss Cologhis — ockuswpass Cay 250 —

63a4S oo oliws O

Uaio gla L sT oo 6Bciws Cu o (35S 3930 »

Sy glgi oo ST G o J5SIss »

oD &S.uu tS.J cOlS.u.u) \SJ :ld U""Jbl >

White list ;I sslaiwl ¢Sl >

Subnet mask Description Operation
255.255.255.255 IPv4EE=HL... S¥Edit [ HDelete
0.0.0.0 E#Edit  EfDelete
255.255.255.0 TEST Z#Edit [ Delete
255.255.0.0 EPEdit  EfDelete
255.0.0.0 ErEdit [ FDelete



VAL Q.

(%) o Sloshss — @iwow Cu S0 — P

ot oS0 Cuge ol gsys Uiy by ¥
92 jo + ooluslgS ¢
0.3 ooy (5l owoliuslgS g owludlgS 6 uz0j >
g8 o8 g sl soliaslgS ¢
230 0w g Jlg pld o 68 3bg> owlislgS Cugs jlysl >

Administrator certificate
CA certificate: QCAfrSSLVEN A

Device certificate: Default gateway cartificate v

oK
Administrator certificate: Please selact v
OK
Administrator certificate list
Effective Certificate name Details Operation

. Subject: C=CHN, O=Venus, OU=Venus VPN, CN=10.1.5.200
Default administrator
s . [ssuer: C=CN, O=Venus, OU=Venus VPN, CN=0CA Yenus VPN
certificate L .
Validity peried: 2014-6-27 to 2020-9-9

Show [10 v |lines | Home | | Previous Mext | | Last| Jumpto| 1 |page GO

Effective

Venustech
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J19218 Slouhins (b jL g lusidiy 63w sugs >
Olouhng sl Jold (i8S 29> 9 yaS3ylg
oS58 o8 Uiy Slouhid b
Sloghis o5y

N8 P Py j9p >
)J.S.LO.C 9L6_.J.J| o
0301 (5 jlw (ol claigl  °

) L}J..UJ.U.JU >
J9 jlo Cusuag g 08w > 3g>g0 5o Jgjlo
Jojlo gl g3 S eslol g sy >
Elusw I 381 Py 2l 9 Ylaiisy 63 ougs
BOOt sl 2 a8 Uiy @i Bl ySol - *
St Jiituo jSu3Sy I piuw 93 ol 0
bl (50 B o8 Ui johy B piiwaw ¢



ol Bty @

V) foiassas Cloghis — ool U 30 — P

Ubgrade | License | Dualsystem | Debug

Export configuration

Configuration file: | | | Browse... | Import configuration

Restore factory settings Save configuration

Current system software version : = 5.0.0.1{2236)

* Upgrade file: | || Browse... Upgrade

Sequence
Upgrade description Upgrade time
number after upgrade
1 5.0.0.1(2238) Venus Security Gateway 2017/08/17 10:11:27
Export upgrade records Reboot device

Product license

I Import

Module name Closing time Description State Operation Tips
Alread If you need to use it for a lon
oPC 2018,/01/14 17:57:59 ~ v Enable v 9
trialed term, please contact the vendor!
Alread If you need to use it for a lon
EIF 2018,/01/14 17:58:04 . v Enable v 9
trialed term, please contact the vendor!
Alread If you need to use it for a lon
Modbus 2018/01/14 17:58:10 R v Enable v a
| o U trialed term, please contact the vendor!
W” Alread If you need to use it for a lon
ModbusRTU 2018/01/14 17:58:16 = R v Enable v a
trialed term, please contact the vendor!
B Mumber of IPSEC Already If wvou need to use it for a long
Industrial WPMN 2018/01/14 17:58:26 R Enable
tunnels: 50 trialed term, please contact the vendor!
Alread If you need to use it for a lon
Industrial IPS 2018/01/14 17:58:32 R v Enable v a
trialed term, please contact the vendor!
Industrial IPS signature Alread If you need to use it for a lon
e 9 2018/01/14 17:58:38 i _JY Enable N v . . Ag.

Venustech
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Ertebate

(V) octamopan Clonhiss — liasaus Cay pp0 — P

systemA systemB Backup system
® gystemA systemB
QK

‘ U%MGSJHJW&W°PS—U%W‘

Back up the current system {systema[5.0.0.1(2238)]) to the backup system

Ok

There is no system in the current backup system

systemAb systemB

OK

@ Venustech
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(1) oS Dlouhing — i Ky —P

Ethernet w1, O
SIS e P
10/100/1000 Mbps auto-sensing v
SIS I >
Routing cJi v
IP G yoT Giws pubas @
DHCP I IP u,sT cudlys  *
Transparent cJ v
Trunk b v
Line sequence »
Crossover/straight-through auto-sensing v
bl slo Sig >
Ping 3,8 Jé ool v
USSS Co e glSel vV
Traceroute ;5,8 Jed Sl v
bl 3 yS Jled gt glSel v

Jusw by O
RS232, RS485 »



.mw:.&),‘) ‘ B oo — (s Ca a0 — P

Ertebate

Physical device
Whether to
Device name IP address/mask Operating mode Obtaining IP address Operation
enable
etho t,SJ_j.lé LSLQ b:llJ Transparent mode statically specified 4 E#Edit
ethi Transparent mode statically specified 4 [E¥Edit
eth2 172.16.2.245/255.255.255.0 Routing mode statically specified 4 E#Edit
eth3 Routing mode statically specified [ %] [E¥Edit
eth4 Routing mode statically specified (%] E#Edit
Batch stop Batch start Show lines | Home | | Previous n Mext | | Last | Jump to page GO
x
— Modify physical device
Interface name: |eth£| ||[Cannot be modified)
Link operating mode: | Self-adaption v & b‘.’IJ L Io"'b'”
Operating mode: Transparent mode ¥ P
Transparent mode -~ b.llJ GJIS ety | 2 rD.I.b.'u'
Whether to enable: Routing mode : -
Trunk mode

Remark name: |eth'lil |[1—15 characters, including lettars,

numbers, minus, and underling)

MAC address: 00:0D:48:26:91:22 |

[
]
]
- 1500 (65-9216) I s i (sl oo jS oubins
|

Disable ICMP redirect:

o e

h--
Venustec
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(1

— Modify physical device

) oSui

Interface name:

Link operating mode:

Operating mode:

Obtaining IP address:

IP address :
T R B B

For management:

Advanced options

Allow PING:

Remark name: |eth2

letters, numbers, minus, and underling)

(1-15 ¢

Allow Traceroute:

MAC address: 00:0D:48:26:91:19 |

MTU: 11500 (68-921

Advanced options

Enable dynamic domain: U

|eth2 ! Cannot be modified)
| Self-adaption v P v pubs CJb
Routing mode A

I Static IP address

Dynamic domain name: | |

Disable ICMP redirect: =

Enable anti-ARP attack: =

byl o8 iy (5l 03 S

Enable IP address ]
spoofing check:

Enable DHCP relay: =

— § N N N N N NN S .
(Multiple IP addresses are

DHCP server address:
hpﬂtﬂﬂrﬂa?------------l

@@ Venustech
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Ertebate

1 \
sl Bt @ 1) 6t ol o o250 —F

—VLAN device

Select device name: * | r|

Fill in VLAN ID:* = |

Fill in VLAN interval:* O| |

opereting medes - Transprntmoce VLANTUNK S <l b bl

IP address/mask : | /|255.255.255.0 v
For management: @ _ Bridge device
Allow PING: o
Select device name: |brg0 v |
Allow Traceroute: @
IP address/mask : [10.1.5.254 /|255.255.255.0 ¥
Whether to enable: @
For management: =]
Advanced options
Allow PING: ¥
Allow Traceroute: c]
Select device: Optional Equipment Binding device list

- — etho -
ethl
Transparent s,.s cit> b b, | ~<«=

Whether to enable: ¥

Advanced options

@@ Venustech



R LJJ-LJ.U-O (Ol “u jodS0 —P

— Add static routing b ' U0 D
Destination 192.168.1.0 -~ 1
Coli juuo >
address:* ° i
Mask:* 255.255.255.0 ¥ -_ul.: 4 ul s W >

Next hop address:* (10.10.1.254 JL:' Mu_a_'jg' /S'|9-j_§| \/
metric: * 1 6 4 _ ..-. ULS.OI L:l

Network interface:* |eth2 r ‘/

Add the next one OK Cancel

Default routing settings

Enable state-based packet return

(effective immediately): U°J3 L}‘uflﬂ qu'u'o

Enable default routin
. d

-  § N N N N N .
I Enable gateway monitoring: Monitoring frequency [ 10Second vl J.u.U.O U.UJLI
oK

Query by condition:

Default routing list

Weight Whether
Gateway address metric Network interface Operation
value to enable
172.16.2.1 1 eth2 (] [E¥Edit EXDelete
New Batch delete Show [10 v |lines | Home | | Previous Mext | | Last | Jumpto| 1 |page| GO
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Susl i jl ,8sg5 5 SsL O

oS SIS il jugzi S¢S oS
oSy > Dbl Siaubgd (555U

Protocol-based wibLs)l v

Flow-based cbLs;l v
o 6Sub sl JSSg 4y sl Jesll jgiws 4550 LakiS
5> 125 (5l 60l 0l g 0S.ulh ol il jugas Uiuled
J1932L sl U195 Szl 6y SaS g 63l JolS “Slud
0y (5l S 3z CSlub 6y SaS

oSl 315 5o gyl 9 <132l 5 jlw Blask g jbT v

oSl (5l S 6453 g hus (Sl

>
>

YV V V VY
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Ertebate

C:. oo '0.05 _‘JJ

L(EE e S ——
I Enabling network discovery and firewall intelligent learning mode can Close
achieve automatically discover device assets in the network, identify the I tS.uLDSJl U)uu') dlﬂé J-I-é
MNetwork discovery :I network connection relationship between device assets and the type of I . . . .
I protocol in the network, intelligently analyze industrial protocols and (UM LJM JI )g.; J9J ru O)

automaticallﬁ Henerate Ert}tection rules. I
il N N || I I I I D D O B B B e .

. o o o Query by conditions
JUbJSdLgSJIWOMOQI)MGLQbﬂIJI)L-----------------
I Sequence number Asset name - IP address [ ] MAC address ¢ Vendor name ¢ Operation I
I 1 QuantaCol 172.16.2.8 04:7D:7B:14:E1:CB QuantaCo IHIPacket capture Z¥Edit 3DeleteI
I 2 Realtek53 123.151.148.111 00:E0:4C:0B:81:C2 Realteks [HIPacket capture Z#Edit jDeIeteI
I 3 RealtekS4 123.151.77.223 00:E0:4C:0B:81:C2 Realteks IHIPacket capture Z¥Edit 3DeleteI

4 Realtekss 125.39.132.163 00:E0:4C:0B:81:C2 Realteks [HIPacket capture Z#Edit jDeleteI
I 5 Realteksa 125.39.132.162 00:E0:4C:0B:81:C2 Realteks HPacket capture E#Edit E¥Delete
I & Realteks7 123.151.77.214 00:E0:4C:0B:81:C2 Realteks HPacket capture E#Edit EXDelete
I 7 Realtekss 183.60.49.182 00:E0:4C:0B:81:C2 Realteks HpPacket capture Z#Edit ﬁDeleteI
I g Realteksa 183.60.48.250 00:E0:4C:0B:81:C2 Realteks HPacket capture E#Edit EXDelete
I =] RealtekS10 163.177.94.82 00:E0:4C:0B:81:C2 RealtekS [HIPacket capture =¥ Edit 5Deletel
I 10 RealtekS11 183.232.94.217 00:E0:4C:0B:81:C2 Realteks [HIPacket capture Z#Edit iDeleteI
Batcﬂelﬁ _Cleg N N N N B B B B B B -Shi—h—ﬁw LIV Iines-Hw _Prews 2_:3 -NEXt- LﬂSt ﬂ"“&t“'ﬁaﬁl
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+| AewinTec22(Assat)

+ QuantaCol{Asset)

= RealtekS10(Asset)

QuantaCol
QuantaCol
+| http(Protocol)
=| https(Protocol)
QuantaCol
QuantaCol
QuantaCol
QuantaCol

+ HIMA_SILworX_ ELOP{Protocol)
+ | ddi-tcp-2({Protocol)
+| hittp-alt{Protocol)

+| icmp__request{Protocol)

Venustech

=

=

C:. oo '0.05 _‘JJ

Object

Realtek510 http
RealtekS10 https

Object
= Realtekss
= Realteks?
= Realtekss
= Realteks10

IHPacket capture
Generate policy [EXDelete

[HPacket capture
Generate policy [EXDelete

[HPacket capture

[HPacket capture

IHPacket capture

HPacket capture

Generate policy
EXDelete

Generate policy
EXDelete

Generate policy
E¥Delete

Generate policy
E¥Delete

—Benerate
—Benerate

—Benerate

=Benerate
=Benerate

=Benerate
=Benerate
=henerate
=Benerate



Modbus JS3g ju — ol (juolgd —I

sl g JyinsS
Modbus LSAJ':'JIS ML.IJ.:I O.JU

el 3 )Sloc §lasS g ol gyl yilid
oul (5 jlw

-.it =aIM
/ °é|) LMMS d"oﬁ -k!.é tsm ‘:'S':" J:,..L"é
-/ [ XN
——J PLC

(Programmable

BLBSISS 8 Auwly Reset g Jlogs yu sldslas) oy sunly Logic Controller)

Q =

Engineer
station

Jlog jac

@@ Venustech
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Modbus JS3g ju — ol (juolgd —I

Gl iRiuo Ol jagzi g (Converter) Jasuo ¢y bl esbw JSSg 4 Su Modbus O

isuo Ol jugzs oo |y uol 35 MOADUS b Jsao g siawyd o Jsuo sl 1y Modbus
-3ulos oo b,

Modus Jsuig o jl JolS wubslze O

63 sSloc (sloaS jl cuhdlao g ogsyS ol >
LS gl ST I Cabidlao
oS (5l yukiio J 4iuS
5399 (Gl ST Jyias
Jlo g i l3133 6 by
3,la3biawl U Caislho g Cazo J 4S

YV V V VYV V V V
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Ertebate

Modbus JS3g ju — ol (juolgd —I

00D

— Modbus maintenance

I Policy name: *
Device address:
¥ RESETReply

Filtering mechanism:*

=

ji=1]

|Mudhu5 |

® Abnormal reply

® whitelist © Blacklist

< UmSpiSe O

¥ Compliance check

Description: range Action Operation

Coil address: |1 70 Enable =X
Input address: Allow =
Register adgress ta—lﬂﬂ | l Allow =
Register‘ﬁfdﬂ,-us Allow =
Coil address: Allow =
Allow =

Add the next one OK Cancel
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4" Windows OPC

OPC SS9 40 — ol (jolgd —

Random port OPC protection

classical module
Industrial
(based on
[ ooo| data
dindla =
JAVEX

OPC Client OPC Server PLC Device

X

39 50 03 1 IS5 (634193 g G Tl Bl @iliua 4> sy 65 Cuwl 631 JEnl JSsg 5y OPC
JJB1 . ABb 5o 532 ol 5l (5030wl 515l Microsoft DCOM ubwl o JSig4u ol

Ol Jl ulgi 505 ituw sla Jlg uld hugs 13 .3 50 gobais] osls JEil gl | Selizo
>,S Cihasdlxo

B gy U aaS 5o eslaiwl Saolus g 2L 55909583 jI Venusense OPC Jgjlbo
23S (55005 Jlo o jud (sl uSL I g aaS i | Shiollw (s jarkds | Saolus

Jl
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ol L2 @ OPC i~ il sl —F

o ERP .5g:8 0 0330 J18; ERP o, PLC jI wlelbl Jwl wug> (OLE for Process Control) OPC Jssgy,
JSSig g2 2l eslaiiwl 3 g0 &gy o5 1 iyl JS g > gubls 6511 g Slelbl (g jlw 6 1053 (S0l g 63gs 631 80U 511>
D38 50 oslaiwl G ygu U I ESIss (g dgul 0 ysge bl )l (51458 0 jl s

OPC isiuo JSSgyu jl wbidlzo *
OPC Client g OPC Sever slouby jusioo jlo ¢jgas
Saolins sl bl sl g2 Sbls)l (b 5599555 jl eslaiwl b osls Saolins gl huly go,S jL °
(o ol 32 35S jL oy 5 jLo)
A&E sl» JSSgu g HDA (OPC DA jI cukislzo
334155 cdslho DCE/RPC L oS (s S 1 (5505905 (5l s iw s Gy ©

ool o (5ld 0315 ol Uil g 631 oS0 I Cilidlzo
. ..I oo - . oo A -jl .o I’g' I2° Y

| oec |
OPCHil:
Fs B 4 RS O 4 FRHEE 4 ERiEE ¢ 413
1 default v v V) PR S
2 3 XS XS
#iE 2 Wik i MEEE 1 R GO
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JJS ool g sgbils sl 4s (S7-200, 300, and 400) uiesj S7 (5w sl PLC ;3 S7 Jssg,, O
3gu% 50 0 S0 (g lasl 8l g
G3sSlac slasS jl Cbslae g oS usly >
S5 gle guysT jl cbdlzo
oianS (5l jusio | J S
5399 5l L ST xS
@2 P 030l J4iS
Jlogs jué GlasIns o Sl
3ylaobiwl b Cadslho g Caolluw J S

Sadaw Cuwd g oluw Cuudd jSol gl 5l
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Ertebate

— 87 maintenance

Policy name:* |S?_test |

¥ RESET reply ¥ Integrity check U"‘DIJ‘S ab.u.; J> d >
@ preset options

¥ Read only @ Read/Write ¥ pownload ¥ Control @ Stop

' custom options

Custom options

Filtering mechanism:* @ wWhitelist © Blacklist
[ —— |

Serial
Function block Address Action Operation

number
ction:
o Enable =t i
1 Data request1 ¥ | i
lock : Serial number: ) |
ock type Allow ==
v 1
b oo oo €
;}l-'-o JR U Allow =
Allow ==
v
Allow ==
Allow = -
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03 (5 jlw (a2l 5l (JSGg o — ol olgd —I

I Gobuu 68 Ghul iy 3 Cublas JSiao 60 g SAS (50 Ty oo 9 6 5 | L ol (i law jgigo O
A 50 Ylly 394 (50 e3laiwl oguadS Sivuo sl JSTg

U0 3> gl 9 J S (ol (31> aamgisgs ¢lSol

Cowl lgds @il 35S 62 LS, 68 cgiio g ogas iz sl JSdg I cublas

SS9 42 J> o Moo jl Ui

> Sdoe do I Jluw

illos JISIJIS o I iy
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Ertebate

03 (5 jlw a2l sl JSJg g — ol (5198 —IF

F"W""ﬂ“ﬁ"iﬂlﬁm-———————————
1 Blackiist and whitelst |

Filtering mechanism : ® Whitelist © Blacklist
--------------
Custom rule list

Sequence
Rule number Rule name State Operation
number
1 10000001 ProfiNet-TCP/IP [ %] [E¥Edit g2Enable
2 10000002 ProfiNet-RT/IRT %) E#Edit g?Enable
x
— Custom rule maintenance
Rule name:* |5?_read1.far |
Protocol: * TCP hd x
— B B B § § § N §N § R O i
Detection (tcp.dstport==102)&8 (tcp.payload[0,0]=="\x03")&&
fonture:* (tep.payload[4,4]=="\x02")&&(tcp.payload[5, 5)=="\xf0")a& Rule grammar check passed!
- [(tep.payload[7,7]=="1x32")&&(tcp.payload[8,8]=="\x01")&&

Packet characterlstlcs

cyad[l? 17]=

="x04")

Response nathing()|

mode:*

~

L 4

Check result

/I

Grammar check

EEEEENy
rammar check ., OK

ssmnns?®

Reset Cancel ‘
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03 (5 jlw (a2l 5l (JSGg o — ol olgd —I

Configuration manuals for online help

B #
1 NDs$zid
2 NDS o e
2.1 siﬁrﬂﬁ"‘“mm
2.2 Tt T
2.2.1 igﬁﬁggiﬂﬁa
222 izt ARl ] Ay
223 fRiESTHeA Lok
224 {EESTERHeAIE
23 thiwIr ¥ {5A
231 ETHER #1
232  IPHp
233 ICMhMPHR
234  TCPHhaw
2.3.5  UDPHMs
236  HITPHR
237 DSt
238  FTPHri
2.3.9  SMIPHp
2.3.10  POP3riv
2311 BGPHhaw
2.3.12 VL AN
2.3.13  WNPLSHR
2.3.14  SIPH
23.15  SCTPHME
2.3.16  IPSEC.ARHRI
2.3.17 IPSEC.ESPHM:
2318 PPTPHR
2319  [2TPHr
2.3.20 TELNETHrI
2.3.71  IGMPHR
2322 IECI0AHR
2.3.23  MODBUSHM

*15—

|EE
4 e B
e

BN e o e AL
DOSITEUNTHE R
mmumﬁr th{ A=
AEL s D
ek il
F IHI_—.D‘:TW
41.1 TR
417 -3 i)
4.2 IPHhbIE
43 [PHhHEEERITPARE AT
4.4 WACHHHIIACSTRY
45 Z=FEREINSTE
431 ET={EES
5.2 =FiFEArhENeE MR
4.6 RFEITIME)
4.7 E&TESCVH
42 I REOOL)
40 VOID
4, 1[:: ;#5 HUFLOAT)

[l [l |l [Las
S [ [ (R RN

’:?‘E

3.7 A rime)

s TEER Frig el EE L]

ip.sro IF T reMitts 1592.162.0.1

ip.d=t IiF BeYIethht, 122.1685.0.1

ip.proto TINTS I FERN s

ip.version TINTS IE R

ip.len TINT16 TeifsE

ip.ndr POINLER 1riBs sk

ip.hdr_len TINTS IEEEE

ip.pavload EINSTR 1B HEEE

ip.pcavicad. len TINT1G TeiEs EE S T E

ip.ident INT T ID (1 s{u B iR

ip.flags IMT TERE

ip.distance THNT IEimiE

ip.xtcl INT 4 =048

ip.flag.rb INT 1285

ip.flag.df INT FaleE

ip.flag.mf INT FaAT o 7]

ip.flag.mam INT TP.FLAG.EE » TE.FLAG.DF »
Ip.Flnc. HE B 1IR3

ip.=servioe INT IPHE%*“"“U

ip.op.cods INT TpaEImzE Al (2 N4a1ER ) -
oMeEz - WBFEBEIE: 0xo7 - BT E
BE: oniag . BEIEERNIRDS

ip.diffrence THT B BRIIEAIE

ip.options INT TE1%IN

ip.options.len INT TEiEIn=E

@ Venustech
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Saosbgs wolgd O

| =l debszuoksLmdSJQJ#Mp&&S
JSS9 2 slgize Yol

S7 g Modbus I sbuidi

YV V VYV

Intelligent discovery

Asset Traffic Multicast
Intelligent generation

+ | opc-classical{Protocol) Eyocierate
|=| Modbus-TCP(Protocol) 2henerate
Object

) aEERN ]
'. Smart rulei Packet capture

Vmwarel = unknow2
Generate policy E¥Delete

| Smart rules | i
Intelligent rules

Intelligent rule list

Sequence Data
Name & Starting device < Target device < Protocol %
number view
1 Modbus-TCP Vmwarel unknow?2 Moddds-TCP EhDetails
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3985 1 (5425 Ui i — ol olgs —1

Saoliu Cblas plasl sls (3948 5o Pl b (5 udy ol b Gizus sla JSUg 4y yulbwl g 63 (53943 Sloladl olwluis O

Protocol identification, abnormality inspection >

Characteristics matching, dynamic protection >

Modbus ~ List of intrusion rules
IEC104
BACnHet Sequence .
DNP3 Rule number Rule name State Operation
EthemetlP number
Wulnerahbility L
Mod oo Vulnerability [ %) E2Enable
NiagaraFox 1 28000001 TCP_CitectSCADA_ODBC overflow attacks (%] EhView @@ Enable
Siemenss7?
| 2 28000002 TCP_WonderWare-SuiteLink_ denial of service attack tJ [zhView g2 Enable
TCP_RealWin-INFOTAG/SET_CONTROL packet o
3 28000003 . [X] EhView g Enable
processing, buffer overflow, attack events
4 28000004 TCP_ClearSCADA heap overflow attack events & [FhView g2 Enable
TCP_Wonderware-InBatch_ buffer overflow attack o
5 28000005 (%] [EaView g Enable
events
& 28000006 TCP_Sielco-Sistemni-WinLog_ stack overflow attempt (X [FhView g2 Enable
7 28000007 TCP_RealWin-HMI-Service_ buffer overflow 1 event (X [FhView g2 Enable
8 28000008 TCP_RealWin-HMI-Service_ buffer overflow 2 event (X [FhView g2 Enable
] 28000009 TCP_RealWin-HMI-Service_ buffer overflow 3 eyggt (X [FhView g2 Enable

@@ Venustech
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Ertebate A m n

Preset Scenario — ol yolgd —|

o3 ubhiny G jI 6ls Cuwlbow jI eslaiwl gSol O

o
List of template details .
Sequence Siemens S7
Rule number Rule name State Operation
number

1 57 ¥ & Disable
2 76000001 57 links {phase one) ¥ & Disable
3 76000002 S7 links (stage two) ¥ & Disable
4 76000003 Read variable k4 & Disable
5 76000004 Write variables ¥ & Disable
3] 76000005 Program call service ¥ & Disable
i 76000006 PLC parking ¥ & Disable
8 76000007 Download k4 & Disable
q 76000008 upload ¥ & Disable
10 76000009 Program function ¥ i Disable
11 76000010 Cyclic read data ¥ & Disable
12 76000011 CPU function k4 & Disable
13 76000012 Block information ¥ & Disable

OK

7b Venustech
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» All passing mode: No processing for traffic, physically going online.
» Debugging mode: Analyze and record logs for traffic, but not execute the action.
» Protecting mode: Strictly enforce the firewall policy.

» Monitor mode: Only analyze traffic.

Configuration

Firewall mode

Firewall mode : ® All passing mode Debugging mode Protecting mode monitor mode oK

@ Venustech
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M“b“é),‘.' L ol S 30 — 68w 1 cubidlao .

Element: protocol, source asset, target asset, interface, action

YV VvV

Direction: forward, backward, bidirectional
Action: permit, deny, DPI (industrial protocols)

A\

ID 1 Policy name |policy1

Time pOllcy I Time v LDgginI # Enable [ Disable [ DPI Action

Interface I i I Interface

eth2 v
I Asset |server v

MAC I MAC
r---------_---------
HiRAlE - B

|
Asset | client r I
|

uonoalildg

Industrial Custom Industrial General Dynamic I
I I L L L L L I
PrOtOCO I ACBOOM_Goose |y opc-classical any ftp I
I ACBOOM_MB300Q [ Modbus-TCP http h323 I
I ACBS00M_MODBUS G IEC104-TCP | tcp_any tns I

CompactLogix [ EIP-TCP udp_any rtsp -
— F ¥ N § § §F B B B B B B P R R R R R RFR R OB |
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m‘b&)“, Address Binding — oS jl cuhdlao .0

O Admission control rules, IP and MAC address binding
» Global admission control policy
» Operation log recording and tracing
» Uniqueness check

Address binding
Address-binding global settings: Enable IP/MAC check Record the binding log Enable |P/MAC addreSS b|nd|ng

oK and configure the log
Bound IP/MAC pair
Sequence . - -
IP address B|nd|ng I|St MAC address Unigueness check Operation
number
1 172.16.2.1 AA:OD:00:FD:00:C7 tJ E¥Edit B Delete
2 192.168.100.1 EE:0D:00:FD:00:C7 tJd E¥Edit 2 Delete
MNew Batch delete Show [10  |lines | Home | | Previous Mext | | Last | Jumpto| 1 |page| GO
x

Create a binding entry

— Binding IP/MAC pair configuration

IPAddress:* 192.168.168.253

MACAddress: * ED:0D:80:FD:00:C% (For example : 00:0D:60:FD:00:C7)
I I B .

J uniqueness check: @ Enable uniqueness check
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[0 NAT type

» SNAT (1-to-N, N-to-N)

» Port mapping (N-to-N)

» |IP address mapping (1-to-1)
O Action

» Forging: one-demand route NAT

» Permit (exceptional, no NAT)

@@ Venustech
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Ertebate

NAT — oS I cuidlzo .0
0 SNAT

v' Source address: single address, network segment, address group, any
v' Post-translation address: single address, address pool, interface address

i/

Y

— SMNAT policy configuration

Sequence number: * |1
Name: * ELELS! i
1 \WE address tra n5lati&CtiOn:a mouflage 2 Allow passing >
Source address: ~cirertt ll
The source address is translated into: * |eth2 "'|
Destination address: | "’|

Source port:

Source port converted to:

|
|

Outflow network port: | v |
|

Service:

Logging: ZJ

Remarks: | |

Add the next one OK Cancel
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1 N
ol 1) @ NAT — 6S.uis j1 sl .0

O Port mapping/IP address mapping
v" Public address: interface IP address
v'  Post-translation address: host address

v' Port/service: 1-to-1 port/service

-Port mapping configuration

— IP mapping policy configuration

Sequence number: * |1 | s b . :|
: equence number:*
Rule name: * . natl | . . |P addl’eSS mapp|ng i
ame: vip L

Action:* Port mapplng '® Port mapping = Allow passing . . | .

Action:* ® IP mapping = Allow passing
Source address: | bl |

Source address: | v |
The source address is translated into: | '| . .

The source address is translated into: | '|
Public address:* |eth2 v | )

Public address:* leth2 v
Internal address: * |1:Iient d | (You can only add |

Internal address: * |sewer "’| (¥

addresses or address pool.) addresses or address poal.)

External service:* |FI'P v |

Inflow network port: | d |
Internal service: * |FI'P v |

Outflow network port: | v |
Inflow network port: | "’| o

Hide internal address: Ll
Outflow network port: | ¥ | .

Logging: -
Source port: | |

Remarks:

Hida intarnal addracc- & 2 nfF
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L (SS9 4 —

v" Preset security protection models for industrial devices according to vendor.

COPA(Vendor) - dd =pEdit BDelete Zf Delete
Emerson(Vendor) - =Zhdd =pEdit BDelete = Delete
GE-Fanuc(Vendor) - Zhdd =rEdit BfDelete = Delete
General-Electric(Vendor) - hdd EpEdit BDelete = Delete
HIMA{Vendor) - =Zhdd EpEdit BRDelete Zf Delete
Honewell(Vendor) - =Zhdd EpEdit BRDelete Zf Delete
MTL(Vendor) v =Zhdd EpEdit BXDelete Zf Delete
Mitsubishi-Electric(Vendor) - =Zhdd ErEdit BDelete =X Dalete
OMRON(Vendor) - =Zhdd =rEdit BDelete =X Dalete
OPTO(Vendor) v dd EpEdit BfDelete Zf Delete
Schneider{Vendor) - Zhdd =rEdit BfDelete = Delete
Siemens(Vendor) |v| Zhdd =rEdit BfDelete = Delete

Product model

Protocol list

Remarks

D

oS 1 cubidlzo .0

chsdlzo Jso O

SIMATIC-57200

SIMATIC-57300
SIMATIC-57400
SIMATIC-57400FH
SIMATIC-57-C

dhep_udp_client; http; FTE_Multicast; IEC_MMS;
PROFINET_Context_Manager_UDP; PROFINET_Multicast_TCP;
PROFINET Multicast_ UDP; PROFINET Unicast TCP; PROFINET Unicast_UDP

S7-Series
Wago(Vendor) - =Zhdd EpEdit BrDelete Zf Delete
Yokogawa(Vendor) - =Zhdd =rEdit BDelete = Delete
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O Preset the industrial protocol.
» The mainstream industrial protocols are preset in the system.

Preset industrial protocol

Sequence
Name Protocol
number
1 ABB_CNCP IP protocol, port:3341(UDP)
2 Cisco_Conf MNon-IP protocol number:0x2000
3 COPA_Driver_Simulation IP protocol, port:6000({TCP). 6020(TCP)
4 COPA_Straton_Event_Port IP protocol, port:211(TCP)
5 COPA_Stratonrt IP protocol, port:1200-1210({TCP). 4500-4510(TCP). 7000-7010(TCP). 9000-9010({TCP)
6 GOOSE_IECA1850 Mon-IP protocol number: 0x88B8
i Intel_NTC Non-IP protocol number:0x886d
8 LLDP Non-IP protocol number: 0x88cc
9 MRP_IEC62439 Mon-IP protocol number:0x38E3
10 Reverse_ARP MNan-IP protocal number:0x8035
Show [10 | lines | Home Previous 2 3 e @ || Next Last | Jumpto| 1 |page| GO

O Customize protocols.
» Customize protocols and ports according to service requirements.

Custom protocol

Sequence
Service name - Protocol Operation
number
1 custompP TCP (B080,8080)-(0,65535) [EFEdit BXDelete
Add Batch delete Show [10 +|lines | Home | | Previous n Mext | | Last| Jumpto| 1 |page| GO
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E‘f‘"b‘.@!‘.’ Lo JS39 3 — 65 jl cubidlao .oy

O Universal protocols: involve all mainstream network protocols.

Preset general protocol

Sequence
Name - Protocol L Port L Protocol overview )
number
1 AH 51 all Authentication Header protocol
i Universal protocols
3 BGP TCP 179 p
4 Bootstrap_Cli UpP 68 Bootstrap_Client service
5 Bootstrap_Serv Upp 67 Bootstrap_Server(DHCP) service
6 Chargen_tcp TCP 19 Chargen_tcp service
7 Chargen_udp uDp 19 Chargen_udp service
8 EFS TCP 520 EFS
=] EGP EGP All Exterior Gateway Protocol
Dysiamic En?otocol Ecp 50 all Frnransulatinn Security Pavinad nratacal
Seauence - Protocol name ¢ Protocol L] Remarks L] Operation 1 Jpage| GO
number
1 ftp FTP(21) default service... E¥Edit
2 h323 H.323(1720) . ZEdit
3 h323_gk H323_GK(1719) Dynamlc prOtOCOIS 7Edit
4 irc IRC(6667) default service... E#Edit
5 mms MMS(1755) default service... [ErEdit
3] rtsp RTSP(554) default service... E¥Edit
7 sip SIP(5060) default service... EFEdit
8 tftp TFTP(69) default service... EPEdit
9 tns TNS(1521) default service... E¥Edit
10 wdmcp XDMCP{177) default service... [ErEdit
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» Host address
» Network address
» EXxclusive IP address
» Address range
O Asset group
» A set of multiple assets
O Asset pool
» A set of multiple host addresses

» 1-254 addresses supported

O Atotal of 1024 addresses are supported.

@ Venustech

(Assets) o (ol > — 6Swud jl chdlao .




. 1 1
M‘b@l“} (Assets) o (ol jl> — oS I cuhdlzo O

Ertebate

ﬁ — Asset list maintenance

Name:* dnc-serverl
. e . B8 B N § B B N

IAsset definition method: ® IP address/mask O anti-IP address I
I © Address range

S ——— s s e ol
IPv4 address:* 192.1568.168.253 |/|255.255.255.255 ¥

Remarks: | |
-
I Asset group maintenance
Add element table to asset grnupl T einli sl essb s Igset-grmpﬁemeﬂ
lient 51 -
I :n;i::er I - I53 : .
cC
: g =1 - Member list
Remarks: h----* B B BN BN |
< . THgi LML

— Asset pool configuration

Assetpool | .. o -

. P address segment
Asset:* 192.168.1.1 | - |2.2.2.2 | e ceaments |
P addresses.

Remarks: | | e e - - I
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Data collection unit

Branch, remote

1

Data collection unit

@@ Venustech
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sl ‘b“l’ e isiuo VPN

— IKE configuration
- i | - |
Type:* | Gateway v — VPN tunnel configuration
Peer address type:™ |IP address v |
Tunnel name:* |test |
Peer address:* 172.16.2.1 |
- Local outlet:* | ¥ |
Protocol type: |Internatmnal standard v |
o Binding IKE:* | ¥ |
Authentication method: |Pre-shared key v
Associate VPN ruIEE:*|
Pre-shared key:* |T:.fpeYDurPreke~_.f |
e Whether to enable:
Advanced options b—————————————— .
Advanced options Ju UEN NN EEN EEN BN EEN BN BN BN BN B .
VPN nr i lgarithm 'aes128 ¥ |authentication

VPN protocol set: | 1 - Encryption algorithm Authentication
\gorithm [2€s128 ¥ |authentication [mdS | b 1 ryption algorithm |2es128 ¥

, L I 2 - Encryption algorithm Authentication
lgorithm uthentlcatlun . laorith m thenticati
5
4-Encryption algorithm uthenticatiun I 3 - Encryption algorithm Authentication
— ¥ " ¥ ¥ F & & F B F F B F W 4 Encr!_.rptmn algnnthm M Authentication
DH group: 03 ®3 O5 — 5 8 8 B K B 8§
) VPN protocol: * U EEP © aH
Key period: 28800 |
L - _ ; . Key period (seconds): |3|50[J |
MNegotiation mode: 2 Aggressive mode ® Main mode )
- . i ]
Whether to set ID: = Transport mode: Tunnel mode Transport mode
T Perfect forward secrecy: #
Mode configuration
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M“b‘“)“.' Serial DPI (Deep Packet Inspection) — JUL juw ol j cauiol Y

I ———
[ Serial link

> RS232/485
O Modbus protocol protection based on serial link

Protect function code parsing.
Protect register addresses.
Control discrete variables.
Control input addresses.
Control the coll range.
Respond to abnormalities.

Check integrity and standard compliance.

vV V V VYV V VY VYV V

Support blacklist and whitelist.
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'm'b‘“l'" Serial DPI (Deep Packet Inspection) — JU jow bl j cuiol .Y
escesettings it T—

Operating Traffic
Device name Baud rate Data bit Parity check Stop bit Operation
mode control
k4 Management asd0 a Mo parity 1 Mo traffic control
ttyS0
€ Communication [1 v [Mo traffic control ¥ |
£4 Management asd0 ] Mo parity 1 Mo traffic control
ttys1 AT —
Communication 600 Noparity v K v [Mo traffic control ¥ |

== = === ==y Switch serial port worklng mode

I Switch operating modes I

Master [tys0 v| DPI : [Modbus v Logging :

interface :

— Modbus maintenance

Policy name: * Modbus |

T enesermepy  CONtEOLMEChANISMionce check

Filtering mechanism:* ™ Whitelist © Blacklist

Description: range Action Operation

Coil address: (1-70 Enable &

Input address: 3 Allow o

W@ﬁ‘ﬁﬁm AV~ otare Allow =1
Register address: gasay Tt Allow 1)
Coil address: 20 Allow e

Alleve =
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O Hardware bypass
» Software failure bypass
» Hardware failure bypass
» Power-off bypass
O HA
» Real-time status monitoring, real-time response
» Automatic synchronization of core configurations to the
backup system

» Seamless switchover, service guarantee anytime
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» Master/backup mode

» Master/slave identities verification

» Interfaces and interface IP addresses for master/slave status
synchronization

» Service interfaces and IP addresses (virtual group)

Cluster configuration Cluster state

Basic configuration Obtain active device configuration

Cluster function: = Enable Disable

Operating mode: Active/Standby

Cluster password:™  |Admin1 ( It must contain & characters , including numbers and letters. )
Local priority: * | |100 ( Range: 1-254, the higher the number,the higher the priority , Default100 )
Seize: s

Synchronization configuration

Synchronize interface:™®  |eth2 v
Synchronize interfacelP:* [172.16.2.245
Synchronous interface mask:*  [2556.255.255.0

Virtual group configuration
Virtual groupID Binding interface Virtual IP/Mask Operation

1 eth2 192.167.100.1/255.255.255.0 E¥Edit EXDelete

Add virtual group
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O Log

» Report: reporting based on event level
Storage: local and server storage
Interface: standard syslog interface
Export: local PC, USB flash drive
Check: checking in web and file modes

Overflow mechanism: overwrite, stop
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Log content
v Time, type, level, details
v' Service source IP address, destination IP address, protocol, module

v' Detailed logs recorded at the function code level
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Only the communication between advanced process control (APC) station
and OPC server, or the communication between engineer station and
production device is allowed.
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Key controller
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Key PLC protection is mainly applied to industrial protocol
parsing, such as Modbus.
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1. The bridge mode is usually used in'the preceding three applications.

2. The industrial firewall supports all passing, debugging, and
protecting modes, reducing the power-off risks.
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