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Statement 

· This manual is subject to change without notice. 

· In the maximum allowable scope of laws and regulations, Beijing Venustech Cybervision Co., Ltd. 
bears the liability for warranties against the mistakes or defects arising from this manual and product, 
rather than any other warranties (whether expressed or implied) against, including (but not limited 
to), the applicability and safety of using products recommended in this manual as well as the 
merchantability and fitness of products for a particular purpose. 

· In the maximum allowable scope of laws and regulations, Beijing Venustech Cybervision Co., Ltd. 
does not bear the liability for compensation against all damages (including but not limited to direct or 
indirect damages caused by personal factors, loss of business profits, service interruption, loss of 
business information, or any other loss) incurred in the use or failure of this product. 

· This manual contains information protected by copyright, and cannot be photocopied, reproduced or 
translated without written permission of Beijing Venustech Cybervision Co., Ltd. 

· This manual applies to Venusense UTM products, including firewalls, UTM, IPS, VPN, etc., which 
are referred to as security gateways or security systems. Certain information in this document is 
slightly different, depending on the product model, and subject to the purchased product. 

· Venusense does not bear any responsibility for any inaccuracy of data. It reserves the rights to 
change, modify, transfer, or otherwise revise data without notice! 

 

Beijing Venustech Cybervision Co., Ltd. 

Address: Qimingxingchen Mansion, Building 21, Zhongguancun Software Park, 
No. 8, Dongbeiwang Road West, Haidian District, Beijing, P.R.C. 
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Chapter 1 Introduction 

1.1 Introduction 

This document is one of the manuals for the administrator of the Venusense UTM. It describes how to 
manage Venusense UTM  through Web interfaces. 

1.2 Target readers 

This manual is intended for the security administrators in charge of supporting and maintaining security 
gateways and is essential to configuration management of Venusense UTM. 

Before reading this manual, readers should have the basic knowledge regarding TCP/IP protocols, IP 
address, and subnet mask, etc. 

1.3 Applicable products 

This manual is applicable to Venusense UTM series products, which are hereinafter referred to as Venusense 
UTM. 

Note: The configurations and parameters for function modules may vary with product models. For example, 
the SSL VPN function is optional for certain models. For series cipher machines, general algorithms such as 
AES and 3DES are not applicable, and negotiation parameters are also limited. For this reason, the actual 
configurations of specific products shall prevail. 

1.4 Arrangements 

This manual is arranged based on the following chapters: 

Chapter 1: Introduction, describes the target readers, arrangements, and references. 

Chapter 2: How to Start, describes the general methods for installing, configuring, and managing security 
gateways. 

Chapter 3: System Management, describes the configurations related to security gateway management, 
including time/date setting, system parameter setting, dynamic DNS registration, two-node system 
configuration, administrator account, administrator certificate, manage host, management mode, 
coordination with IDS products, system upgrade, and maintenance and operation. 

Chapter 4: Network Management, describes the configurations related to network environment, 
including network interface attributes, basic network configurations, UPNP, DHCP server configurations, 
and high-availability configurations. 

Chapter 5: Routing Management, describes the methods for configuring network routes, including basic 
routing, ISP routing, policy routing, and dynamic routing, etc. 

Chapter 6: Firewalls, describes the configurations related to access control, including security rules, 
proxy rules, NAT rules, port and IP mapping, address binding, bandwidth management, blacklist, server 
balancing, and active defense. 

Chapter 7: Application Protection, describes the application protection policies, and provides the 
protection settings for virus control, intrusion control, protocol control, and Internet behavior 
management. It also provides the functions such as anti-spam, anti-scan, and intrusion detection modes. 

Chapter 8: Session Management, describes the view, control and statistics of session status. 

Chapter 9: VPN, describes IP-level security settings for a VPN, security policies for Layer 2 and 
point-to-point transmission protocols, interface operations for GRE tunnel configurations, and 
management for a VPN with a security socket. 

Chapter 10: IPV6, describes the configurations for IPV6 interfaces, rules, routing, and resources, etc. 

Chapter 11: Unified Authentication, covers the settings of a user authentication server, viewing of user 
resources, and detailed user information. 

Chapter 12: Vulnerability Scan, describes the two scanning methods, i.e. scheduled vulnerability scan 
and manual vulnerability scan, and the interfaces for setting these methods. This chapter also describes 
the interfaces and operations for generating logs and reports on the scan results. 

Chapter 13: Flow Presentation, presents the flow status to view the network ports, applications, IP 
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addresses, and sessions that are currently set in an intranet. 

Chapter 14: Status Monitoring, describes how to monitor the operating status of the system, including 
resource occupancy, network devices, broadband monitoring, route monitoring, OSPF route monitoring, 
and network testing. 

Chapter 15: Logs and Reports, describes the setting and central management of log servers, detailed 
logs and reports, basic setting and testing of email alarms, and security rules reports, etc. 

1.5 References 

Venusense UTM Command Line Operation Manual: describes how to use command lines to manage 
Venusense UTM. 

Venusense UTM Functions Manual: describes some complex functions and typical applications of 
Venusense UTM. 
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Chapter 2 How to Start 

This chapter describes how to install the hardware and attached software of Venusense UTM and how to 
configure the management interface upon start/login of the system. It helps the administrator quickly install 
and start the software and hardware of the security gateway. 

To quickly configure and use Venusense UTM, you can skip the overview information and directly read 
Section 2.5. 

2.1 Overview of Venusense UTM 

Network security devices, typically security gateways, are indispensable, owing to rapid development of 
broadband networks, increasing problems regarding network security, and improving awareness of 
people for security. 

Venusense UTM represents a great innovation in terms of the hardware board class design, security system 
architecture, operating system for configuration management, and associated management software. It can 
be widely used in the network environments in the industries such as telecommunication, finance, electric 
power, transportation, and governmental sectors. 

2.1.1 Product features 

Venusense UTM is a new generation of Venusense UTM. It features high security, high availability, and high 
performance for network administrator, serving as one of the first-class security gateways in China. 

 ̧ High security 

 ̧ High availability 

 ̧ High performance 

2.1.2 Main functions 

Venusense UTM is designed with modules to fulfill complex applications and different requirements of 
users. It consists of basic function modules and optional function modules (the VPN module can be used 
only after being licensed). The main functions are described as follows: 

 ̧ State inspection and dynamic filtering 

With the active filtering technology, the system intercepts and analyzes data packets from the link layer 
in order to enhance processing performance. It also dynamically filters the passing-by data packets in 
terms of IP addresses, ports, users, and time, and dynamically generates rules in compliance with 
defined policies. In this way, it guarantees security and adapts to the dynamic changes of ports for 
application services. It can support multiple dynamic applications such as FTP, H323, RTSP, and TNS. 

 ̧ Bidirectional network address translation (NAT) 

In the fully transparent mode, the system provides the bidirectional network address translation (NAT) 
function to effectively shield the internal structure of the entire sub-network, disabling hackers to detect the 
flaws in a sub-network. It also enables an enterprise to share IP addresses, solving the problems caused by 
insufficient IP addresses. In addition, it supports static NAT, dynamic NAT, IP mapping (applicable to load 
balancing), and port mapping. 

 ̧ Application layer transparent proxy 

The system supports the transparent proxy function to provide transparent proxies for standard 
application services such as HTTP, FTP (GET and PUT commands can be restricted), TELNET, SMTP 
(email filtering), and POP3 as well as for user-defined services. It supports restrictions on network 
interfaces. With transparent proxy services, the system enables a user in the controlled networks to be 
unaware of the presence of a proxy. In this way, a user can directly communicate with an external 
network within the authorized scope without changing the configuration of a client. This reduces the 
workload of the network administrator. 

 ̧ Protection against IP address spoofing 

The system binds the IP address and MAC address of a host in the network connected to the designated 
interface, therefore preventing the IP address from being stolen. It also provides detailed records 
regarding access based on illegal IP addresses for easy view by the security gateway administrator. 
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 ̧ Time management 

The system supports setting of the time field for filtering rules. After defining a rule, a security gateway 
administrator can start, validate and close the time field for the rule. 

 ̧ Bandwidth management 

The system provides the QoS mechanism to allocate network bandwidth based on priority level and flow 
control, therefore effectively guaranteeing network services for particular bandwidth. 

 ̧ User authentication 

The system provides user authentication irrelevant to application services. It can authenticate users for 
packet filtering services and proxy services. It also functions as follows: support PAP and S/KEY 
authentication protocols; support local authentication for the security gateway and the standard Radius 
authentication server; manage users and user groups; and monitor online users. 

 ̧ Email filtering 

The system filters the subject, text body, recipient/sender, attachment title, and attachment content of a 
received/sent email. In addition to keywords matching the text of an email, it smartly filters Chinese 
information in the text format. 

 ̧ Application protection 

The system filters contents at the application layer in real time. This is achieved in the core protocol stack of 
the security gateway. The system also functions as follows: support virus protection and intrusion prevention; 
filter by application software and by URL address; and control protocols. 

 ̧ Import, export, backup, and restoration of rules and configuration information 

The system can export the configuration data from the security gateway for backup. When required, it 
can import the previous configuration information into the security gateway to restore it to the previous 
state. It can also import such data into another security gateway of the same model. As a result, it 
greatly facilitates the work of the network administrator and guarantees the security. 

 ̧ Interactive real-time intrusion detection system (IDS) and real-time blocking 

The system can identify and prevent attacks involved in scanning, anomalous network protocol, IP spoofing, 
source IP addresses, IP fragmentation, and DoS/DDoS, etc. against the network and host. It can 
automatically adjust a security policy of the security gateway based on the intrusion detection result to block 
the intruded network connection and send email to alert the administrator. It also supports user-defined 
monitoring rules as well as manual upgrade of a rule library. 

 ̧ Network service based load balancing for SSN (Security Service Network) 

The system achieves an algorithm for efficient load balancing. With the reverse NAT function, the 
security gateway can effectively balance the network service flows for the servers in the security service 
network (SSN) of users. 

 ̧ Log audit 

The system functions as follows: provide log management and log server for the security gateway to 
achieve real-time monitoring, auditing, alarming, and automatic backup; manage the log server 
administrator and the security gateway administrator by different rights; provide the administrators with 
abundant and integral log information as well as powerful and perfect security audit; allow the 
administrators to set the rules for audit query; output query results and generate log files in an intelligible 
format; and generate alarms and rectify a fault upon log storage and overflow. 

 ̧ Venusense electronic key 

The system authenticates an administrator based on the hardware (USB port) and one-off password (the 
S/KEY protocol). It adopts the two-factor authentication mechanism (subject to the administrator account 
and security gateway hardware information) to ensure that one electronic key is used to manage only 
one particular security gateway. 

 ̧ Remote security management 

The system uses an encryption-based PKI-CA certificate to authenticate an administrator. Only the 
successfully authenticated administrator can access the configuration management interface and execute 
related files. The system uses the SSL encrypted channel to encrypt configuration information to ensure 
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security and integrity (tamper-proofing) of information. 

 ̧ Centralized security management 

The system puts all the security gateways in a network under centralized configuration, management 
and system monitoring in a centralized management center. It also functions as follows: automatically 
discovery a device; monitor the operating status of security devices in real time; support real-time alarms, 
and log management and audit for security events. 

 ̧ Remote maintenance 

After enabling the remote maintenance function, the system allows an authorized administrator to online 
maintain security gateway devices via the SSH or phone dial-up mode. The ñRemote Supportò function is 
based on the secure SSH protocol to manage security gateways. Therefore, it ensures that the management 
information transmitted over the Internet is encrypted and free from sniffing or attack by internal or external 
users. 

 ̧ Module upgrade and disaster recovery 

The system supports version upgrade of the security gateway software and provides a perfect disaster 
recovery mechanism. In the case of anomalies, such as unusable Venusense electronic key, forgotten Pin 
password, unusable or expired certificate, and lost IP addresses, arising from different causes, the 
administrator needs to initialize the host only and import the previously stored system configuration files into 
the security gateway for restoration. 

 ̧ Non-IP protocols supported 

The system functions as follows: support the non-IP protocols such as IPX and NetBIOS; support 
user-defined protocols; determine whether to pass authentication; and provide excellent network adaptability. 

 ̧ VLAN (802.1Q) protocol supported 

The security gateway can accept and send network data with VLAN tags. Therefore, it can be placed at the 
TRUNK interface of a switch. It also supports communication (including transparent and route forwarding) 
between multiple VLAN intervals. 

 ̧ VPN security tunnel module (optional) 

The VPN function integrated by Venusense UTM enables you to construct encryption and authentication 
technologies as well as key exchange solutions based on the IPSec technology on the Internet. As a result, a 
VPN established on a public network provides features such as security, reliability and manageability same as 
those of a local private network. It also greatly reduces the expense on building a remote private network. The 
VPN module supports the IPSec protocol. It also provides functions such as identity authentication, 
encryption, and integrity authentication of the packets at the network layer. 

2.1.3 Hardware description 

2.1.3.1 Product hardware description 

On different hardware platforms, the arrangement of Console and Aux interfaces may differ slightly. 

 ̧ Indicator light 

The security gateway has indicator lights on its front panel which serve as 

POWER: power supply indicator light; 

START: read-write indicator light 

 ̧ Console and Aux 

There are two interfaces to the right of the indicator lights on the front panel of the security gateway, 
which are Console on the left and Aux on the right. They are used for connecting the serial ports of 
computer and remote dial-up Modem. 

 ̧ Network interface 

On different hardware platforms, the security gateway uses different network interfaces. Power V 400 
has 4 standard 10/100Base-TX (RJ45) interfaces which are fe1, fe2, fe3 and fe4 from left to right. The 
one to the right is the extension interface which can extend to fe5/GE, fe6/GE, fe7/GE and fe8/GE. 

 ̧ 1 Venusense electronic key for USB interface 
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The form of the device depends on the product version. The information above is for reference only. 

2.1.3.2 Electrical properties 

 ̧ Supply voltage: 220 V, 50 Hz, 200 W ATX  

 ̧ Excellent anti-jamming design: in line with IEC-1000-4-x anti-jamming standards 

 ̧ Operating environment: temperature 0~55 Ņ, humidity 20~80% 

 ̧ Storage environment: temperature -40~80 Ņ, humidity 20~95% 

 ̧ In consideration of EMI and transmission efficiency, it is recommended to use Class 5 or higher 
class of shielded twisted pair cable 

2.1.3.3 Standards used 

 ̧ GB/T 18019-1999 Safety Technical Requirements for Packet Filtering Security Gateway Safety 

 ̧ GB/T 18020-1999 Safety Technical Requirements for Application-level Security Gateway 

2.1.4 Software description 

The interface framework is as shown in Figure 2-1. 

 

Figure 0 1 Home page for security gateway configuration 

This page consists of four areas: toolbar area, shortcut menu area, menu area and display area. 

Table 0 1 Buttons in the toolbar 

Icon Function 

 
Client support 

 

About 

 

Wizard 

 

Save configuration 

 

Export configuration 

Toolbar area 

Menu bar area 

Shortcut menu area 

Display area 
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Export log 

 
Online help 

 
Change skin 

 

Select language 

 
Restart 

 
Logout 

 

Table 0 2 Buttons in shortcut menu 

Icon Function 

 

System management 

 

Network management 

 

Routing management 

 

Firewall 

 

Application protection 

 

Session management 

 

VPN 

 

SSLVPN 

 

IPV6 

 

Unified authentication 

 

Flow presentation 

 

Vulnerability scan 

 

Status monitoring 
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Logs and reports 

 

The menu is built in a tree structure similar to the Resource Manager of Windows operating system. 

The menus are classified and arranged based on logical relations. Knowledge of these logical relations will 
help the administrator memorize and quickly define the operating page. 

Table 0 3 Classification and description of menus 

Primary menu Description 

System management 

 

For management, upgrade and maintenance. Including: 

State 

Quick configuration 

Configuration 

Administrator setting 

Coordination 

Maintenance 

Network management 

 

The configurations necessary for a network device, including: 

Network interface properties (work mode, IP address, support for 
VLAN) 

Settings of the network interface properties for various physical 
devices 

Basic configuration 

UPNP 

DNCP 

High availabilit 

Routing management 

 

Configurations of route, including: 

Basic route 

ISP route 

Policy route 

Dynamic route 

Firewall This is the core of security gateway configuration and is the best 
representation of the value of a security gateway. This is used for 
configuration of policies and resources etc, including: 

Strategy 

Proxy 

Address 

Service 

Time 

Bandwidth 

Blacklist 

Address binding 

Security option 

Load balance 

Active defense 
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Application protection 

 

Including: 

Protocol control 

Virus protection 

Intrusion protection 

Anti-spam 

Internet behavior management 

Intrusion detection model 

Anti-scanning 

 

Session management 

 

Including: 

Session control 

Session statistics 

Session state 

VPN 

 

Including: 

IPSec 

L2TP 

PPTP 

Certificate center 

GRE tunnel interface 

IPV6 

 

Including: 

IPV6 configuration 

IPV6 resource 
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Unified authentication 

 

Including: 

Connection control 

Role management 

User management 

Authentication configuration 

User information 

 

Vulnerability scan 

 

Including: 

Timing scanning 

Manual scanning 

Scan task log 

Scanning report 

 

State monitor 

 

Including: 

State information 

Monitoring information 

Logs and reports 

 

Including: 

Log configuration 

Log viewing 

 

 

2.1.5 Attached software description 

The attached software: 

 ̧ Administrator identity authentication (client software) 

 ̧ User identity authentication (client software) 

2.2 Unpacking inspection 

After unpacking, please check whether the accessories such as power wire, crossover cable, CD, serial 
port line and electronic key are all available and check all components against the packing list. If any 
defect is found, please contact the salesman. 

Note: 

After the device is unpacked, do not discard the outer package, for it must be used for carrying the device. 
The original package is specifically designed for the security gateway and is effectively shockproof. Whenever 
you require maintenance service, it is best to return the security gateway in the original package to the 
maintenance service division of Beijing Venustech Cybervision Co., Ltd. 

2.3 Installing Venusense UTM 

2.3.1 Checking the installation site 

Venusense UTM must be installed indoors. Either you intend to install the security gateway in a cabinet 
or you want to install it on a workbench, you must guarantee the following conditions: 

1. Make sure there is enough space reserved at the air intake vent and air outlet to help with heat 
dissipation in security gateway case. 
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2. Make sure the cabinet or workbench itself has sound ventilation/heat dissipation system. 

3. Make sure the cabinet or workbench is firm enough to sustain the weight of the security gateway and 
its accessories. 

Make sure the cabinet or workbench is well grounded. 

2.3.2 Installing 

Venusense UTM can be placed on a desk or it can be installed in a standard 19-inch rack. No special 
tool is needed if it is to be installed on desk and screwdriver is needed if it is to be installed in a rack. Fix 
the security gateway into the mounting bracket of the rack using screws attached to its case. 

2.3.3 Connecting to network 

Install the security gateway in a rack or on a plane surface. 

Make sure the security gateway is disconnected from its power supply. 

Connect the power wire. 

Connect the security gateway to a network currently available to the user. 

Check the indicator lights on the panel of the current security gateway 

2.4 Configuration management methods 

Venusense UTM can use two types of interfaces: Web based graphical interface and CLI based command 
line, where the command line configuration can be done via network connection (SSH) or serial port 
connection. 

2.4.1 Configuring network interfaces in Web mode 

Power V supports remote security management and centralized security management, while its superiority is 
particularly represented by the centralized management mode. 

1. Remote security management mode supports SSL protocol and uses PKI-CA certificate authentication 
based on encryption technology and administrator identity authentication based on two-factor hardware 
one-time password authentication technology, where only an administrator who can pass the 
authentication can remotely access and configure the Web management interface and operate the 
relevant files and all security related data are stored with encryption. 

2. Centralized management mode-the administrator can use the centralized management center to achieve 
unified configuration and management of the security gateways in the global network. This mode 
supports SNMP protocol and SSL and uses the trap mechanism of SNMP to give security incident alarm. 
The management covers 

(1) Topology management: the function of automatic discovery of devices enables the administrator to 
globally grasp and control all the information on Venusense UTM device. 

(2) System monitoring: this function is to monitor the running status of Venusense UTM and the 
statistics system status and is to send a notice via the graphic interface to the administrator if an 
incident occurs. 

(3) Configuration management: Venusense UTM in a network can be put under unified security 
configuration, management and system monitoring. 

2.4.2 Configuring network interfaces in CLI mode 

Power V provides the basic configuration management function and disaster recovery function done in the 
form command line. Security management and maintenance of the security gateway are achieved in SSH 
mode. Based on the actual needs, the administrator can determine whether to enable this function or not. 

2.4.3 Configuring local serial port in CLI mode 

The basic configuration management function and disaster recovery function in the form of command liens 
based on serial connection can make management safe, easy and flexible. 

2.5 Logging in to the management interface 

2.5.1 Login methods 

Security gateway management can be done in five modes: 1) Web interface management, 2) serial port 
command line management, 3) remote SSH login management, 4) TELNET mode, 5) PPP connection 
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mode. Modes 1) and 2) are enabled by default, while modes 3), 4) and 5) are disabled by default. 

In Web interface management mode, the management host can only connect to eth0 of the security 
gateway by default. If it needs to connect to other network interfaces, proper configuration must be done 
accordingly. The default IP address of the management host is 10.1.5.200. The Web interface 
management mode uses SSL protocol to encrypt the management data in communication, thus if IE is 
used for security gateway management, you need to enter https://a.b.c.d:8889/ in the address bar to log 
in to the security gateway. The initial value of the security gateway address ña.b.c.dò is ñ10.1.5.254ò and 
the initial user name to log in the security gateway is ñadministratorò. Every letter in ñadministratorò is a 
lowercase letter. The password is ñbane@7766ò. 

In the serial port command line management mode, the management client is configured to be 
9600-8-N-1 and the management host is connected to CONSOLE of the security gateway by default. 

Note: in the case of Web interface management, it is recommended that the management host is 
configured in small font and the resolution ratio is 1024*768, for other types of fonts and resolution ratios 
may make the display interface look incomplete or may disorder the display sequence. 

For SSH login management, you must first set ñSSH login authorizedò in the system menu ñSystem 
Configuration>> Management Configuration>> Management Modeò, so that you can remotely access 
the security gateway via SSH protocol. Take the SecureCRT 3.4.3 (Official) client version for example, 
the client configuration uses ssh2 protocol, the port is 22 and the authentication mode is Password. Now 
the IP of the client must be one of the IPs of the management host. 

 

Figure 0 2 Login to security gateway via SecureCRT 3.4.3 

2.5.2 Management authentication 

The administrator can use two types of authentication for management of security gateway: electronic key 
authentication and certificate authentication. 

In the case of electronic key, first insert the electronic key into the usb port of the management host, then 
enable the client ikeyc.exe used for authentication and enter the PIN password which is 12345678 by default. 
The system will read the ikey information used for authentication and now the light at the right side of the 
window is lit in red. 

https://a.b.c.d:8889/
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Figure 0 3 Authentication information 

Select ñConnectò. The light is lit in yellow during connection. If connection is successful, the light will change 
to green and the prompt box indicated ñauthentication passedò will appear. Press ñOKò to connect to the 
security gateway via https://10.1.5.254:8888. 

 

Figure 0 4 Authentication passed 

Note: during management of security gateway, please do not pull out the electronic key and do not shut off 
the security gateway management authentication client, otherwise the management process is unable to 
proceed. 

In the case of management certificate authentication, import the administrator certificate in IE to log in 
https://10.1.5.254:8889 to initiate security gateway management. 

2.5.3 Login process 

Log in 

1. Connect the power supply to enable the security gateway. Select a PC that has an Ethernet 
card and CD-ROM drive as the management host. Use Window98/2000/XP for operating 
system. It is recommended that the IE browser of the management host is a version above 5.0. 

Note: after correct startup of the security gateway, it will buzz three times. If this does not 
happen, it indicates that the security gateway has been started properly and you need to please 
request the technical support personnel working on security gateway for assistance. 

2. Use the crossover cable attached to the device to connect the management host and the 
network interface FE4 of the network gateway; 

3. Change the IP address of the management host to 10.1.5.200 (the management host IP set by 
default upon delivery of the security gateway from the factory); 

4. Use the authentication methods described in the previous section. The first login can only be 
achieved by authentication with electronic key.  

5. Open the IE browser. If an electronic key is to be used for authentication, access 
https://10.1.5.254:8888 to enable the security gateway login interface shown in the figure 
below: 

https://10.1.5.254:8889/
https://10.1.5.254:8888/
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Figure 0 5 Security gateway login interface 

6. Enter the administrator command ñadministratorò in the security gateway login interface to 
access the home page for security gateway configuration. The default user account is 
ñadministratorò and password is bane@7766. 

If you have accessed the Venusense UTM configuration interface, use the parameters and 
configuration methods that are to be described in the subsequent sections. 

2.5.4 General process for configuring Venusense UTM 

Take the Web interface management mode for example. Security gateway configuration is usually done 
in the following steps: 

1. Log in to the management interface using the login methods described in 2.5.1 and the login 
process in 2.5.3. 

2. Select from the ñFirewallò menu the resources such as ñsub-itemò, ñdefine addressò, ñserviceò, 
ñtimeò, ñbandwidthò and ñVLAN ID available in network environmentò. 

3. Select ñNetwork Management>> Network Interfaceò to change the work mode and IP address 
of the network interface. Select ñSystem Management>> Administrator Setting>> Management 
Hostò to change the IP address configuration of the management host. In case of a rather 
complex network environment, you also need to configure the VLAN device, bridging device, 
alias device and VPN device under ñNetwork Management>> network Interfaceò. 

4. Select ñFirewall>> Security Optionsò to set packet filtering accordingly in the opened interface. 
Set NAT, port mapping and IP mapping rules. The packet filtering rules contain the settings for 
spam mail filtering, user authentication and proxy rules. NAT rules contain source address 
translation and masquerading functions. Source address translation is to specifically translate 
the source address to security gateway address and address pool address. 

5. Click the disk icon in the upper middle position to save the system configuration. If configuration 
saving fails, restart the system to let the system recover the last saved configuration. 

6. During routine maintenance, frequently observe the information in the ñStatus Monitoringò menu 
of the security gateway and the log information in the ñLogò menu, so as to learn the operating 
status of the security gateway. 

For more information, please read the relevant sections in the security gateway manual. 

2.5.5 Logout 

To log out from the security gateway configuration management interface, you can just close the browser 
interface, but it is recommended that you click the ñExitò icon on the interface, for this will notice the security 
gateway to close this session, so as to maximize security. Directly exiting will result in one less logout log of 
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the administrator. If the browser is directly closed, the security gateway will not receive the command to 
terminate the session and it will mistakenly assume that the administrator is still performing online 
management. Besides, if ñlogin by multiple administrators allowedò is not selected, directly closing the 
browser will make the administrators unable to log in. 
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Chapter 3 System Management 

This chapter mainly describes system management of security gateway and consists of these sections: status 
information, quick configuration, system information, system update, module license, batch processing tools, 
intrusion detection, coordination and maintenance/operation. 

3.1 Status 

The system status consists of four parts: panel, instrument panel, flow and latest events. 

3.1.1 Panel 

The panel contains system information, license information, device operation, CLI console, log and 
content statistics and system resources. 

System information includes serial number, run-up time, system date, HA status, host name, software 
version, hardware version and current administrator. See Figure 3-1. 

 

Figure 0 1 System information 

Device operation and CLI console are shown in Figure 3-2. 

 

Figure 0 2 Device operation and CLI console 

License information is as shown in Figure 3-3. 
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Figure 0 3 License information 

Log and content statistics and system resources are shown in Figure 3-4. 

 

Figure 0 4 Log and content statistics and system resources 

3.1.2 Instrument panel 

The functions of the instrument panel are shown in Figure 3-5. 

 

Figure 0 5 Instrument panel (a) 
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Figure 0 6 Instrument panel (b) 

3.1.3 Flow 

Flow information consists of two parts: packet number curve and flow curve, as shown in Figure 3-6. 

 

Figure 0 7 Flow information 

3.1.4 Latest event 

Latest events are displayed as shown in Figure 3-8. 

 

Figure 0 8 Latest event 

3.2 Quick configuration 

This chapter explains some basic and essential configuration that must be filled in by the user, so that 
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the user requires only two or three steps to configure a security gateway device that meets the basic 
protection requirements. 

The interface is shown below: 

 

Figure 0 9 Quick configuration interface 

Note: if the user has bought a 2U platform, ñfe5 and fe6 are in transparent bridge modeò will appear as 
shown in Figure 3-1, i.e. fe5 and fe6 are configured to be in transparent bridge mode and the current 
network interfaces are eth4 and eth5. 

Table 0 1 Description of quick configuration items 

Field name Description 

eth0, eth2 is in transparent 
bridge mode 

To configure eth0 and eth1 to be in transparent bridge mode or not 

eth3 interface manager 
IPV4 address 

Management IPV4 address for login to the device for configuration 
management 

eth3 interface manager 
IPV4 mask 

Mask setting of management IPV4 address 

Manager host IPV4 address The IPV4 address or network segment of the machine that is allowed to 
manage the device 

Manager host IPV4 mask The IPV4 mask of the machine that is allowed to manage the device 

eth3 interface manager 
IPV6 address 

Management IPV6 address for login to the device for configuration 
management 

eth3 interface manager 
IPV4 mask 

Mask setting of management IPV6 address 

Manager host IPV6 address The IPV6 address or network segment of the machine that is allowed to 
manage the device 
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Manager host IPV6 mask The IPV6 mask of the machine that is allowed to manage the device 

Security level setting Security level setting, including flow control and application protection, 
influences the strictness of detection and control of attacks. High level 
means detection and interdiction of all attacks against the system; 
medium level means detection and interdiction of only the attacks against 
the windows system; low level means that the detected attacks are only 
recorded in a log but not interdicted. In addition, if the selected 
ñapplication protectionò is in high level, this indicates the current quick 
configuration is associated with the high-level state of application 
protection; if it is switched to ñflow controlò and ñSubmitò is clicked, the 
current quick configuration is associated with flow control. 

User defined security level The user can use the status bar at the top of the window to modify the 
strategy configurations corresponding to the high, medium and low 
security levels, in order to generate the security level strategy that can 
fulfill the actual requirements. 

Click the status bar in the window to define the security levels including ñhigh levelò, ñmedium levelò and ñlow 
levelò, as shown in the figure below: 

 

Figure 0 10 User defined security level 

The user can define the protection service types based on his actual needs. High, medium and low levels 
correspond to different protection strategy paradigms. Method: mark the check box before the required 
protection service type and remove the green mark in the check box representing the unneeded type. Then 
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click ñOKò. 

3.3 System information 

System information covers date/time, system parameters, dynamic DNS registration and double-system 
configuration. 

3.3.1 Date and time 

Security gateway system time accuracy is of grave importance. 

System clock of security gateway can be synchronized in three ways 

1. Synchronization with management host time 

2. Synchronization with network clock server (NTP protocol) 

3. Time zone setting 

 

Figure 0 11 Configuring security gateway time 

Synchronization with management host time 

1. Adjust the management host clock 

2. Click ñTime Synò button 

Two ways of synchronization with clock server time 

1. Sync now 

2. Cyclic automatic synchronization 

Sync now 

1. Select ñclock serverò and enter ñclock sync server IPò 

2. Click ñSyn Nowò button 

Cyclic automatic synchronization 

1. Select ñclock serverò and enter ñclock sync server IPò 

2. Set the synchronization cycle 

3. Click ñOKò button to confirm the system parameter 
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Notes: 

Many operations of security gateway depend on system time. Change of system time will have effect on 
these operations. For example, change of system time could result in configuration management 
interface login timeout. 

3.3.2 System parameters 

System parameters are to set the security gateway name. 

Security gateway name can maximally contain 20 ASCII characters, with no spacing. The default 
security gateway name is themis, which can be changed by the user. 

 

Figure 0 12 System parameters configuration 

3.3.3 SNMP 

Centralized management of security gateway is supported (SNMP v1&v2c and v3).Security gateway can 
achieve seamless linkage with Venusense centralized security management system. 

The administrator can configure the central manage host IP, the control information threshold, group 
character string of SNMP v1&v2c and user information of SNMPv3.Venusense centralized security 
management system can use SNMP protocol to acquire monitoring information from the security 
gateway, including system name, version number, serial number, CPU utilization, memory utilization, 
network interface status and network connection statue. If the operation of the security gateway exceeds 
beyond the threshold, the system can use SNMP protocol to send Trap alarm message to the central 
manage host. The TRAP messages sent to the centralized management center provide the network 
administrator with comprehensive, easy and high-efficiency tools and means for real-time monitoring 
over network resources utilization status. Such messages can be viewed in the ñStatus 
Monitoring>>Network Deviceò interface and ñStatus Monitoring>>Resource Occupancyò interface of the 
security gateway. 

The centralized management configuration page is shown in the figure below: 

 

Figure 0 13 Centralized management configuration 
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Table 0 2 Centralized management configuration elements 

Field name Description 

Host IP address Only a central manage host IP can pass the SNMP to access the device and receive 
Trap messages. Multiple central manage host IPs are supported. Click 

 to add IPs and  to delete IPs. 

Firewall name Security gateway name 

Host comment Description of the security gateway 

Responser 
name 

Responser name 

Responser 
phone 

Responser phone 

CPU used If the actual utilization exceeds this threshold, an alarm message will be sent to the 
central manage host 

Memory used If the actual utilization exceeds this threshold, an alarm message will be sent to the 
central manage host 

Disk used If the actual utilization exceeds this threshold, an alarm message will be sent to the 
central manage host 

snmp v1&v2 This option is used to determine whether to enable SNMPv1&v2c 

Readonly group 
chars 

This is the authentication identifier used to read device information via SNMPv1&v2c 

Read&write 
group chars 

This is the authentication identifier used to read/write device information via 
SNMPv1&v2 

Trap send chars This is the identifier used for the device to send Trap alarm messages to the central 
manage host 

snmp v3 This option is used to determine whether to enable SNMPv3 

User name SNMP v3 authorized user name 

Security option This is used to select the security level of SNMP v3 user access, which covers 
encrypted authorized authentication mode, non-encrypted authorized authentication 
mode and non-authorized authentication mode. If the encrypted authorized 
authentication mode is selected, the authentication and encryption options must be 
set accordingly; if non-encrypted authorized authentication mode is selected, the 
authentication options must be set accordingly. 

Authentical 
protocol 

This is used to select SNMP v3 user authentication protocol 

Authentical 
password 

This is used to set SNMP v3 user authentication password 

Encrypt protocol This is used to select SNMP v3 encryption protocol 

Encrypt 
password 

This is used to set SNMP v3 encryption password 

 

Enter proper information in the above-mentioned domains and click ñOKò to complete configuration of 
central manage host. You can click the ñenable SNMP proxyò/òdisable SNMP proxyò button to enable or 
disable the SNMP proxy service on the security gateway. 

3.3.4 Dynamic DNS 

Register a dynamic DNS. 

Dynamic DNS refers to a host without fixed IP. With the help of dynamic DNS, the host can match the 
network name to the IP after the change of IP. 
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The user name and password used for registration of dynamic domain name can contain maximally 31 
ASCII characters, with no spacing. Dynamic domain name can be set via configuration of the physical 
device and dial-up device under ñNetwork Management>>Network Interfaceò. Click ñOKò button. A dialog 
box indicating successful setting will appear if the setting is successful. 

 

Figure 0 14 Dynamic DNS registration configuration 

3.4 Administrator settings 

3.4.1 Administrator account 

The administrator account needs authorization to execute management. 

By default, only one administrator can access the security gateway to make configuration and 
management. The system will allow access by multiple administrators only if the ñsimultaneous 
management by multiple administrators allowedò option is selected. However it is best to avoid the 
situation where configuration modification is done by multiple administrators simultaneously. 

 

Figure 0 15 Displaying administrator account 

This interface is to fulfill these functions 

4. Add administrator account 

5. Edit administrator account 

6. Delete administrator account 

7. Enable or disable simultaneous management by multiple administrators 

 

Figure 0 16 Add and edit administrator account 

Add administrator account 

1. Click ñAddò button to open the administrator account maintenance interface 
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2. Enter the account, password and permissible maximum number of password errors and select the 
access authority of the management account to be added 

3. Click ñOKò button to complete add. Click ñAdd Nextò to add another administrator account 

Edit administrator account 

1. Click the ñEditò shortcut icon in the operation bar to open the administrator account maintenance 
interface 

2. Modify the account, password and maximum number of password errors or the account access 
control authority 

3. Click the ñOKò button to complete editing  

Delete administrator account 

1. Click the ñDeleteò shortcut icon in the operation bar, the ñDeleteò dialog box will pop up. 

2. Click ñOKò to complete deletion. 

Enable or disable simultaneous management by multiple administrators 

If ñsimultaneous management by multiple administrators allowedò is selected, the security gateway 
system can be accessed by multiple administrators simultaneously. 

3.4.2 Access authority 

An administrator is to execute management by authorization, as explained in the following: 

 

Figure 0 17 Administrator authority management 

The system has an administrator authority named ñsuperò by default. The administrator management account 
is authorized by ñsuperò. The user can create new administrator authority name and configure access control 
and authorization to grant the authority to the administrator account. 

Table 0 3 Administrator access control and authorization 

Access control Authorization Remarks 

System 
configuration 

Read only, read-write, none  

Administrator 
settings 

Read only, read-write, none  

System upgrade  Read only, read-write, none  

Network 
configuration 

Read only, read-write, none  

Routing 
configuration 

Read only, read-write, none  

Flow 
management 

Read only, read-write, none  

User 
configuration 

Read only, read-write, none  

Session 
management 

Read only, read-write, none  

Vulnerability 
scan 

Read only, read-write, none  

Network 
optimization  

Read only, read-write, none  

UTM Read only, read-write, none  
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VPN Read only, read-write, none  

IPv6 Read only, read-write, none  

State monitoring Read only, read-write, none  

Logs and reports Read only, read-write, none  

 

 

Figure 0 18 Access control options available 

This interface is to fulfill these functions 

1. Add administrator access control authority name 

2. Edit administrator access control authority name 

3. Delete administrator access control authority name 

Add administrator access control authority name 

1. Click ñNewò button to access the administrator access authority interface 

2. Enter the access authority name and select the type of access control to be added 

3. Click the ñOKò button to complete 

Edit administrator access control authority name 

1. Click the ñEditò shortcut icon in the operation bar to open the administrator authority maintenance 
interface 
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2. Modify the number of password errors or control authority name 

3. Click the ñOKò button to complete 

Delete administrator account 

1. Click the ñDeleteò shortcut icon in the operation bar, the ñDeleteò dialog box will pop up 

2. Click the ñSubmitò button to complete deletion 

Enable or disable simultaneous management by multiple administrators 

If ñsimultaneous management by multiple administrators allowedò is selected, the security gateway 
system can be accessed by multiple administrators simultaneously. 

3.4.3 Management host 

An administrator can execute management of the security gateway only through a management host. 
The security gateway supports maximally 12 management host IPs (six IPv4 and six IPv6) and 1 central 
manage host. At least 1 management host IP shall be free from deletion. 

The security gateway has six default management hosts upon delivery. They are IPv4 addresses 
10.1.5.200, 10.1.5.49 and 10.1.6.200 and IPv6 addresses 2001:288:250:2403::200, 
2001:288:250:2403::49 and 2001:288:250:2404::200. 

 

Figure 0 19 Add and edit management host 

This interface is to fulfill these functions 

1. Add management host 

2. Delete management host 

3. Click ñCentral manage hostò to access the page 

Add management host 

1. Enter the management host IP and sub-network mask 

2. Enter descriptive text in the ñDescriptionò filed. This step can be skipped 

3. Click the ñSubmitò button to complete adding 

Modify management host 

1. Modify the management host IP or sub-network mask subject to modification from the ñManagement 
Host IPò list 

2. Click the ñSubmitò button to complete modification 

Delete management host 

1. Delete from the ñManagement Host IPò list the management host IP subject to deletion 

2. Click the ñSubmitò button to complete deletion 

ñCentral manage hostò page 
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1. You can access the ñCentral manage hostò page to make centralized management settings 

3.4.4 Setting 

The security gateway provides two management modes: WEB interface and CLI command line. The security 
gateway can be accessed via network interface and serial port. 

By default, the WEB management mode and serial port command line management mode are enabled and 
can not be disabled. 

In the case of WEB mode used for security gateway management, the management host must access the 
security gateway via the Internet and its IP address must be set at the security gateway (see ñSystem 
Management>> Administrator Setting>> Management Hostò). 

In the case of serial port command line used for management, the management host can connect via a serial 
port to the CONSOLE interface of the security for access. 

After ñEnable Remote SSHò is selected, the management host can access the security gateway command 
line interface via network connection (universal network interface) with the help of the terminal management 
software such as secure CRT or putty. 

Account login timeout setting covers setting of account idleness timeout and setting of account unlocking 
timeout. If no operation is executed in a long time after administrator login, the configuration interface will be 
timed out. The timeout time is set at this interface and default value is 600 s. The maximum timeout duration 
can be 86,400 (24 hours). 0 is an invalid value. Click ñOKò to validate the setting. 

 

Figure 0 20 Management mode 

3.4.5 Management certificate 

This interface is to fulfill certificate management. The administrator certificate is standard CA certificate. 

Either electronic key authentication or certificate authentication, this interface must be accessed via https 
protocol, i.e. the management certificate is used to fulfill SSL encryption. 

The administrator who uses an electronic key to make successful authentication can access https:// ῃ ῏

IP:8888 to log in to the security gateway configuration interface and then he can use the server-side 

certificate of the security gateway Web server to encrypt the channel. The security gateway has a set of 
preset certificates (CA center certificate, security gateway certificate, security gateway secret key) upon 
delivery. The administrator can click the CA center certificate link and security gateway certificate link to view 
these certificates. The administrator can also update these certificates. He can import certificates by using the 
ñSystem Configuration>> Management Configuration>> Management Certificateò procedure at the interface. 

The administrator who uses IE to make successful certificate authentication can access https:// ῃ ῏

IP:8889 to log in to the security gateway configuration interface and then he can use the client certificate of 

the security gateway Web server to encrypt the channel. If the administrator uses a certificate for identity 
authentication, he must import a set of certificates (CA center certificate, security gateway certificate, security 
gateway secret key, administrator certificate) into the security gateway and import the administrator certificate 
into the IE of the management host. The administrator can click the CA center certificate link and security 
gateway certificate link to view these certificates. The administrator can view the list of the imported 

https://����ǽ�ɹ���ip
https://����ǽ�ɹ���ip
https://����ǽ�ɹ���ip
https://����ǽ�ɹ���ip
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administrator certificates. 

This interface covers these functions 

1. Download certificates from Venusense CA certificate 

2. Import a set of certificates (CA center certificate, security gateway certificate, security gateway 
secret key, administrator certificate) 

3. View CA center certificate and security gateway certificate 

4. Administrator certificate maintenance (validate, delete) 

 

Figure 0 21 Import and display administrator certificate 

Operation process: 

(1) The administrator can apply for certificates at CA center and select and ñimportò a set of matching CA 
certificate, security gateway certificate and security gateway secret key. 

(2) The administrator must ñimportò the selected administrator certificate. Click ñEFFECTò to validate the 
imported administrator certificate. 

(3) Before next login to the security gateway system, please import a valid administrator certificate into 

the IE browser of the management host to access https:// ῃ ῏ IP:8889 and access the 

security gateway configuration management interface. 

Note: the CA center certificate, security gateway certificate and security gateway secret key must match 
each other. Only the certificates of PEM format can be accepted. 

Download certificates 

Click ñCA Centerò button to open the Venusense CA center home page to download certificates. 

Import certificates 

Click ñBrowseò button to import a set of matching CA center certificate, security gateway certificate, 
security gateway secret key and administrator certificate. The CA center certificate, security gateway 
certificate and security gateway secret key must be replaced simultaneously. 

Administrator certificate maintenance 

Administrator certificate maintenance covers validation and deletion. Select in the ñEFFECTò column the 
certificate to be validated and click ñEFFECTò button to validate the selected certificate. Click the 
ñDELETEò icon in the ñOPERATIONò column to delete the selected certificate. 

https://����ǽ�ɹ���ip
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3.5 Coordination 

3.5.1 IDS product 

Power V supports linkage with IDS products, including the Venusense IDS series products that support 
PUMA protocol, the Venus series products of VENUSTECH, Netpower series products of ANYSEC and 
Safemate products that support OPSEC protocol. 

If the linked IDS product detects intrusion or attack, it will notify the security gateway. The security 
gateway will interdict the intrusion host according to the interdiction method, interdiction time and the 
information on the intrusion host notified by the IDS product. 

Interdiction methods of the security gateway are: 

Interdict the ñsource IP addressò 

Interdict the ñsource IP address, destination IP address, destination port, protocolò 

Interdict the ñsource IP address, destination IP address, protocol, direction (unidirectional, bidirectional, 
reverse)ò 

The security gate interdiction protocols are TCP / UDP / ICMP and other protocols (any). 

 

Figure 0 22 IDS product 

Table 0 4 IDS product function description 

Field name Description 

Enable ñVenusense Security Protocol 
(PUMA) Intrusion Detection Systemò linkage 

After selecting and importing the correct secret key file, 
enable ñVenusense universal security protocol (PUMA) 
intrusion detection systemò and specify the product IP 
address and security gateway service port (5000/TCP 
by default). The security gateway will establish linkage 
with this system. 

Enable ñVenus Intrusion Detection Systemò 
linkage 

Enable ñVenus Intrusion Detection Systemò and specify 
the product IP address and security gateway service 
port (2000/UDP by default). The security gateway will 
establish linkage with this system. 

Enable ñNetpower Intrusion Detection 
Systemò linkage 

After selecting and importing the correct certificate, 
enable ñNetpower Intrusion Detection Systemò and 
specify the product IP address and security gateway 
service port (4000/TCP by default). The security 
gateway will establish linkage with this system. 

Enable ñSafeMate Intrusion Detection After selecting and importing the correct secret key file, 
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Systemò linkage enable ñSafeMate Intrusion Detection Systemò and 
specify the security gateway service port (2001/UDP by 
default). The security gateway will establish linkage with 
this system. 

Enable ñnsfocus Intrusion Detection Systemò 
linkage 

After selecting and importing the correct secret key file, 
enable ñnsfocus Intrusion Detection Systemò and 
specify the product IP address and security gateway 
service port (5500/TCP by default). The security 
gateway will establish linkage with this system. 

Ignore automatic interdiction of specified IP 
addresses 

If the administrator does not wish the security gateway 
to interdict certain special IP addresses, he can add 
these IP addresses into the ñIgnore the following source 
IP address automatically interdictò list. If the automatic 
interdiction rules for an IP address are already given 
before automatic interdiction of this IP address is 
configured to be ignored, these rules need to be cleared 
to ignore the automatic interdiction of the specified IP 
address. 

Clear all automatic interdictions immediately This function is to clear all automatic interdictions 
immediately 

 

Note: the IP address of safemate product depends on the uploaded secret key file. If it is to be changed, 
please upload another proper secret key file. 

For each linkage, please configure a unique linkage port. If all linkages are configured at the same one 
port, only the last linkage system put in the sequence at the port can be enabled. 

3.5.2 ISM product 

Power V supports linkage with ISM products. Intranet security management system (ISM) is used to 
manage intranet users, identify legitimate intranet users, generate white list and notify the security 
gateway, while the security gateway allows the communication connection between the legitimate 
intranet users and outside network. For the intranet users who are not in the white list, their 
communication connection with outside networks will be interdicted by the security gateway. Power V 
also provides web page redirection function which can redirect the web page accesses by the intranet 
users who are not in the white list to the server assigned for them. 
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Figure 0 23 ISM product 

Table 0 5 ISM product function description 

Field name Description 

Enable ñIntranet Security Management 
Systemò linkage 

After selecting and importing the correct secret key file, 
enable ñIntranet Security Management Systemò and 
specify the IP address of the ISM side and the security 
gateway service port (5000/TCP by default). The security 
gateway will establish linkage with this system. 

Enable ñWeb Page Redirectionò function Enable ñWeb Page Redirectionò function. Set the IP 
address for redirection and specify the network interface. 
The security gateway will redirect the web page 
accesses by the intranet users who are not in the white 
list to the server assigned for them. 

White List of IP Addresses This displays the white list of sent from ISM to the 
security gateway. Clicking ñClear White List of IP 
Addressesò will clear the white list. 

3.5.3 Tian Xun 

 

Figure 0 24 Tian Xun proxy gateway 
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Click ñNewò 

 

Figure 0 25 Create new Tian Xun proxy gateway 

The service to be added in ñNewò operation is the specific service to be protected by the firewall. Based 
on the policy acquired from the Tian Xun policy gateway proxy and the created service to be protected, 
the firewall will determine whether to allow the data pass the firewall. 

 

Figure 0 26 Tian Xun gateway address edit 

In ñTian Xun gateway address editò interface, you can add the Tian Xun gateway proxy address. The 
firewall will use this address to establish tcp connection to communicate with Tian Xun policy gateway 
proxy and achieve linkage with Tian Xun. 
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3.6 Maintenance 

3.6.1 Backup and recovery 

 

Figure 0 27 Import/export configuration file 

The import/export interface is to fulfill these functions 

1. Export all configurations 

2. Import all configurations 

3. Export module configuration 

4. Import module configuration 

5. Export intrusion prevention strategy 

6. Import intrusion prevention strategy 

7. Export virus protection strategy 

8. Import virus protection strategy 

9. Export protocol control strategy 

10. Import protocol control strategy 

11. Export Internet behavior management strategy 
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12. Import Internet behavior management strategy 

13. Recover default configuration 

14. Save configuration 

15. View current configuration 

Export all configurations 

Click ñExport All Configurationsò button to export all the last saved system configurations to the 
management host. The user name and password of the administrator will not be exported. Select 
ñExport Encrypted Formatò to encrypt the configuration file. 

Import all configurations 

Click ñBrowseò button, select at the management host the configuration files to be imported and click 
ñImport All Configurationsò button to import the configuration files. If the system indicates import 
successful, restart the security gateway to validate the imported configurations. Note: in this version, the 
exported configuration files can be compatible with the subsequently released versions. However due to 
significant change of database, the previous versions will be compatible. 

Export module configuration 

Select the module configuration you wish to export and click the ñExport Module Configurationò to export 
the selected module configuration. Some modules are dependent on configurations of other modules. 
For example, rule configuration is dependent on strategy configuration, thus if the user wishes to export 
the rule configuration, the system will prompt ñRule configuration is dependent on strategy configuration, 
please export the strategy configurationò. 

Import module configuration 

Select the module configuration you wish to import, click the ñBrowseò button and select at the 
management host the configuration files to be imported. Note: such configuration files must be all 
configurations or module configurations of the same version. Click ñImport Module Configurationò button 
to import the configuration files. If the system indicates import successful, restart the security gateway to 
validate the configurations. Note: in this version, the exported configuration files can be compatible with 
the subsequently released versions. However due to significant change of database, the previous 
versions will be compatible. 

Export intrusion prevention strategy 

Click the ñExport Intrusion Prevention Strategyò button to export all the user-defined intrusion prevention 
strategies from the current device (excluding intrusion prevention strategy template). 

Import intrusion prevention strategy 

Click ñBrowseò button, select at the management host the IPS strategy files to be imported and click 
ñImport Intrusion Prevention Strategyò button to import the intrusion prevention strategy files. If the 
system indicates import successful, the imported strategies will not overwrite the previous settings of the 
user. 

Export virus protection strategy 

Click the ñExport Virus Protection Strategyò button to export all the user-defined virus protection 
strategies from the current device (excluding virus protection strategy template). 

Import virus protection strategy 

Click ñBrowseò button, select at the management host the virus protection strategy files to be imported 
and click ñImport Virus Protection Strategyò button to import the virus protection strategy files. If the 
system indicates import successful, the imported strategies will not overwrite the previous settings of the 
user. 

Export protocol control strategy 

Click the ñExport Protocol Control Strategyò button to export all the user-defined protocol control 
strategies from the current device (excluding protocol control strategy template). 

Import protocol control strategy 
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Click ñBrowseò button, select at the management host the protocol control strategy files to be imported 
and click ñImport Protocol Control Strategyò button to import the protocol control strategy files. The 
system will indicate import successful. Due to numerous interdependency relations between the 
databases, the imported strategies will overwrite the previous settings of the user. 

Export Internet behavior management strategy 

Click ñExport Internet Behavior Management Strategyò button to export all the user-defined Internet 
behavior managements from the current device (excluding the Internet behavior management template). 

Import Internet behavior management strategy 

Click ñBrowseò button, select at the management host the Internet behavior management strategy files 
to be imported and click ñImport Internet Behavior Managementò button to import the Internet behavior 
management files. The system will indicate import successful. Due to numerous interdependency 
relations between the databases, the imported strategies will overwrite the previous configurations of the 
user. 

Recover default configuration 

Click ñRecover Default Configurationò, all the configurations of the security gateway will be lost and the 
default configuration will be recovered. Restart the security gateway to validate this recovery. 

Save configuration 

Click ñSave Configurationsò to save all the system configurations. You can also save the configurations 
by clicking the ñSaveò icon on the top. 

View current configuration 

Click ñView Current Configurationò to download the current configuration page, as shown in the figure 
below. This page displays the configurations in a table which can be printed out. 
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Figure 0 28 Venusense UTM configuration table 

3.6.2 System upgrade 

The system upgrade function of the security gateway will quickly respond to security requirements to ensure 
the functions and security level of the security gateway can be quickly upgraded. 
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Figure 0 29 Import the upgrade file 

The module upgrade interface is to fulfill these functions 

1. Automatic upgrade 

2. Manual upgrade 

3. Export upgrade history 

4. Check the latest upgrade package 

5. Restart the security gateway 

Automatic upgrade 

1. Select ñEnableò to make the settings for automatic upgrade. Please first set the ñUpgrade Service 
Addressò and ñUpgrade Server Portò and then select ñReal-time Upgradeò or ñAutomatic Upgradeò. 
You can set the time points for the system to make automatic upgrade. 

2. Select ñEnableò and set ñUpgrade Server Addressò and ñUpgrade Server Portò and then click 
ñUpgrade Nowò button enable the system to make automatic upgrade. 

Manual upgrade 

1. Click ñBrowseò to import the upgrade package. Click ñUpgrade Nowò. After a successful upgrade, 
the system will pop out a message indicate ñUpgrade successfulò or ñUpgrade successful, restartò. If 
upgrade is unsuccessful, error messages will be given. 

2. If the message ñUpgrade successful, restartò pops out, please click the ñrestart security gatewayò 
button to validate the upgrade. 

Export upgrade history 

Click ñExport Upgrade Historyò to export the upgrade history for backup. 

Check the latest upgrade package 
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The administrator can view the ñcurrent system software versionò. Click ñCheck the Latest Upgrade 
Packageò, the system will pop out a new IE window and connect to the Venusense security service 
website (the security gateway can connect to the Internet). 

Restart the security gateway 

Click the ñRestart the Security Gatewayò button to restart the security gateway. 

Note: before restart of the security gateway, remember to save the current configurations. ñSaveò shortcut 

icon is  

3.6.3 Module license 

In this page, you can upload the license for the acquired security gateway module and import it into the 
security gateway. After the upload, please log in to the security gateway interface again. Then you can see 
that the security gateway module has become valid. 

 

Figure 0 30 Uploading product license 

Procedure: 

1. Purchase the required license file from the manufacturer. 

2. Place the license file into the local computer. 

3. Click ñBrowseò button to select the license file to be imported and click ñImportò button. Wail a short while 
to see the prompt indicating ñLicense Import Successfulò. 

4. Log in to the web again to view the state of the imported license. 

Enabled status of available modules: 

 

Figure 0 31 License enable information 

Procedure: 

1. Click the ñEnableò button or ñTryò button for the module in the [OPERATION] column as it needs. 

Friendly reminder: after the ñEnableò button or ñTryò button is clicked, the system will start timing and 
this timing can not be cancelled. 

2. Log in to the web or refresh the entire page to initiate the module configuration interface in the 
[Navigation Bar] tree diagram. 

3. Access this module to enable the service and make detailed configurations. 

4. If the module license is expired, the [Closing Time] of the module license will change to ñexpiredò 
and its state is ñDisabledò. The ñOPERATIONò state is ñEnabledò 
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5. Purchase the required license from the manufacturer and import it to restore the state described in 
Step 1. 

3.6.4 Dual systems 

Based on certain market demands, dual-system is required in the security gateway. Thus the user can access 
the system he needs when the security gateway starts operating. Venusense UTM provides users with two 
systems: systemA and systemB. The user can install both systems on the Venusense UTM. There is also a 
backup system which is used as backup for either systemA or systemB. Thus if systemA or systemB fails, the 
backup system can be used to restore systemA or systemB. However, there only one backup system 
available, so only one system can have backup. The dual-system configuration interface is to fulfill these 
functions 

1. System state diagram 

2. System started by default 

3. Backup system 

4. Restore system 

 

Figure 0 32 Dual-system configuration page 

System state diagram 

The system state diagram displays the information on the two systems and backup system currently 
available in the security gateway. The system currently being used by the security gateway is set in 
background color. Under each system, there is the version number representing the system. The 
available systems are systemA, systemB and backup system. If systemA or systemB has no system 
installed in it, the version number filed under is blank, which indicates that the system currently has no 
system installed in it. 

System started by default 

The radio button that represents the system that is set by the user to be started by default upon startup. 
Two systems are available for this option: systemA and systemB. To be selected as the system started 
by default, one of these two systems must have a system installed in it. If systemA or systemB has no 
system installed in it, its radio button will be grey, which indicates that this system can not selected. The 
system to be started by default must be an installed system. 

Backup system 

This function is to preserve a backup of the current system in the security gateway into the backup 
system. The interface will show the current system is systemA or systemB and it will also show the 
version number of the current system. 

Restore system 

This function is to copy the system stored in the backup system to systemA or systemB. This is a good 
way to restore the system. If the current system is to be restored, the system will remind the user to 
restart the security gateway after system restoration. 
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3.6.5 Batch processing tool 

Venusense UTM provides batch processing of command lines. This interface is to fulfill these functions: 

a) Export configuration commands. The batch processing strategy exports the commands for packet 
filtering rules and resources. The resources include all the address resources and service resources 
within the resource definition. The export files are in command format. These commands can be 
directly imported into the system. Export resource definitions or packet filtering rules based on the 
configuration type and click the ñexportò button on the right side to export the configuration 
commands. If the commands are directly called from the background, packet filtering rules are 
exported under /tmp/pf.log by default and resource definitions are exported under 
/tmp/addserver.log by default. 

b) View the records of the command lines that have been executed on the security gateway. 

c) To clear the records of the command lines that have been executed on the security gateway, click 
ñClearò button. 

d) To download the records of the command lines that have been executed on the security gateway, 
click ñDownloadò button. 

e) Edit the batch processing file of the command line to be executed. Enter in the edit box the 
command line statement, with each command line occupying one line. You can also add sleep and 
beep statements. The edited commands will appear in black color, which reminds the user that 
these commands have not been submitted to the security gateway. Click ñSubmitò button to submit 
the edited command line batch processing file. Now the batch processing command appears in blue 
color. 

f) Upload the existing command line batch processing file. Click ñBrowseò button to select the 
command line batch processing file to be uploaded. Click ñImportò button to upload this file to the 
security gateway. 

g) Execute the submitted or uploaded command line batch processing file. If the batch processing file 
has been submitted or uploaded but it has not be executed, the commands in the batch processing 
edit box will remain in blue color, which reminds the user that these commands have not been 
executed. Click ñExecute Batch Processingò button to execute batch processing. 

h) If the batch processing process has to be suspended during execution, please click the ñCancel 
executingò button in the pop-up window. 
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Figure 0 33 Batch processing tool 

 

 

Figure 0 34 Export address service resource command 

Precautions for exporting configuration commands: 

1. Export the resources first and then export the rules. The rules reference the resources, thus if the rules 
are imported first and the resources are imported later, the batch processing may fail, where prompt will 
indicate ñfailò. 
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Figure 0 35 Execute batch processing 

Note: 

1. During execution of batch processing, please do not close the pop-up window and do not refresh the 
pop-up window either. 

2. Write each command in the topmost line and leave no spacing at the beginning. 

3. Sleep and beep commands are written in the format of ñkey work+ spacing+ secondsò, e.g. ñsleep 2ò. 
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Chapter 4 Network Management 

This chapter mainly describes network management of the security gateway and consists of the following 
contents: network interfaces, routing, UPNP server, DHCP server and domain name server. 

4.1 Network interfaces 

Venusense UTM can be equipped with physical device, VLAN device, bridging device, alias device, 
redundant device, dial-up device, wireless device and 3G device. The following is a brief description of 
these devices. 

Physical device: a network interface device that physically exists in the security gateway; it can not be 
deleted or added. Increase or decrease of network interface hardware modules will be automatically 
indicated in network management, which requires no manual operation. The first physical device fe4 is a 
default management device. Its default IP address is 10.1.5.254 which is allowed for management, PING 
and TRACEROUTE. Physical devices are the fundament for other devices. Increase or decrease in the 
network interface hardware module will affect the devices associated with this device, which requires 
particular attention. 

VLAN device: this is a device created on the basis of physical device. VLAN device can be created on 
the physical device of the security gateway connected to TRUNK port of the switch, which serves to 
achieve interconnection between VLAN devices. It can work in either routing mode or transparent mode. 
The VLAN devices with VLAN IDs from 0 to 4094 can be created on one physical device. Different VLAN 
devices created on one physical device must have different VLAN IDs, thus the data packets carrying 
these VLAN IDs can be received and sent accordingly. VLAN devices created on different physical 
devices may have same VLAN ID. 

Bridging device: this device configures multiple physical devices and VLAN devices or redundant 
devices into transparent mode and puts these devices in different groups. A security gateway with this 
device enabled is equivalent to a two-layer switch, but it can filter information of three levels. A security 
gateway may create multiple bridging devices. The physical devices, VLAN devices or redundant 
devices bound to a bridging device must be enabled and must work in transparent mode. Such bridging 
devices may coexist with the physical devices and VLAN devices that work in routing mode. 

Alias device: this device can configure multiple IP addresses for a physical device. Each physical device 
can be associated with 400 alias devices, which is similar to the function of the address pool in resource 
definition, however, an IP configured in the address pool can not use the properties such as ñFor 
managementò, ñPING allowedò and ñTRACEROUTE allowedò. In addition, beware that the IP addresses 
of an alias device can not be the same to each other. 

Redundant device: this is a virtual device that is formed by multiple physical devices that are bound 
together. The physical devices bound together by a redundant device fulfill receiving/sending tasks 
together and form a logical link that can be used by the system. The bound physical devices bound 
together can server as backup for each other. If one physical device fails, another physical device can 
replace it. 

Dial-up device: this device must be enabled to enable the ADSL dial-up function. The physical devices to 
be bound to a dial-up device are optional. The system uses the bound devices to send and receive the 
data packets of PPPoE. A dial-up device can also enable the bandwidth management function, but it is 
required that the devices bound to this device have not enabled bandwidth management. The IP 
address and mask of a dial-up device can be automatically acquired after each successful ADSL dial-up. 

Wireless device: this device provides wireless AP service to enable the clients in an LAN to connect to 
the firewall via a wireless network card.  

3G device: to access the Internet with usb 3g, the 3G device must be enabled. One system can only 
enable one 3G network card. No configuration is required and the IP address is acquired automatically. 

During configuration of the security gateway, the configuration of the network device must be done before 
configuration of security gateway security strategy. If the configuration of the network device changes, it is 
recommended to adjust the relevant security strategy. 

4.1.1 Physical devices 

The physical devices initially work in routing mode, i.e. they are bound to IP addresses and are able to 
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transfer data packets to other devices via routes. The first physical device fe4 is the default manageable 
device. Its default IP address is 10.1.5.254 and sub-network mask 255.255.255.0. This address is allowed for 
management, PING and TRACEROUTE (the IP address of the default management host is 10.1.5.200. 
Please view ñSystem Configuration>> Management Configuration>> Management Hostò).The physical 
devices can switch to transparent mode. In transparent mode, physical devices can be connected to certain 
bridging devices. To switch from transparent mode to sub-transparent mode, they need to be removed from 
the list of bound bridging devices. 

Physical devices are the fundament for other devices. The physical devices configured at the WEB 
configuration management interface and CLI configuration management interface are detectable upon 
system startup. If a physical device is not detected when the system is started, it will not be indicated on the 
interface. 

Table 0 1 Configurable properties on physical devices 

Attribute name Description 

Name Device name, unchangeable 

MAC address MAC address of the device, changeable. If the initial MAC address of the 
device is forgotten, set the MAC address to be a null value and restart the 
security gateway. The security gateway will automatically detect the MAC 
address of the device. 

Link work mode The device has three types of work modes: 

1. Self-adaption 

2. Full duplex 

3. Half-duplex 

Link speed The device has four types of link speeds 

1. 10MB 

2. 100MB 

3. 1000MB 

4. 10000MB 

MTU The MTU (Maximum Transmission Unit) of the device. The value range is 
60 to 1,500 for 100M network device and 68 to 9216 for gigabit network 
device. 

Work mode: There are now four types of work modes supportable for the device 

1. Routing mode is the default work mode of the device. In this mode, the 
IP address of the device must be configured. 

2. Transparent mode: a device in this mode can not have IP 
address/mask, can not be used for management and can not use the 
options such as PING and TRACEROUTE. 

3. Redundant mode: a device in this mode can only be used for a 
redundant device. 

4. TRUNK mode: a device in this mode must be given an encapsulation 
standard and can only be used for a vlan device. 

Vlan encapsulation 
standard 

Only a device in trunk mode can be given this standard and a device in this 
mode must be given this standard, with available options isl, dot1q or nego 

Bound vlan interval This option is available in trunk mode, in the format of X-Y. The value of X\Y 
is 1ï4094. This value is filled in to create the vlan interval device in 
transparent mode in a proper interval. 

Native vlan id This option is available in trunk mode. The value of is 1ï4094. This value is 
filled in to create the vlan device in transparent mode in a proper interval. 

Acquire IP address Now IP address can be acquired in two ways 

1. Designated static address 

2. The IP address is acquired via DHCP, where a proper device of the 
security gateway serves as the DHCP client. 
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IP address The IP address is configurable only when it is a designated static address 

Mask The mask is configurable only when the IP address is a designated static 
address 

Enable dynamic domain 
name 

If the dynamic domain name is enabled, the binding relation between the IP 
address of the physical device and the dynamic domain name will be 
registered at a designated server. The user name and password required 
for this registration can be set in ñSystem Management>> Configuration>> 
Dynamic Domain Nameò. This function is used for VPN networking that 
does not use fixed IP address 

Dynamic domain name The dynamic domain name matching the IP address of the device 

Enable protection against 
ARP attack 

This is to determine whether to enable protection against ARP attack. This 
function is used to detect possible attack by faked gateway IP in the LAN. If 
such attack is detected, active protection will be enabled to protect the 
hosts from spoofing. 

Enable detection of IP 
address conflict in the 

network 

This attribute is to determine whether to detect IP address conflict in the 
network. It is used to detect IP address conflict in the LAN. The conflicting 
IP and MAC will be recorded in logs. The logs can be viewed. 

Enable IPMAC address 
binding 

This attribute is to determine whether to enable the IPMAC address binding 
checking function of the device 

Allow an unbound IPMAC 
address to pass 

This attribute is to determine whether to allow an unbound IP address to 
pass 

Enable IP address 
spoofing check 

To enable IP address spoofing check on this device 

Enable bandwidth 
management 

To enable bandwidth management on this device or not 

Device bandwidth It is the bandwidth supported by this device. If the speed of the device is 
10M, its bandwidth range is 1ï10,000; if its speed is 100M, its bandwidth 
range is 1ï100,000; if its speed is 1,000M, its bandwidth range is 
1ï1,000,000. 

Enable DHCP relay This attribute is to determine whether to allow this device to transfer DHCP 
relay information. However, the DHCP relay function key can not be 
enabled when OSPF is enabled. 

DHCP server address This device will relay the DHCP information to a certain server indicated in 
the list of IP addresses. If there are multiple IP addresses, please separate 
them with commas, with spacing between them. The IP addresses can not 
be the same with each other. 

For management The IP address of this device is to be used for management or not 

PING allowed The IP address of this device is allowed for PING or not 

TRACEROUTE allowed The IP address of this device is allowed for TRACEROUTE or not 

Comments To add comment information for the device, with 0ï255 characters 

Is enabled To enable this device or not 



Venusense UTM  Web Interface Operation Manual 

47 

 

 

Figure 0 1 Configurable properties on physical device 
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Figure 0-2 Physical device list 

4.1.2 VLAN device 

VLAN device is a device created on the basis of a physical device. It can operate in routing mode or 
transparent mode. In transparent mode, this device can be connected to a bridging device. VLAN device can 
communicate with other devices connected to VLAN device and can transmit messages between different 
VLAN devices via the security gateway. Multiple VLAN devices with different VLAN IDs can be created on one 
physical device. VLAN devices on different physical devices may have same VLAN ID. 

Table 0 2 Configurable properties on VLAN device 

Attribute name Description 

Select bound device The device bound to the VLAN device must be an enabled physical device 
that operates in trunk mode. 

Fill in VLAN ID VLAN ID can be an integer from 1 to 4094, with no symbol 

Vlan interval XïY, X<Y. Both X and Y can be an integer from 1 to 4094 with no symbol 

Work mode: There are now two types of work modes supportable for the device 

1 Routing mode is the default work mode of the device 

2 Transparent mode: a device in this mode can not have IP 
address/mask, can not be used for management and can not use the 
options such as PING and TRACEROUTE. 

IP address The IP address of the device must be filled in if it is in routing route 

Mask The mask of the device must be filled in if it is routing route 

MAC address If the MAC address of the device is not filled in, it will be acquired 
automatically 

Enable IPMAC address 
binding 

This attribute is to determine whether to enable the IPMAC address binding 
checking function of the device 

Allow an unbound IPMAC 
address to pass 

This attribute is to determine whether to allow an unbound IP address to 
pass 

Enable IP address 
spoofing check 

To enable IP address spoofing check on this device 

Enable bandwidth 
management 

This attribute is to determine whether to enable bandwidth management of 
the VLAN device. The bandwidth of VLAN device will conflict with the 
bandwidth management of its bound device, thus these two types of 
management can not coexist 

Device bandwidth It is the bandwidth supported by this device. If the speed of the device is 
10M, its bandwidth range is 1ï10,000; if its speed is 100M, its bandwidth 
range is 1ï100,000; if its speed is 1,000M, its bandwidth range is 
1ï1,000,000.If its speed is 10,000M, its bandwidth range is 1ï10,000,000. 

For management The IP address of this device is to be used for management or not 

PING allowed The IP address of this device is allowed for PING or not 

TRACEROUTE allowed The IP address of this device is allowed for TRACEROUTE or not 

Is enabled To enable this device or not 

 

 

Figure 0 3 VLAN device list 
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Figure 0-4 Configurable properties on VLAN device 

4.1.3 Bridge device 

A bridge device is a device constituted by multiple physical devices, VLAN devices or redundant devices that 
operate in transparent mode. A security gateway with this device enabled is equivalent to a two-layer switch, 
but it can filter information of three levels. A security gateway may create multiple bridging devices (maximally 
eight bridging devices, which are named as brg0, brg1, brg2, brg3, brg4, brg5, brg6, brg7) and these bridging 
devices can coexist with the physical devices and VLAN devices that operate in routing mode. In this case, 
routing information and bridging device information do not affect each other. 

Table 0 3 Description of properties 

Attribute name Description 

Equipment name Name of the bridging device, unchangeable 

IP address The IP address of a bridging device can be blank. If its IP address is 
blank, it can not be configured for management, PING or TRACEROUTE. 

Mask The mask of a bridging device can be set to be blank. 

Enable STP To enable STP (spanning tree protocol) of the bridging device or not 

Enable IPMAC address 
binding 

This attribute is to determine whether to enable the IPMAC address 
binding checking function of the device 

Allow an unbound IPMAC 
address to pass 

To determine whether to allow an unbound IP address to pass 
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Enable IP address spoofing 
check 

To enable IP address spoofing check on this device 

For management The IP address of this device is to be used for management or not 

PING allowed The IP address of this device is allowed for PING or not 

TRACEROUTE allowed The IP address of this device is allowed for TRACEROUTE or not 

Optional bound device list List of the bound devices optional for the bridging. This list contains the 
physical devices and redundant devices that operate in transparent mode. 

Bound device list List of the selected bound devices 

Is enabled To enable this device or not 

 

 

Figure 0 5 Bridging device list 
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Figure 0 6 Configurable properties on bridging device 

4.1.4 Alias devices 

An alias device is used to configure multiple IP addresses for the device. Each physical device can be 
associated with 400 alias devices, which is similar to the function of the address pool in resource definition, 
however, an IP configured in the address pool can not use the properties such as ñFor managementò, ñPING 
allowedò and ñTRACEROUTE allowedò. In addition, pay particular attention to the IP addresses of an alias 
device. 

Table 0 4 Configurable properties on alias device 

Attribute name Description 

Bound device name It is the name of a bound device. Optional bound devices include the physical 
devices, bridging devices, redundant devices and VLAN devices that are 
enabled to operate in routing mode 

Alias ID The alias ID of an alias device, which can be a value from 0 to 399 

IP address An alias device must have an IP address 

Mask An alias device must have a mask 

VRRP group ID This attribute determines whether to add the device into a VRRP group. If the 
device is added into a group, it must have an ID; otherwise this ID is blank 

For management The IP address of the device is to be used for management or not 

PING allowed The IP of the device is allowed for PING or not 

TRACEROUTE allowed The IP of the device is allowed for TRACEROUT or not 

Enable the notification 
alias IP or not 

This alias IP is used to send ARP notification. This function is enabled only 
when the device is connected to an old telecommunication equipment. 

Is enabled To enable this device or not 

 

 

Figure 0 7 Alias device list 
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Figure 0-8 Configurable properties on alias device 

Note: the total number of alias devices can not be more than 1024. 

4.1.5 Redundant device 

Several physical devices can be bound together to constitute a virtual redundant device. Functions of a 
redundant device are: 

1. Enhance link reliability. The physical devices bound to a redundant can be dynamic backup for each 
other. If the link of one member device is disconnected (network port connection lost), another 
member device can replace it quickly. Unlike spanning tree protocol (STP), the physical devices are 
invisible outside the redundant, i.e. the member devices can only be effective backup within the 
redundant and are ineffective to other redundant devices. 

2. Increase security gateway bandwidth. Usage of redundant device is an economic and effective way 
to increase security gateway bandwidth. Multiple bound physical devices can significantly increase 
the bandwidth of the security gateway. The bandwidth of a redundant is theoretically equal to the 
sum of the bandwidths of the physical devices bound to it. A redundant can use balancing algorithm 
to allocate network flow to its bound physical devices, so as to achieve link-level load balancing. 

The advanced options of the redundant can be used to set its work mode. Work mode modification 
can be valid only after the security gateway is restarted. 

É Round-robin mode: the redundant mode transfers data packets among the bound devices in 
round-robin mode. 

É Hot standby mode: the redundant device uses only one physical device for transferring data packets, 
while the physical devices are in standby state. 

É 802.3ad mode: the redundant uses 802.3ad protocol to receive/send data packets among the bound 
devices. 

Table 0-5 Configurable properties on redundant device 

Attribute name Description 

Name Name of redundant device, unchangeable 

Work mode There are now two types of work modes supportable for the device 

1. Routing mode is the default work mode of the device. In this mode, the 
IP address of the device must be configured. 
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2. Transparent mode: a device in this mode can not have MTU or IP 
address/mask, can not be used for management and can not use the 
options such as PING and TRACEROUTE. 

Acquire IP address Now IP address can be acquired in two ways 

1. Designated static address 

2. The IP address is acquired via DHCP, where a proper device of the 
security gateway serves as the DHCP client. 

IP address The IP address is configurable only when it is a designated static address 

Mask The mask is configurable only when the IP address is a designated static 
address 

Enable dynamic domain 
name 

If the dynamic domain name is enabled, the binding relation between the IP 
address of the physical device and the dynamic domain name will be 
registered at a designated server. The user name and password required 
for this registration can be set in ñSystem Management>> Configuration>> 
Dynamic Domain Nameò. This function is used for VPN networking that 
does not use fixed IP address 

Dynamic domain name The dynamic domain name matching the IP address of the device 

Enable DHCP relay To allow this device to transfer DHCP relay information or not 

Enable IPMAC address 
binding 

This attribute is to determine whether to enable the IPMAC address binding 
checking function of the device 

Allow an unbound IPMAC 
address to pass 

To determine whether to allow an unbound IP address to pass 

Enable IP address 
spoofing check 

To enable IP address spoofing check on this device 

DHCP server address This device will relay the DHCP information to a certain server indicated in 
the list of IP addresses. If there are multiple IP addresses, please separate 
them with commas, with spacing between them. The IP addresses can not 
be the same with each other. 

Select bound device The physical device to be bound to the redundant device (the physical 
device in redundant mode). An enable redundant device must have at least 
one bound device 

For management The IP address of this device is to be used for management or not 

PING allowed The IP address of this device is allowed for PING or not 

TRACEROUTE allowed The IP address of this device is allowed for TRACEROUTE or not 

Is enabled To enable this device or not 

 

 

Figure 0 9 Redundant device list 
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Figure 0-10 Configurable properties on redundant device 

4.1.6 Dial-up devices 

A dial-up device is used to establish the ADSL connection of the security gateway. Now the security 
gateway can support multiple ADSL connections. 

Table 0 6 Configurable properties on dial-up device 

Attribute name Description 

Equipment name Equipment name  

Bound device The physical device to be used for dial-up must be enabled before dial-up 
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User name Dial-up user name, with 1 to 15ҩ ASCII characters 

Password Dial-up password, with 1 to 15ҩ ASCII characters 

Dial-up upon system 
startup 

Dial-up is done upon startup of the system, but the bound device, user 
name and password etc must be correct 

Time scheduling The fixed time for dial-up must be defined in ñResource Definition>> Timeò 
in advance. If the time is not selected, the connection is maintained by 
default. 

Enable bandwidth 
management 

To enable bandwidth management of this device, the bandwidth 
management of the relevant bound device must be removed 

Enable dynamic domain 
name 

If the dynamic domain name is enabled, the binding relation between the IP 
address of the dial-up device and the dynamic domain name will be 
registered at a designated server. The user name and password required 
for this registration can be set in ñSystem Management>> Configuration>> 
Dynamic Domain Nameò. This function is used for VPN networking that 
does not use fixed IP address 

Dynamic domain name The dynamic domain name matching the IP address of the device 

For management The IP address of this device is to be used for management or not 

PING allowed The IP address of this device is allowed for PING or not 

TRACEROUTE allowed The IP address of this device is allowed for TRACEROUTE or not 

Is enabled This is to determine whether to enable this device. if the device is to be 
enabled, the bound device must be selected and the user name and 
password set. 

 

 

Figure 0 11 Configurable properties on dial-up device 

4.1.7 Wireless devices 

A wireless device provides wireless AP function to enable the hosts in an LAN to connect to the firewall 
via a wireless network card. 
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Table 0 7 Configurable properties on wireless device 

Attribute name Description 

Interface name It is unchangeable and is wlan0 by default 

IP address A wireless device must have an IP address 

Mask A wireless device must have a mask 

For management The IP address of the device is to be used for management or not 

PING allowed The IP of the device is allowed for PING or not 

TRACEROUTE allowed The IP of the device is allowed for TRACEROUT or not 

Is enabled  To enable this device or not 

 

 

Figure 0 12 Configurable properties on wireless device 

4.1.8 3G device 

3g device is used to connect wireless 3g network via usb 3G network card 

 

Figure 0 13 3G wireless network 

This interface is to fulfill the following functions: 

1. Enable and disable 3g dial-up device. 

2. Display the properties after successful dial-up. 

Start 3g network: click ñStart 3G networkò on the page to enable 3g network access function. 

Page refreshing: click ñRefreshò button on the page to refresh the page and update the displayed properties. 

Attribute description: 

Attribute Description 

Connection status Indicate 3g connection status 

Signal intensity Indicate the signal intensity after successful 3g dial-up 
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Country Indicate the country 

Network operator Indicate the network operator 

Device name Unchangeable, indicating network access by 3g dial-up 

ip Indicate the dial-up ip address 

4.2 Basic configuration 

4.2.1 Network audit 

The main function of network audit is to copy the flow information of one or several source network ports 
(such as eth2 and eth3) of the running devices to a designated target network port (such as eth4). If an audit 
device is connected to the target network port, it is able to analyze the flow of the running devices and audit 
the consolidated statement. 

The location of this function: Network management -> Network configuration -> Network audit, as shown in 
the figure below: 

 

Figure 0 14 Displaying network audit 

See the following for the configuration steps:  

1. Click the rightward arrowhead to move a network port to be audited from the left pane (all network 
ports) to the right pane (Ethernet port to be mirrored). 

2. Click the drop-down box next to ñMirror portò to select a mirror port.  

3. Select the Start checkbox. 

4. Click the "SUBMIT" button to validate the setting and enable the function. 

Notes: 

1. Network port audit is to copy the data of other network ports to the mirror port. Therefore, do 
not start services at the mirror port to avoid interferences.  

2. Certain packets may loss when the network is busy or multiple network ports are mirrored. 

4.2.2 DNS servers 

If the administrator sets services such as mail proxy, the DNS server to be configured with a security 
gateway shall be used to resolve the domain name when the security gateway sends packets to an 
external system. For example, if the security gateway is configured with a dynamic domain name, the 
DNS server must be set up accordingly. 

Network management >> Basic configuration >> DNS server 
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Figure 0 15 Configuring a DNS server 

This interface achieves the function of configuring the DNS server of the security gateway. The DNS server 1, 
which has higher priority, and the DNS server 2 are available. Click the ñSubmitò button to complete the 
configuration. 

4.2.3 Wireless configuration 

Table 0 8 Parameters for wireless configuration 

Field name Description Relation with other interfaces 

SSID Network name, range: 1-32 
non-null characters, default: 
Themis XXXXXX, the last three 
bytes of the MAC address for a 
wireless network adapter 

 

Hide SSID Hide SSID or not  

Channel/Frequency Working channel, range: 1-14, 
where 14 represents automatic 
selection, CH1-2412 MHz, 
CH2-2417 MHz, CH3-2422 MHz, 
CH4-2427 MHz, CH5-2432 MHz, 
CH6-2437 MHz, CH7-2442 MHz, 
CH8-2447 MHz, CH9-2452 MHz, 
CH10-2457 MHz, CH11-2462 
MHz, CH12-2467 MHz, 
CH13-2472 MHz. The value is 
defaulted to CH6-2437 MHz. 

 

AP Detection Scan the wireless AP around.  

Mode Encryption method, 0-without 
encryption, 1-WEP, 2-WPA-PSK, 
3-WPA2-PSK. Default: 0 

 

Open Wireless Open/close   

Beacon Interval Beacon transmitting interval, 
range: 15-65535, default: 100, 
unit: ms 

 

TDIM Cycle The number of beacons of each 
interval carrying DTIM 
messages, range: 1-255, default: 
2, unit: No.  

 

RTS Gate valves RTS threshold value, 2347 = 
disabled (default); range: 0-2347 

 

Fragm Gate valves Fragm threshold value, 2346 = 
disabled (default); range: 
256-2346 

 

Detection Cycle Allowable silent period of clients. 
Range: 120-600; Unit: s; Default: 
300 
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Short Synchronous Frame Use Short Preamble to improve 
the network performance or not. 
0-No, 1-Yes. Default: 0 

 

MAC Address Authentication MAC address authentication, 
0-Default receive; 1-Default 
refuse. Default: 0 

 

   

 

 

Figure 0 16 Wireless configuration 

Note: A firewall is required to enable the DHCP function.  

4.3 UPNP 

UPNP is the structure of various intelligent devices, wireless devices and personal computers to achieve 
global peer-to-peer (P2P) network connection. Its main function is to add dynamic port mapping to a 
firewall. 

4.3.1 Interface setting 

Network management >> UPNP >> Interface: 

 

Figure 0 17 UPNP interface configuration 

This interface achieves the network interface for dynamic port mapping, which is presented in the dynamically 
added/deleted Iptales rules. 
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4.3.2 Rules 

Network management >> UPNP >> Rules: 

 

Figure 0 18 List of rules 

 

Figure 0 19 Adding rules 

This interface is used for setting the IP address to access firewall UPNP function, and it will add Iptables rules 
based on the IP address filled in. 

4.3.3 Start 

Network management >> UPNP >> Rules: 

 

Figure 0 20 Starting UPNP 

This interface is used for starting the UPNP service. 

4.4 DHCP servers 

A security gateway enables other hosts at an LAN to obtain the IP address dynamically through the 
DHCP protocol, and it is used as a DHCP server. It is configured and used as follows. 

Configure DHCP servers. The DHCP protocol can be used to assign IP addresses in two situations: the 
server assigns an IP address to a host who applies; a user appoints a fixed IP address for a host. For the first 
situation, a user must define a DHCP domain, that is, an IP address segment. The server automatically 
selects one from the DHCP domains and assigns it to the host who applies for an IP address; for the second 
situation, a user must appoint an IP address for the host. The DHCP protocol automatically obtains the default 
route. 

4.4.1 Configuring DHCP domains 

Enter ñNetwork >> DHCP >> Domain configurationò to define DHCP domains. 

 

Figure 0 21 Displaying the configuration of DHCP domains 
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Figure 0 22 Adding and editing DHCP domains 

Table 0 9 Parameters for adding and editing DHCP domains 

Field name Description 

Network address Mandatory. It is used with ñNetmaskò to determine the subnet to be provided with 
DHCP services. Note: The network address must be in a network segment, other 
than the IP address of the host. In addition, at least one network address shall be 
in the same network segment with the network device of the security gateway. 
Otherwise, the DHCP server will fail to start. You must re-configure and start the 
DHCP server if the address of corresponding network device is modified. 

Netmask Mandatory. It is used with ñNetwork addressò to determine the subnet address. 

Gateway Address Optional. It configures the gateway address for a DHCP client. 

Domain name Optional. It configures a domain name for a DHCP client (Note: ñ.ò is not allowed in 
the field name. Otherwise, the DHCP server will fail to start). 

DNS server Optional. It configures a DNS server address for a DHCP client. 

Address range Mandatory. Define an address segment in the address resource list (Note: It must 
be an address segment, other than a mask address or a reverse address. 
Reference: ñResource definition >> Address >> Address list), and then select an 
address range in this field. 

Default lease time The effective default lease time of DHCP. 

Maximum lease 
time 

The effective maximum lease time of DHCP. 

Remarks Optional. Some description. 

VPN clients DHCP 
over IPSec 

After building tunnels between clients and security gateways, itôs generally 
essential to assign an internal IP address for communication and management. 
This IP address is a virtual IP address. It is easiest to manually assign a virtual IP 
address at the client. This easily results in the same virtual IP address of two 
clients, which affects normal communication. Therefore, it is preferred to obtain a 
virtual IP address from the DHCP server at security gateway end. At this time, the 
DHCP data is actually exchanged in the IPSec tunnel between the client and 
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gateway end, which is called ñDHCP Over IPSecò. Do not enable the ñDHCP Over 
IPSecò function if DHCP is not used in a tunnel. 

Network Devices Many network devices are available. For this reason, a unique name shall be set 
for each device. A maximum of 32 network devices are available, and their names 
range from eth0 to eth3. 

Mask 

 

Subnet mask of a virtual IP address of a VPN client. 

 

4.4.2 Configuring static IP addresses 

Enter ñNetwork management>> DHCP server >> Static IP addressò to define a statically assigned IP 
address. 

 

Figure 0 23 Displaying DHCP static configuration 

 

Figure 0 24 Adding and editing statically assigned host address 

Table 0 10 Parameters for adding and editing static IP addresses 

Field name Description 

Host Name Mandatory. It indicates the name of a host to be assigned with a fixed IP address. 

MAC Address Mandatory. It indicates the MAC address of the host. 

IP Address Mandatory. It indicates the IP address to be assigned to the host. A statically 
assigned IP address takes effect in the following conditions: the IP address of the 
host is in the same network segment with the IP address of the corresponding 
physical interface or its alias device. 

Remarks Optional. Some informative description. 

 

4.5 High availability 

High availability of Venusense UTM currently supports private HA and VRRP, which are mutually exclusive. 
That is, only private HA or VRRP can be selected for configuration to achieve high availability. 

HA supports two-node hot standby, load balancing, and session protection. 

Two-node hot standby (in active-passive mode): The IP and MAC addresses of any service network port 
corresponding to any node in a cluster shall be the same. A security gateway (priority=1) is the master node, 
which works in active mode and controls all network data flow and the whole cluster. Other nodes of the 
security gateway are slave nodes, which are in hot standby mode. They do not process network data (but 
they process the synchronous state table signals broadcast by the master node). If the master node is faulty, 
a salve node with the second priority works as the master node to take over the work of previous one to 
guarantee normal communication in the network. 
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Note: 

1: HA, in two-node hot standby mode, adopts transparent mode. The STP of bridge devices can not be 
enabled. 

2: In two-node hot standby mode, HA does not support obtaining network port address through DHCP. 

3: With the HA function enabled, specify the exit for NAT, and the exit can not be an HA network port. 

Load balancing (in active-passive mode): The IP and MAC addresses of any business network port 
corresponding to any node in a cluster shall be the same and work cooperatively. A security gateway 
(priority=1) is the master node, which works in active mode and controls partial network flows and the whole 
cluster. Other nodes of the security gateway are slave nodes, which also work in active mode to share the 
network flow with the master node. If a security gateway is faulty, its load can be quickly switched to other 
security gateway in the cluster to guarantee normal communication in the network. 

Session protection mode: This mode is different from the active-active mode and active-passive mode. In this 
mode, each security gateway works independently, the IP and MAC addresses of the corresponding business 
ports are different, and the priority for all nodes will be the same. The security gateway only enables the 
session protection protocol to achieve state synchronization of packet filtering between each two nodes and 
ensure mutual backup of session states. This mode enables only session protection. Therefore, it does not 
support functions such as configuration synchronization and path monitoring. This mode is mainly used in the 
asymmetric and redundant network environments. 

The preceding description shows the HA working mode of Venusense. See Chapter V ñHA Concept and 
Configuration Methodò in the User Manual of Venusense UTM Functions. For details of VRRP, see Chapter VI 
ñVRRP Concept and Configuration Methodò in the User Manual of Venusense UTM Functions. 

4.5.1 HA network ports 

 

Figure 0 25 HA basic configuration 

This interface is to fulfill the following functions: 

1. Configuring parameters for an HA network port 

Table 0 11 Parameters for a network port 

Attribute name Description 

Enabled HA Enable the HA network port or not 

HA Network Port Network port used for a cluster node to directly send heartbeat and synchronization 
information 

HA Network Port 
IP 

IP address used by an HA network port. The HA network port IP address of each 
node in the same cluster must be unique and in the same network segment. 

Mask IP mask 

Enable 
Synchronization 

Enable the state synchronization function of packet filtering for the security gateway 
or not 

Note: Enable HA network port before configuring it. Otherwise, do not perform any operations. 

Configuring an HA network port address 

1. Select an HA network port. 
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2. Input the IP address of an HA network port, and select a mask. 

3. Click the ñSUMBITò button to complete the configuration. 

Session protection mode, one of the security gateway HA working modes, is also used to configure only 
HA network port and select state synchronization without configuring HA basic parameters. It can only be 
used for state synchronization of packet filtering between two security gateways. 

Notes: 

Before configuring an HA network port, confirm whether the HA network port device is working in routing 
mode. If the HA network port is working in transparent mode, strip it off from the bridge device in 
advance. If it is working in routing mode, prevent it from being used by VLAN devices, VPN devices, or 
other devices, and being used by any policy or rule of the security gateway to ensure the specificity of 
the HA network port. Otherwise, function errors may occur.  

4.5.2 Two-node hot standby setting 

 

Figure 0 26 Configuring parameters for HA detection network port 

This interface is to fulfill the following functions: 

1. Configure HA basic parameters and view the HA status 

2. Detect network port parameters and view the status of detecting a network port 

3. Detect IP addresses 

4.5.2.1 Configuring HA basic parameters 

Table 0 12 Configuring HA basic parameters 

Attribute name Description 

Enabled HA Enable HA or not 

HA Identifier 1ï255. The HA identifier must be the same for all nodes in the same cluster. 

Working Mode: Hot standby or load balance. The working mode must be the same for all nodes in 
the same cluster. 
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This node is Node No. The number must be unique for the nodes in the same cluster. 

Note: To configure HA basic parameters, configure the HA network port in advance. 

4.5.2.2 Configuring detection interface and viewing the network port status 

Provide the function for detecting links by IP address and network port. Adjust the invalid status and load 
balancing of the cluster security gateway based on the detection results. 

To set the network port to be detected, perform the following steps: 

1. Select the network port to detect 

2. Click the ñSubmitò button to complete 

To view the connection status, perform the following steps: 

1. Click the ñView Connection Statusò button 

2. Display the ñHA Connection Status Listò interface as shown in the following: 

 

Figure 0 27 Viewing the connection status 

Table 0 13 Basic parameters for HA connection status list 

Attribute name Description 

DETECT 

INTERFACE 
Network interface which is detecting 

INVALID If the connection fail of detect network port will result in invalid node of this security 
gateway.  

CONNECTION 

STATUS 
Network interface connection status 

 

4.5.2.3 Detecting IP addresses of interface equipment 

If the sum of the failed IPôs weight which from the detection of peripheral IP list reaches the specified 
threshold value, the security gateway is automatically set to the failed state to achieve convenient switch 
between the two-node hot standby mode and the load balancing mode of the security gateway. 

 

Figure 0 28 Displaying the detection of IP addresses 

To fulfill the following functions, perform the following steps: 

1. Specify the threshold value which leads to be failed. 
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2. Add an IP address of the interface equipment to be detected. 

3. Edit the IP address of the interface equipment to be detected. 

4. Delete the IP address of the peripheral equipment to be detected. 

5. View the IP address of the interface equipment to be detected. 

Specify the threshold value which leads to be invalid. 

Input the threshold value, which is an integer from 1-100. 

Add an IP address of the interface equipment to be detected. 

Click the ñNEWò button to display the ñHA detect IP maintenanceò interface. 

 

Figure 0 29 Adding an IP address for detection 

Each field is described as follows: 

Table 0 14 Basic parameters for IP addresses for HA detection 

Field name Description 

Detect Peripheral Equipmentôs IP IP addresses of peripheral equipment to be detected 

Weights The weight of all the detected peripheral equipment 

Detected From The Ethernet Port The network port to be started for detection 

After configuring all fields, click the ñSUBMITò button. 

Notes: The IP addresses to be detected and the network port must be in the same network segment. 
The IP addresses to be detected are the addresses beyond those of the two-node hot standby devices 
(excluding the addresses of two-node hot standby devices). 

Edit the IP address of the interface equipment to be detected. 

1. Click the ñEditò icon in ñOperationò to display a dialog box for maintaining the IP addresses of 
interface equipment. 

2. Change the IP address. 

3. Click the ñSUBMITò button. 

Delete the IP address of the interface equipment to be detected. 

1. Click the ñDeleteò icon in ñOperationò to display a ñDeleteò dialog box. 

2. Click the ñSUBMITò button to complete deletion. 

View the status of the IP address of the interface equipment to be detected. 

Click the ñView Detect IP Statusò button to display the ñDetect IP Statusò interface 

 

Figure 0 30 Status of interface equipmentôs IP 

4.5.3 Two-node hot standby status 

Click the ñTwo-node Hot Standby Statusò button to display the ñNetwork management > High 
availability > Two-node hot standby statusò interface. 
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Figure 0 31 Displaying the HA status 

HA status monitoring is available if the HA function is enabled. 

The HA status of all security gateways in the cluster can be monitored at the monitoring interface of the main 
security gateway. The status information involve conditions of configuration synchronization, node priority, 
status list of network port, and status list of interface equipment to be detected, as shown in the figure below: 

 

Figure 0 32 Displaying HA status 

Click the ñDetailed Statusò for details of the node, as shown in the figure below. 

 

Figure 0 33 Display detailed HA status 

The ñpriority" of the master node shall be 1, and that of other slave nodes shall be successively 2, 3, 4. 
ñSynchronizedò for the node ñConfiguration Synchronizationò status indicates that the configuration of the 
master node has been synchronized to the slave node. Check the physical and logical settings of the 
synchronous network port in the case of failed synchronization. You can view the connection status of each 
network port in the network status list. If a connection failure is set to cause an invalid node, the security 
gateway is automatically set to be invalid and switch the network load to other node when a failed connection 
of a corresponding network port of a node is found. Status list of detect interface equipmentôs IP can be 
automatically set to be invalid when multiple connections fail. 
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4.5.4 VRRP 

Network management-> High availability-> VRRP 

 

Figure 0 34 VRRP parameter configuration 

This interface is to fulfill the following functions 

1. Provide inlet for adding VRRP group 

2. Provide inlet for modifying VRRP group 

3. Configure virtual IP 

4. Delete VRRP group 

5. Start and stop VRRP 

Adding VRRP group: click the ñNewò button, as shown in the figure below 

 

Figure 0 35 VRRP group configuration 

The description of each field is as follows 

Table 0 15 VRRP group configuration 

Field name Description 

VRRP group ID The range of VRRP group ID: 1-255 

Priority The range of VRRP group priority: 1-255 

Mcastip The IP address of sending notices and messages 

Preemptive mode This VRRP group is preemptive or not 

Back-up monitoring interface Monitor whether this VRRP monitors network interface efficiently or not. 

With each field configured, click the ñSubmitò button to complete 

Notes: Mcastip shall be different from the IP of alias device which sets VRRP group. 

Edit VRRP group 

1. Click icon ñEditò in ñOperationò, and open VRRP group maintenance interface 

2. Execute modification 

3. Click the ñOKò button to complete modification 

Configure virtual IP 

1. Click icon ñVirtual IPò in ñOperationò and an ñAlias Deviceò dialog box pops up. 

2. See Section 5.1.5 for adding alias device 
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Delete VRRP group 

1. Click icon ñDeleteò in ñOperationò and a ñDeleteò dialog box pops up. 

2. Click ñOKò to delete. 

Preemptive mode of VRRP 

 indicates that the preemptive mode is off, and  indicates that the preemptive mode is onStart and 
stop VRRP 

1. Click the ñStart VRRPò button in ñVRRP Parameter Settingò to start VRRP, then this button will turn 
into ñStop VRRP". 

2. Click the ñStop VRRPò button in ñVRRP Parameter Settingò, then this button will turn into ñStart 
VRRP". 

4.5.5 VRRP monitoring 

Itôs able to monitor the status of each VRRP group if the VRRP function is enabled, as shown in the 
figure below: 

Network management-> High availability->VRRP 

 

Figure 0 36 Display detailed VRRP status 
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Chapter 5 Routing Management 

5.1 Basic routing 

5.1.1 Default routing 

The Venusense UTM provides multiple default routing load balancing functions. While routing, the default 
routing will be selected if thereôs no policy routing or static routing matching with current data packet. It can 
achieve load balancing function of default routing by setting it. 

The priority of default routing is the minimum in the system routing rules. When the data packet reaches, it 
firstly matches with policy routing, static routing rules, if successfully, the corresponding policy routing, static 
routing shall be selected, otherwise, it turns to the default routing. 

The administrator can add, edit or delete the default routing rule and turn on or turn off the real-time 
monitoring on default routing gateway. 

The management of default routing can be divided into three parts at web interface. The first is the status 
control of default routing. 

 

Figure 0 1 Status control of default routing 

This interface supports settings on relevant status of default routing: 

1. Enable default routing balancing: it's able to start/stop the multiple default routings balancing in 

the system by setting it. When the option in front of this item is ľŚĿ, this function is enabled. 

Other options in this configuration page shall be meaningful only when this function is enabled.  

2. Enable gateway monitoring: itôs able to achieve real-time detect/non-detect the connectability of 
default routing gateway. Only the corresponding default routing gateway is connectable and its 
corresponding default routing rule can take effect in system. If this option is not selected (no 
monitoring on the connection condition of default gateway), the system shall deem the 
configured default routing as valid and its default gateway as connectable. The corresponding 
default routing rule will take effect in the system. If this option is selected, there will be real-time 
monitoring on specified default routing gateway. Only the corresponding default routing of 
connectable gateway will take effect in the system. 

Note: 

This option will not affect the monitoring condition of dial-up devices, that is, the monitoring for them is 
always on. However, the monitoring will be affected by the following monitoring frequencies. 

Adopt arp protocol and icmp protocol for monitoring the connectability of default gateway. The detection 
of icmp protocol shall be prior to that of arp protocol, if the former fails (reason for failure: the 
corresponding default gateway does not exist, or it forbids icmp protocol), then adopt the latter. The 
failures of both protocols indicate that the default gateway is unreachable. Provided that either detection 
of the two protocols is valid, the corresponding default gateway shall be connectable. 

Monitoring frequency: the monitoring frequency of corresponding gateway, which indicates the period 
between detections of the gateway connectability, shall be adopted for specified default routing; the 
monitoring frequency of dial-up devices shall not be controlled by this value. For other devices, this 
option is meaningless if "enable gateway monitoring" function is not set. 

 

Figure 0 2 Displaying default routing 

This interface is used for configuring the default routing, including adding, deleting and editing 

1. Adding default routing 
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Click the ñNewò button to pop up the following ñAddò window: 

 

Figure 0 3 Editing routing 

Adding default routing parameters, please ensure that the default gateway address and the selected 
network interface are within the same network segment. For dial-up devices, the system will perform 
automatic processing without specifying the default gateway address. With relevant parameters set, 
click "OK" to add. 

Note: multi-default routing load balancing function supports devices, such as physical devices, dial-up 
devices, redundant devices and alias devices. 

2. Deleting default routing: 

Click icon ñDeleteò in ñOperationò and a ñDeleteò dialog box pops up, then click ñOKò to delete. 

3. Editing default routing: 

Click icon ñEditò in "Operation" and open ñDefault Routing Maintenanceò interface to execute relevant 
modifications. With relevant parameters edited, click the ñOKò button. 

Enabling/disabling default routing rules: 

Click icon in ñIs Enabledò, 

If itôs  originally and then changed to  after being clicked, it indicates that the enabled status is 

changed to the disabled status; while if it's  originally and then changed to , it indicates that the 
disabled status is changed to the enabled status. 

Table 0 1 Parameter descriptions for adding and editing default routing 

Field name Description Relation with other interfaces 

Gateway address Gateway address of default 
routing. This address and the 
outlet of this default routing shall 
be within the same subnet 

 

Weights The weights assigned by this 
default routing. The system will 
automatically deploy the 
operating frequency of default 
routing based on weights 

 

Network interface The interface and the default 
gateway address must be within 
the same network segment 

Select the interface from 
Network 
configuration>>Interface 
management>>Physical device 

Is Enabled Apply this default routing to 
system or not 

 

 

The system will display the monitoring information of default routing in real-time. The monitoring page of 
default routing: Status monitoring>>Routing monitoring page, as shown in the figure below: 
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Figure 0 4 Monitoring default routing 

If the gateway address of corresponding default routing is reachable, the corresponding "Effective" will 
display "Valid" and the default routing information will take effect in system, otherwise, the gateway of 
corresponding default routing is unreachable, the corresponding "Effective" will display "Invalid" and the 
default routing rules will not appear in the default routing information of system. 

5.1.2 Static routing table 

Venusense UTM provides static routing function, this section will introduce how to use it. 

Security gateway static routing supports routing based on destination address which means to decide next 
hop address according to the destination IP address in packet. Modification to the IP address of network 
device may affect relevant routing rules. It is suggested to configure the address of network device first and 
then the routing rules. 

The administrator can add, edit, delete, enable or disable static routing rules. Parameters of static routing 
rules include destination address, next hop address and network interface. The next hop address and the 
corresponding network interface shall be within the same network segment. 

 

Figure 0 5 Displaying static routing 

This interface is to fulfill the following functions: 

1. Adding static routing 

2. Editing static routing 

3. Deleting static routing 

4. Enabling/disabling static routing rules 

5. Clearing static routing 

Adding static routing 

1. Click the ñAddò button to enter ñStatic Routing Maintenanceò 

2. Adding static routing parameters 

3. Click ñOKò to add 

Editing static routing 

(1) Click the ñEditò icon in ñOperationò to open ñStatic Routing Maintenanceò interface 

(2) Execute modification 

(3) Click ñOKò to complete modification 

 

Figure 0 6 Maintenance of static routing 
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Table 0 2 Parameter description for adding and editing 

Field name Description Relation with other interfaces 

Destination address and mask Setting destination IP address. 
IP address/sub-network mask 
can be set 

 

Next hop address Setting gateway IP address  

Network interface The interface and the next hop 
address must be within the same 
network segment 

Select the interface from 
Network 
configuration>>Interface 
management 

 

Deleting static routing 

1) Click icon ñDeleteò in ñOperationò and a ñDeleteò dialog box pops up 

2) Click ñOKò to delete. 

Enabling/disabling static routing rules 

Click icon in ñIs Enabledò. If itôs  originally and changed to  after clicked, this indicates the enabled 

state has been changed to the disabled state; while if it's  originally and then changed to , this 
indicates that the disabled state has been changed to the enabled state. 

5.2 ISP routing 

Venusense UTM provides ISP routing function. With ISP routing configured, while selecting routing, it will 
judge the ISP from which the packet is based on the source IP of packet, and then, perform routing according 
to the configured ISP routing table. To use ISP routing function, it's first to configure ISP address, then the ISP 
routing table. The ISP address is used to match the ISP from which the input packet is. Then, use relevant 
ISP routing table for routing based on the matching result. 

ISP addresses include unicom, telecom, edunet, mobile and custom. The administrator can perform 
operations such as exporting, updating, deleting, and adding IDSP address segment to relevant ISP address. 

 

Figure 0 7 Maintenance of ISP address 

Exporting function: 

This function supports to export ISP address information to text file. 

 

Figure 0 8 Exporting ISP address file 

Updating function: 

It supports to import ISP address file to system. 
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Figure 0 9 Importing ISP address file 

Function of adding ISP address segment: 

It supports to add address segment to each ISP Address Base. 

 

Figure 0 10 Function of adding ISP address segment 

ISP routing configuration for ISP 

 

Figure 0 11 ISP routing table 

 

Figure 0 12 Maintenance of ISP routing information 

Table 0 3 Parameter description for adding and editing 

Field name Description Relation with other interfaces 

ISP reference address ISP name  

Next hop address Setting gateway IP address  

Metric Routing overhead value  

Outflow of net mouth The interface and the next hop 
address must be within the same 
network segment 

Select the interface from 
Network management>>Network 
device 

5.3 Policy routing 

5.3.1 Advanced routing table 

Venusense UTM provides policy routing function. Selecting routing can be based on not only the destination 
address of packet, but also the source address of packet and service type. Policy routing shall take effect 
prior to basic routing. 

Policy routing is prior to basic routing, that is, when packet reaches, it's first to match policy routing rules 
based on source address, if successful, perform policy routing according to rules. Otherwise, perform basic 
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routing. 

To use policy routing function, you need to add a routing table in" Routing management>>Policy 
routing>>Advanced routing table" and add policy routing rules in " Routing management>> Policy 
routing>>Advanced routing policyò. There will be an advanced routing table in policy routing rules, the packet 
matches with it will use it for routing other than the basic routing table. 

The administrator can add, edit or delete advanced routing table in " Routing management>> Policy routing>> 
Advanced routing tableò. Parameters of advanced routing table include the name and ID of routing table. It's 
also able to select the "Edit" button to add routing items to new routing table. The operation steps are the 
same as basic routing table. 

 

Figure 0 13 Displaying advanced routing table 

 

Figure 0 14 Adding advanced routing table 

 

Figure 0 15 Adding routing items to advanced routing table 

5.3.2 Advanced routing policy 

The administrator can add, edit or delete advanced routing rules in " Routing management>> Policy 
routing>> Advanced routing policy". Parameters of policy routing rules include priority, source IP address, 
source mask, destination IP address, destination mask, flow into network port, services and route table 
name. 

 

Figure 0 16 Displaying advanced routing policy 

 

Figure 0 17 Maintenance of policy routing 

This interface is to fulfill the following functions: 

1. Adding policy routing rules 

2. Editing policy routing rules 

3. Deleting policy routing rules 
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Table 0 4 Parameter description for adding and editing 

Field name Description Relation with other interfaces 

Source address and mask Setting source IP address. IP 
address/sub-network mask can 
be used 

 

Destination address and mask Setting destination IP address. 
IP address/sub-network mask 
can be used 

 

Flow into network port Flow into network port of packet  

Service Service protocol of packet  

Route table Name of advanced route table  

 

5.4 Dynamic routing 

The ipv4 dynamic routing of Venusense UTM supports RIP, OSPF and PIM-SM protocols. Confirm that 
relevant network interface is configured before configuring dynamic routing. OSPF network interface 
only supports physical devices and redundant devices (such as eth1 or bond1, etc.). 

5.4.1 RIP 

Routing information protocol (RIP) is the Interior Gateway Protocol (IGP) which is early and widely used 
and suitable for small networks of the same type. It is a typical distance-vector protocol. Refer to 
RFC1058 and RFC1723 for details. RIP exchanges routing information by broadcasting UDP messages 
and sends routing information updating per 30s.RIP provides hop count to measure routing distance. 
Hop count is the number of routers through which a packet shall pass before reaching destination. If 
there are two routers with different speeds or bandwidths but the same hop counts to the same 
destination, RIP shall deem that the distance of both routers are the same. RIP supports 15 counts at 
most, that is, the number of routers between the source and destination networks is 15 at most. It will be 
unreachable if there are 16 routers. It requires three steps for configuring RIP protocol: 

Main Interface: 
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Step One: configuring RIP network 

 

Figure 0 18 Configuring RIP network 

Step Two: configuring RIP port 

 

Figure 0 19 Configuring RIP port 

Table 0 5 Parameters description for RIP port configuration 

Field name Description Relation with other interfaces 

Name Select network interface for enabling 
RIP 

 

Send control Support RIPv1, RIPv2 or BOTH  

Receiving control Support RIPv1, RIPv2 or BOTH  

Authentication way NONE, plaintext or MD5  

Authentication model Support NONE, single key or key chain  

Passive Select passive mode, that is, this 
interface of the router only receives 
updating other than sends it. 

 

 

Step Three: select the RIP protocol version, start RIP and submit 

 

Figure 0 20 Starting RIP 

5.4.2 OSPF 

Open Shortest Path First (OSPF) protocol is a selection protocol for routing of link status. Link status 
protocol calculates routing by using shortest path first (SPF) algorithm. The OSPF configuration is 
complicated and it requires the following five steps: 

Step One Start/stop OSPF 
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Figure 0 21 Interface for starting OSPF 

OSPF can be started or stopped by clicking the command button on upper right of the screen. Restarting 
OSPF is not necessary while configuring it. 

Step Two: configuring router ID and redistribution (optional) 

The user can configure router ID and redistribute the router type as needed. 

 

Figure 0 22 OSPF configuration 

Table 0 6 Parameters description of router ID and redistribution 

Field name Description Relation with other interfaces 

Router ID Statically setting router ID (RID) 
in the format of IP address 

 

Connected Connection routing redistribution  

RIP RIP routing redistribution  

Static Static routing distribution  

BGP BGP routing distribution  

 

Step Three Identification area distribution 

OSPF achieves hierarchical network design by adopting areas controlled by specified router type. 
Router types supported here: regular, STUB, NSSA. 

Regular: Including backbone area (Area 0) and nonbackbone area, nonstub area; 

STUB: an area with single outlet; 

NSSA: Not-so-stub area allows the external router to enter while reserving the characteristics of Stub 
area.  

You can specify the authentication way while configuring the area. Thereôre two authentication ways: 
authentications of plaintext and MD5 encryption checksum. There are two steps for configuring OSPF 
authentication way: 

(1) Specify the authentication way while configuring the area; 

(2) Input the password of authentication way at interface configuration. It will introduce the details of 
configuration authentication password while introducing interface configuration. 

User can configure remote routing of virtual path in the interface for configuring area. 
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Figure 0 23 Interface for configuring OSPF area 

Note: delete the relevant records in network before deleting the area. 

Table 0 7 Parameters description of area configuration 

Field name Description Relation with other interfaces 

Area ID Area shall be set in the format of 
IP address 

 

Type Specify the router type of this 
area: 

Regular; (default) 

STUB; 

NSSA 

 

Authentication Authentication way: 

none; 

text; 

MD5 

 

Virtual path distal route Virtual path distal route ID  

 

Step Four Configure the network to the designated area. 

Ensure complete configuration for relevant areas before configuring the network. 

 

Figure 0 24 Interface for configuring OSPF network 

Table 0 8 Parameters description of network configuration 

Field name Description Relation with other interfaces 

Network Forward mask  

Area Area ID  

 

Step Five configure interface authentication mechanism and timing (optional) 

 

Figure 0 25 Interface for configuring interface 

The window below will pop up while configuring new port: 
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Table 0 9 Parameters description of OSPF configuration 

Field name Description Relation with other interfaces 

Interface name Define interface name  

Interface Specify an Ethernet interface  

IP Specify the IP address of port 
and no need to input it 

 

Authentication way None: no authentication, default; 

Text: plaintext; 

MD5: message digest 5 
encryption checksum 
authentication 

 

Text password. Maximum 15 bytes  

MD5 key ID Maximum 255  

MD5 key Maximum 16 bytes  

Hello interval Default value is 10  

Dead interval Default value is 40  

5.4.3 Multicast routing 

Protocol Independent Multicast--Sparse Mode (PIM-SM) configuration requires three steps: 

Step One: start/stop PIM-SM service as shown in Figure 4-27 

Step Two: configure static rendezvous point (RP) 

 

Figure 0 26 Page of static rendezvous point 

Table 0 10 Parameters description of static rendezvous point configuration 

Field name Description Relation with other interfaces 

rp Configure rendezvous point  

 

Step Three: configure multicast interface 
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Figure 0 27 Window of multicast interface 

Table 0 11 Parameters description for multicast interface configuration 

Field name Description Relation with other interfaces 

Interface Support multicast protocol 
interface, including Ethernet 
interface and redundant 
sub-interface 

 

Mode Sparse-mode only  

RP candidature: Is Enabled Configure the ñIS ENABLEDò 
interface to be rp candidature 

 

RP candidature: Priority <0̇255> rp candidature priority 

configuration 

 

DR priority <0 ̇ 4294967294> dr 

(designated router) priority 
configuration 

 

Note: 

DR priority: there shall be DR election for PIM in multi-access network. Higher set value of DR priority 
leads to higher priority. 
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Chapter 6 Firewalls 

This chapter is important to security gateway configuration. To prepare a strategy that meets security 
requirements is the basis to ensure that security gateway will truly function as a ñfirewallò. Wrongly configured 
security rules will not only make the security gateway useless, but also prevent from access to normal 
functions of the network. 

6.1 Policies 

6.1.1 Security policies 

Dynamic packet filtering based on status checkout is provided. Packet filtering rules determines whether 
specific network packet can pass the security gateway. In addition, it also provides related options which 
will protect the network from being attacked. It supports such protocols as basic protocols (e.g. HTTP, 
Telnet and SMTP), ICMP and dynamic protocol (e.g. H.323, FTP and SQLNET). 

 

Figure 0 1 Packet filtering rules configuration 

Table 0 1 Description of packet filtering rules configuration items 

Field name Description 

Rule name Name of security rule. 

The rule name must be composed of 1-15 visible characters (combination of letters, 
Chinese characters, numbers, minus sign and underline). 

Rule name allows repetition. 

Default rule name is ñpfò + default serial number. 
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Serial number Input the serial number of the newly added policy rule. 

The security gateway will match and execute rules by their serial numbers in an 
ascending order. Serial numbers shall be digits. 

If such digits are same with a serial number of a rule which has been defined, the 
security gateway will replace the original policy rule and all rules of which the serial 
numbers are behind it to the next number respectively, and set the serial number of 
the newly added policy rule as the serial number that is input. 

If itôs not to modify serial numbers on the interface, it will be added as the last one. 

If the serial number is bigger than the sum of existing rules plus 1, it will be added as 
the last one. 

Source address Optional contents include: all resources defined in 
ñFirewall>>Address>>Address/Address groupò and ñCreate new address/address 
groupò. 

Select ñCreate new address/address groupò and corresponding configuration window 
pops up for configuration. After configuration, submit to return to this interface. 

Default value IP is 0.0.0.0 and default mask is 0.0.0.0. They represent any address. 

Destination 
address 

The form is same with that of source address 

Source port Source port may be separated by several English commas to represent several ports 
or separated by several English colons to represent port section. Do not apply the 
two separation methods at the same time. If service resources defined in resource 
definition includes source port, such source port defined by the rule shall prevail. 

Time scheduling Valid security rules will be valid during the specified period of time and invalid during 
other periods. Optional contents include all resources defined in 
ñFirewall>>Time>>Timeò and ñFirewall>>Time>>Time groupò. 

Input network 
interface 

Limit input network interface of network packet to prevent from IP spoofing. 

Optional contents include any and all network ports that have been activated. 

The default value is any, indicating that receiving network port is not limited. 

Under transparent mode, choose corresponding physical network port such as eth1. 

If itôs not for certain that the input network interface or work is under mixed mode, itôs 
recommended that any be chosen. 

Output network 
interface 

Output network interface check is only available for choosing when Source Address 
Translation is chosen. 

Select bridge device under transparent mode. 

If itôs not for certain that the output network interface or work is under mixed mode, itôs 
recommended that any be chosen. 

Service Select service: 

Optional contents include: any, basic services configured in 
ñFirewall>>Services>>Service listò, ICMP service, dynamic service and service 
group. 

Packet filtering 
log 

Itôs mandatory whether packet matching with this rule is to keep packet filtering log. 

User group 
certification 

Check the link where packet is located meeting the requirements for user 
certification. If the initiating end of the link has not yet activated certification of the 
client on security gateway, abandon the packet or let it pass. 

Access control Three filtering policies are available for packets matched to this security rule: ñAllowò, 
ñForbidò and ñSpamò. 

Action is the rule for Spam. First, it allows packet complying with this rule to be 
transferred to Spam application layer proxy process. It will match packets according 
to the configuration in ñApplication Protection>>Anti-Spamò to determine whether the 
packet contains Spam. If yes, it will block it according to the userôs action 
configuration and keep a log, otherwise, it will let it pass. 
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Source MAC Source MAC address 

Against the 
attack 

There are four means against the attack. Note: For TCP service, against Syn Flood is 
preferred; for UDP service, against UDP Flood is preferred; for ICMP service, both 
against ICMP Flood and Ping of Death are available. You may also set several 
anti-attack items complying with this rule service within one rule. For the four means 
against the attack, details are given as follows: 

When TCP rule is permitted, and against Syn Flood is chosen, the security gateway 
will process data with Syn mark that flow by individually. Value to be entered in the 
input box behind Against Syn Flood bears the following meaning: ones digit is 
reserved digit, ranging from 0-9, meaning the attack strength, from weak to strong. If 
the place of the digit to be set is above double digit, then the number minus the ones 
digit means the number of packets with Syn mark that pass by every second and are 
truly capable of establishing TCP connection. Such number is truly capable of 
establishing TCP connection. 0 means that only when packets with Syn mark passing 
by every second are over 90, is it possible that TCP connection can be established; 1 
means that only when packets with Syn mark passing by every second are over 80, 
is it possible that TCP connection can be established; 9 means that packets with Syn 
mark passing by have been identified by the security gateway and confirmed to be 
capable of establishing TCP connection. 

When UDP rule is permitted, and against UDP Flood is chosen, the security gateway 
will process UDP data that flow by individually. Value to be entered in the input box 
behind Against UDP Flood means the limited number of UDP packets passing by 
every second. 

When ICMP rule is permitted, and against ICMP Flood is chosen, the security 
gateway will process ICMP data that flow by individually. Value to be entered in the 
input box behind Against ICMP Flood means the limited number of ICMP packets 
passing by every second. 

When ICMP rule is permitted, and against Ping of Death is chosen, the security 
gateway will process ICMP data that flow by individually. Packets containing Ping of 
Death features will be filtered. 

Comment Rules annotation 

6.1.2 NAT policies 

6.1.2.1 NAT 

NAT is capable of transferring intranet address into extranet IP address, and separating the intranet and 
the extranet. Internal users may communicate with the extranet via one or more external IP address. 

Users may set source address (support network address scope) and source port to be translated via 
security rules. NAT herein translates the source address for communication, so it is called forward NAT, 
differentiated from IP mapping and port mapping of the destination address translated. Forward NAT 
may be dynamic NAT, i.e. NAT address defined by ñFirewall>>Address>>Address Poolò of the system, 
which supports such address translation relations as many-to-many, several-for-one and one-to-many. 

 

Figure 0 2 NAT rules display 

Note: When setting a NAT rule, you must set another corresponding packet filtering rule, and then it will 
be valid. The method is described as follows: The source address of the packet filtering rule is that of the 
NAT rule and the destination address of the packet filtering rule is that of the NAT rule. 

Click ñAddò to go to the next page: 
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Figure 0 3 NAT rules maintenance 

Table 0 2 Description of NAT rules configuration items 

Field name Description 

Rule name Name of security rule. 

The rule name must be composed of 1-15 visible characters (combination of letters, 
Chinese characters, numbers, minus sign and underline). 

Rule name allows repetition. 

Default rule name is ñnatò + default serial number. 

If rule name is set null, then the rule name is ñnatò by default. 

Serial number Input the serial number of the newly added policy rule. 

The security gateway will match and execute rules by their serial numbers in an 
ascending order. Serial numbers shall be digits. 

If such digits are same with a serial number of a rule which has been defined, the 
security gateway will replace the original policy rule and all rules of which the serial 
numbers are behind it to the next number respectively, and set the serial number of the 
newly added policy rule as the serial number that is input. 

If itôs not to modify serial numbers in the interface, it will be added as the last one. 

If the serial number is bigger than the sum of existing rules plus 1, it will be added as the 
last one. 

Action For action, ñSource address translationò, ñCamouflageò and ñPackage acceptò are 
available for option. If ñSource address translationò is selected, you may manually select 
ñSource address translation forò; if ñCamouflageò is selected, the system will 
automatically select the address after translation according to routing; if ñPackage 
acceptò is selected, the packet will pass IP mapping rule without any address 
translation. 

Note: Under transparent mode, the bridge device must be configured with an IP 
address within the same network segment if ñCamouflageò is to be selected. If the 
destination address is of different network segment, the system must be configured with 
corresponding routing information and this router must be based on the bridge device. 
Otherwise, itôs not possible to finish ñCamouflageò, and you may only use the source 
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address translation function to define an address after translation. 

Source 
address 

Optional contents include: all resources defined in 
ñFirewall>>Address>>Address/Address groupò and ñCreate new address/address 
groupò. 

Select ñCreate new address/address groupò and corresponding configuration window 
pops up for configuration. After configuration, submit to return to this interface. 

Default value IP is 0.0.0.0 and default mask is 0.0.0.0. They represent any address. 

Source 
address 
translation for 

Optional contents include: address resources defined in ñFirewall>>Address>>Address 
poolò and IP address of the security gateway in ñNetwork management>>Network 
interfaceò. 

Note: If the address of the security gateway changes, the rule will not update itself. 
Please refresh. 

Destination 
address 

The form is same with that of source address 

Output 
network 
interface 

Output network interface check is only available for choosing when Source Address 
Translation is chosen. 

Select physical device under transparent mode. 

If itôs not for certain that the output network interface or work is under mixed mode, itôs 
recommended that any be chosen. 

Services Select service: 

Optional contents include: any, basic services configured in 
ñFirewall>>Services>>Service listò, ICMP service, dynamic service and service group. 

The default value is any, indicating that any source port, any destination port, any 
protocol is OK. 

Log Whether to log (a mandatory requirement) 

Comment Rules annotation 

 

Note: In case of access to the internet via the dial-up device, please select ñCamouflageò when 
configuring NAT rules and the system will select the address after translation automatically according to 
routing. If the NAT rule references the address of the dial-up device, after the security gateway is 
rebooted, the NAT rule will conduct NAT with the address of the original dialing device if no dialing. 

6.1.2.2 Port mapping 

External services are provided. Usersô access to the public address of the service will be transferred to a 
port of another internal address in the intranet. 

When the administrator is configuring several servers, load balancing aiming at the servers is provided. 

 

Figure 0 4 Interface for port mapping rule 

Note: When setting a port mapping rule, you must set another corresponding packet filtering rule if ñaccept 
packet filtering default policyò is not selected, then it will be valid. The method is described as follows: The 
source address of the packet filtering rule is that of the port mapping rule and the destination address of the 
packet filtering rule is the internal address of the port mapping rule. Service is the internal service of the port 
mapping rule. 

Note: If 8888 or 8889 port mapping is conducted for the administration IP of the security gateway, it will lead 
to failure to manage the security gateway. 
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Figure 0 5 Port mapping rule configuration 

The meaning of port mapping rule is described as follows: 

Transform the access to ñPublic addressò and ñExternal serviceò of the security gateway of the client into 
access to ñInternal addressò and ñInternal serviceò. Meanwhile, the source address may be transformed 
to some interface address of the security gateway. Certainly, you may also select ñNo transformationò. In 
configuring port mapping rule, you may also select ñInput network interfaceò from the client to ñPublic 
addressò and its ñSource portò. If ñSource addressò translation is selected, you may select ñOutput 
network interfaceò of the source address after translation. 

Table 0 3 Description of port mapping rules configuration items 

Field name Description 

Rule name Name of security rule. 

The rule name must be composed of 1-15 visible characters (combination of letters, 
Chinese characters, numbers, minus sign and underline). 

Rule name allows repetition. 

Default rule name is ñpnatò + default serial number. 

If rule name is set null, then the rule name is ñpnatò by default. 

Serial number Input the serial number of the newly added policy rule. 

The security gateway will match and execute rules by their serial numbers in an 
ascending order. Serial numbers shall be digits. 

If such digits are same with a serial number of a rule which has been defined, the 
security gateway will replace the original policy rule and all rules of which the serial 
numbers are behind it to the next number respectively, and set the serial number of 
the newly added policy rule as the serial number that is input.  

If itôs not to modify serial numbers in the interface, it will be added as the last one. 

If the serial number is bigger than the sum of existing rules plus 1, it will be added as 
the last one. 
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Source address Optional contents include: all resources defined in 
ñFirewall>>Address>>Address/Address groupò and ñCreate new address/address 
groupò. 

Select ñCreate new address/address groupò and corresponding configuration window 
pops up for configuration. After configuration, submit to return to this interface. 

Default value IP is 0.0.0.0 and default mask is 0.0.0.0. They represent any address. 

Source address 
translation for 

Optional contents include: address resources defined in 
ñFirewall>>Address>>Address poolò and IP address of the security gateway in 
ñNetwork management>>Network interfaceò. 

Public address IP address available for users to access, i.e. destination IP address specified for 
access. 

It must be individual IP address, but not network segment. 

Optional contents include: IP address of the security gateway in ñNetwork 
management>>Network interface>>Physical deviceò. 

Internal address IP address actually accessed by users, i.e. destination IP address specified for actual 
access. 

Usually, it shall be individual IP address. In case of several IP addresses or network 
segments, they are used for load balancing of servers. In access to different source 
addresses, round-robin algorithm is adopted for the server address subject to 
mapping. Same source address will be processed by only one server. In other words, 
round-robin algorithm is not adopted for different connections with the same address. 

Optional contents include: Address resources in ñFirewall>>Address>>Server 
addressò. 

Refer to configuration in ñFirewall>>Address>>Server addressò. 

External 
services 

Services available for users to access, i.e. destination port specified for access. 

Optional contents include: basic services in ñFirewall>>Services>>Service listò, ICMP 
service and dynamic service. 

Refer to Table 5-8: Convention to be strictly followed by service resources selected by 
external and internal services. 

Internal services Services actually accessed by users, i.e. destination port specified for actual access. 

Optional contents include: basic services in ñFirewall>>Services>>Service listò, ICMP 
service and dynamic service. 

Refer to Table 5-8: Convention to be strictly followed by service resources selected by 
external and internal services. 

Input network 
interface 

Check whether input network interface can prevent IP spoofing. 

Optional contents include: All network ports activated. Selecting none represents all 
interfaces.  

The default value is any, indicating that receiving network port is not limited. 

Under transparent mode, choose corresponding bridge device such as brg0. 

If itôs not for certain that the input network interface or work is under mixed mode, itôs 
recommended that any be chosen. 

Output network 
interface 

Output network interface check is only available for choosing when Source Address 
Translation is chosen. 

Select bridge device under transparent mode. 

If itôs not for certain that the output network interface or work is under mixed mode, itôs 
recommended that any be chosen. 

Description of output network interface only conducts source address translation for 
packets flowing out of this port. 

Source port Source port may be separated by several English commas to represent several ports 
or separated by several English colons ñ:ò to represent port section. Do not apply the 
two separation methods at the same time.  

Accept Packets pass port mapping rule without any address translation. 
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Log Whether the packet is to log (a mandatory requirement) 

Hiding internal 
address 

If not selected, internal server may be accessed via both public address and port and 
the server may be accessed; if selected, internal server is the only one to be 
accessed via public address and port. 

Comment Rules annotation 

Note: Hiding internal host in port mapping rule is take precedence over agency rules in becoming valid. 

Table 0 4 Convention to be strictly followed by service resources selected by public and internal 
services 

Service resources in resource definition 

Services Service group 

Basic 
services 

Only one service item is allowed to be 
used. 

The protocol types must both be TCP or 
UDP. 

Internal service and external service only 
have one group of ports. 

Not supported 

Dynamic 
service 

The protocol types shall be consistent 
with each other. But RTSP is not 
supported. 

ICMP N/A 

 

6.1.2.3 IP mapping 

External services are provided. Usersô access to some external public address will be transferred to 
another internal address. 

When the administrator is configuring several servers, load balancing aiming at the servers is provided. 

 

Figure 0 6 Interface for IP mapping rule 

Note: When downloading an IP mapping rule, you must download another corresponding packet filtering 
rule if ñaccept packet filtering default policyò is not selected, then it will be valid. The method is described 
as follows: The source address of the packet filtering rule is that of the IP mapping rule and the 
destination address of the packet filtering rule is the internal address of the IP mapping rule. 

Note: If the source address contains manage host, and the public address is the management IP of the 
security gateway, the manage host cannot manage the security gateway. 

Click ñNewò to invoke a maintenance rule interface as shown in the following figure. 
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Figure 0 7 IP mapping rule maintenance 

IP mapping rule is similar to port mapping rule, bearing the following meaning: 

Transform the access to ñPublic addressò of the security gateway of the client into access to the server of 
ñInternal addressò. Meanwhile, the source address may be transformed to some interface address of the 
security gateway. Of course, you may also choose ñNo transformationò. ñNo transformationò here only 
directs at IP mapping rule. For other types of rules (such as NAT rule), corresponding transformation will 
still be carried out. In configuring IP mapping rule, you may select ñInput network interfaceò from the 
client to the public address. If ñSource addressò translation is selected, ñOutput network interfaceò is also 
optional after source address translation. 

IP mapping rule and port mapping rule belong to destination address translation. The difference between 
them is that port mapping provides address translation for connection of specified port, while IP mapping 
provides translation for all ports of specified IP address. 

Table 0 5 Description of IP mapping rules configuration items 

Field name Description 

Rule name Name of security rule. 

The rule name must be composed of 1-15 visible characters (combination of letters, 
Chinese characters, numbers, minus sign and underline). 

Default rule name is ñvipò + default serial number. 

If rule name is set null, then the rule name is ñvipò by default. 

Serial number Input the serial number of the newly added policy rule. 

The security gateway will match and execute rules by their serial numbers in an 
ascending order. Serial numbers shall be digits. 

If such digits are same with a serial number of a rule which has been defined, the 
security gateway will replace the original policy rule and all rules of which the serial 
numbers are behind it to the next number respectively, and set the serial number of 
the newly added policy rule as the serial number that is input.  

If itôs not to modify serial numbers in the interface, it will be added as the last one. 

If the serial number is bigger than the sum of existing rules plus 1, it will be added as 
the last one. 

Source address Optional contents include: all resources defined in 
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ñFirewall>>Address>>Address/Address group/Address poolò and ñCreate new 
address/address groupò. 

Select ñCreate new address/address groupò and corresponding configuration window 
pops up for configuration. After configuration, submit to return to this interface. 

Default value IP is 0.0.0.0 and default mask is 0.0.0.0. They represent any address. 

Source address 
translation for 

Optional contents include: address resources defined in 
ñFirewall>>Address>>Address poolò and IP address of the security gateway in 
ñNetwork management>>Network interfaceò. 

Public address IP address available for users to access, i.e. destination IP address specified for 
access. 

It must be individual IP address, but not network segment. 

Optional contents include: IP address of the security gateway in ñNetwork 
management>>Network interface>>Physical deviceò. 

Internal address IP address actually accessed by users, but unknown to them. Transform the intended 
access to public address of the security gateway system into access to internal 
address. 

Usually, it shall be individual IP address. In case of several IP addresses or network 
segments, they are used for load balancing of servers. 

Optional contents include: Address resources in ñFirewall>>Address>>Server 
addressò. 

Refer to configuration in ñFirewall>>Address>>Server addressò for details. 

Input network 
interface 

Check whether input network interface can prevent IP spoofing. 

Optional contents include: All network ports activated. Selecting none represents all 
interfaces.  

The default value is any, indicating that receiving network port is not limited. 

Under transparent mode, choose corresponding bridge device such as brg0. 

If itôs not for certain that the input network interface or work is under mixed mode, itôs 
recommended that any be chosen. 

Output network 
interface 

Output network interface check is only available for choosing when Source Address 
Translation is chosen. 

Select bridge device under transparent mode. 

If itôs not for certain that the output network interface or work is under mixed mode, itôs 
recommended that any be chosen. 

Description of output network interface only conducts source address translation for 
packets flowing out of this port. 

Accept Packets pass IP mapping rule without any address translation. 

Log Whether log is required. 

Hiding internal 
address 

If not selected, internal server may be accessed via public address or the server may 
be accessed; if selected, internal server is the only one to be accessed via public 
address. 

Comment Rules annotation 

Note: Hiding internal host in IP mapping rule is take precedence over agency rules in becoming valid. 

6.1.3 Flow control policies 

This section is for setting flow control policies. Flow control policies in the security gateway mainly 
consist of bandwidth limitation and connection limit. Bandwidth limitation is carried out on the network 
interface from which the packets are output. Assurance and limitation may be carried out for bandwidth 
utilization based on the bandwidth rule set here. And bandwidth limitation is supported for host. 
Connection limitation is to limit the number of new connections and concurrent connections of some host 
passing the gateway. 

Bandwidth management supports bandwidth management based on source IP address, destination 
address, service and interface. Each bandwidth management policy supports minimum guaranteed 
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bandwidth and maximum limited bandwidth. It supports bandwidth priority setting. Different 
communications have different bandwidth priorities. Communications with high priority may obtain the 
most vacant bandwidth of the security gateway. Itôs possible to limit the maximum bandwidth of each 
host within source IP segment by setting bandwidth limitation for the host, so as to get well-distributed 
bandwidth. 

 

Figure 0 8 Flow control rules display 

The interface is capable of: adding bandwidth management rule, editing bandwidth management rule, 
enable/disable bandwidth management rule and delete flow control rules. 

Procedures for adding flow control: 

1. Click ñNewò to access to ñFlow control rules maintenanceò. 

2. Add bandwidth management rule parameter 

3. Click ñOKò to add. 

Procedures for editing bandwidth management rule: 

1. Click icon ñEditò in ñOperationò, and open ñFlow control rules maintenanceò 

2. Execute modification 

3. Click ñOKò to modify. 

 

Figure 0 9 Flow control rules maintenance 
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Figure 0 10 Flow control rules-application identification options 

 

Figure 0 11 Flow control rules-URL identification options 

 

Figure 0 12 Flow control rules-file type options 

 

Figure 0 13 Flow control rules-host bandwidth options 

 

Figure 0 14 Flow control rules-new connection limit options 
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Figure 0 15 Flow control rules-concurrent connection limit options 

 

Figure 0 16 Configure bandwidth resource in a fast way 

Procedures for deleting bandwidth management rule: 

1. Click icon ñDeleteò in ñOperationò and a ñDeleteò dialog box pops up. 

2. Click ñOKò to delete. 

Procedures for enabling/disabling bandwidth management rule: 

Click ñEnable?ò. If itôs  originally and then changed to  after being clicked, it indicates 

the enabled state has been changed to the disabled state; while if it's  originally and then changed 

to , it indicates that the disabled state has been changed to the enabled state. 

In defining bandwidth management rule, first, define bandwidth resource in ñFirewall>>Bandwidthò, 
including non-shared bandwidth, shared width and bandwidth resource group, and guaranteed 
bandwidth required to be limited and flow outlet, etc. are set. Or select new bandwidth resource group in 
bandwidth resource on bandwidth policy page for all options. Finish configuration for all options on the 
bandwidth policy page by configuring bandwidth resource quickly. Then define matching conditions such 
as definition address and service in ñFirewall>>Policy>>Bandwidth policyò and then select bandwidth 
resource group for limitation. 

Table 0 6 Parameter description in adding and editing 

Field name Description 

Rule name Name of bandwidth management rule 

Serial number Input the serial number of the newly added policy rule. 

The security gateway will match and execute rules by their serial numbers in an 
ascending order. Serial numbers shall be digits. 

If such digits are same with a serial number of a rule which has been defined, the 
security gateway will replace the original policy rule and all rules of which the serial 
numbers are behind it to the next number respectively, and set the serial number of 
the newly added policy rule as the serial number that is input.  

If itôs not to modify serial numbers in the interface, it will be added as the last one. 

If the serial number is bigger than the sum of existing rules plus 1, it will be added as 
the last one. 

Source address Optional contents include: all resources defined in ñFirewall>>Address>>Addressò 
and ñFirewall>>Address>>Address groupò and ñSelf-definedò. 

If ñSelf-definedò is selected, ñIP addressò and ñMaskò below become ready for input. 
You may define IP and mask here directly. 

Default value IP is 0.0.0.0 and default mask is 0.0.0.0. They represent any address. 

Destination The form is same with that of source address 
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address 

Source port Source port may be separated by several English commas to represent several ports 
or separated by several English colons to represent port section. Do not apply the 
two separation methods at the same time. If service resources defined in resource 
management includes source port, such source port defined by the rule shall prevail. 

Input network 
interface 

Limit input network interface of network packet to prevent from IP spoofing. 

Optional contents include any and all network ports that have been enabled.  

The default value is any, indicating that receiving network port is not limited. 

Under transparent mode, choose corresponding physical network port such as fe1. 

If itôs not for certain that the input network interface or work is under mixed mode, itôs 
recommended that any be chosen. 

Time scheduling Valid security rules will be valid during the specified period of time and invalid during 
other periods. Optional contents include all resources defined in 
ñFirewall>>Time>>Timeò and ñFirewall>>Time>>Time groupò. 

User group 
certification 

 

Start rapid policy 
configuration 

Bandwidth configuration will be carried out with parameters already configured from 
high level, medium level and low level set in System management>>Rapid 
configuration automatically. 

Services  

Bandwidth 
resource 

Select from Firewall>>Bandwidth>>Bandwidth resource group and data flow 
matching the above conditions is subject to limitation of bandwidth resource. 

Application 
identification 

Control bandwidth for data flow of some application protocol. Configuration 
parameters are as follows: 

Type: The pull-down list displays types of configurable application protocol. 

Bandwidth resource: You may create new bandwidth group or select existing 
bandwidth group in the pull-down list. 

URL 
identification 

Control bandwidth for data flow of some URL. Configuration parameters are as 
follows: 

Type: The pull-down list displays types of configurable URL. 

Bandwidth resource: You may create new bandwidth group or select existing 
bandwidth group in the pull-down list. 

File type Control bandwidth for data flow of some file type. Configuration parameters are as 
follows: 

Type: The pull-down list displays types of configurable fire type. 

Bandwidth resource: You may create new bandwidth group or select existing 
bandwidth group in the pull-down list. 

Host bandwidth 
limitation 

Limit maximum bandwidth for each host within source IP segment: 

Behavior: Control upstream or downstream. You must choose one condition. 

Output network interface: Output network interface for selecting data flow, required 
parameter 

Bandwidth: Set the speed to be controlled. 

New connection 
limit 

Limit new connection speed for host. 

Behavior: Possible to limit a segment or every IP within the segment. 

Limit: Threshold value of new connection speed. 

Concurrent 
connection limit 

Limit concurrent connection number for host. 

Behavior: Possible to limit a segment or every IP within the segment. 

Limit: Threshold value of concurrent connection number. 

Create 
bandwidth 

Configure bandwidth resource group quickly, parameters required to be configured 
are as follows: 
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resource Interface: Specify the interface on which the bandwidth resource group is to be 
created. 

Maximum limited bandwidth: upper limit value of bandwidth control 

Maximum guaranteed bandwidth: base value of bandwidth control 

Priority level: 5 by default, ranging from 1-7 

Comment Rules annotation 

 

6.2 Agencies 

6.2.1 Agencies 

HTTP agency, FTP agency, Telnet agency and POP3 agency are transparent agency rules. In other 
words, information between source address/destination address will be forwarded by agency program 
running on the security gateway automatically. Therefore, thereôs no need to specify the address of the 
agency server used (i.e. security gateway) when browsing web pages at the client. For other agencies, 
it's required to specify the address of the agency server at the client. In configuring agency rules, please 
confirm that corresponding agency service has been enabled. With agency services, you may monitor 
the information between source address/destination address and conduct corresponding access control 
and content filtering. In addition, as there are a lot to be handled by agency services, the transmission 
efficiency is not as high as that of packet filtering rule. 

Note: Agency rules take precedence to packet filtering rules. If agency rules are configured, it means 
that packet filtering rules with exactly same address, port and protocol are useless. Therefore, please 
take overall security policies of security gateway into consideration at the time of configuring agency 
rules. 

Agency service types include: HTTP agency, FTP agency, Telnet agency, POP3 agency, SOCKS agency, 
DNS agency and self-defined agency. Agencies of various types can be enabled in ñFirewall>>Agency 
servicesò. The operation interface for configuration is as follows: 

 

Figure 0 17 Configuration interface for agency services 

6.2.2 Agency rules 

After configuring agency function, itôs required to set corresponding rules in ñFirewall>>Security optionò 
and then agency services are available for use.  

Users may set agency rules. The operation interface is as follows: 

 

Figure 0 18 Configuration interface for agency rules 

Click ñNewò to access to the interface for ñAgency rules maintenanceò. 
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Figure 0 19 Agency rules configuration 

Table 0 7 Description of agency rules configuration 

Field name Description 

Rule name Name of security rule. 

The rule name must be composed of a combination of 1-20 letters, numbers, minus 
sign and underline. 

Rule name does not allow repetition. 

Default rule name is ñproxyò + default serial number. 

If rule name is set null, then the rule name is ñproxyò by default. 

Serial number Input the serial number of the newly added policy rule. 

The security gateway will match and execute rules by their serial numbers in an 
ascending order. Serial numbers shall be digits. 

If such digits are same with a serial number of a rule which has been defined, the 
security gateway will replace the original policy rule and all rules of which the serial 
numbers are behind it to the next number respectively, and set the serial number of the 
newly added policy rule as the serial number that is input.  

If itôs not to modify serial numbers in the interface, it will be added as the last one. 

If the serial number is bigger than the sum of existing rules plus 1, it will be added as 
the last one. 

Source 
address 

Optional contents include: all resources defined in ñResource 
definition>>Address>>Address listò and ñResource definition>>Address>>Address 
groupò and ñSelf-definedò. 

If ñSelf-definedò is selected, ñIP addressò and ñMaskò below become ready for input. You 
may define IP and mask here directly. 

Default value IP is 0.0.0.0 and default mask is 0.0.0.0. They represent any address. 

Destination 
address 

The form is same with that of source address 

Source port Source port may be separated by several English commas to represent several ports or 
separated by several English colons ñ:ò to represent port section. Do not apply the two 
separation methods at the same time.  

Source MAC Source MAC address. Its format is aa:bb:cc:dd:ee:ff which is separated by English 
colon ñ:ò. 

Input network Limit input network interface of network packet to prevent from IP spoofing. 
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interface Optional contents include any and all network ports that have been enabled.  

The default value is any, indicating that receiving network port is not limited. 

Under transparent mode, choose corresponding physical network port such as fe1. 

If itôs not for certain that the input network interface or work is under mixed mode, itôs 
recommended that any be chosen. 

Time 
scheduling 

Valid security rules will be valid during the specified period of time and invalid during 
other periods. Optional contents include all resources defined in 
ñFirewall>>Time>>Timeò and ñFirewall>>Time>>Time groupò. 

Services Optional contents include: predefined services and dynamic services configured in 
ñFirewall>>Servicesò. 

Agencies When the policy is ñAgencyò, it must be selected. 

Optional contents include: http agency, ftp agency, telnet agency, pop3 agency, socks 
agency, DNS agency and self-defined agency. Agencies of various types can be 
configured in ñFirewall>>Agency>>Agencyò. 

Packet 
filtering log 

Itôs mandatory whether packet matching with this rule is to keep log. 

Comment Rules annotation 

6.3 Addresses 

Before defining the pull-down menu ñPolicyò of ñFirewallò, normally itôs required to define address 
resource in accordance with specific rules (e.g. by department or personnel, etc.). By this way, security 
rules are easy to read and understand. When the IP address of a department or personnel changes, just 
update in this list, no need to modify the security rules. 

Note: Youôd better keep the number below 512 when adding address resource. Otherwise, the system 
performance will be subject to great influence. 

6.3.1 Address lists 

 

Figure 0 20 Address list 

Address is used for ñPolicyò in the pull-down menu of ñFirewallò. 

There are three methods to define address: 

1. IP address/mask 

2. Reverse IP address/mask 

3. Address range IP1 - IP2. 

Note: The type of address is not to be modified when modifying address resource. 

As shown in the figure below: 
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Figure 0 21 Address list maintenance 

Table 0 8 List of address types 

Range Description 

IP /MASK address IP and mask represent a segment. 

Compute with IP and mask automatically. The one added successfully will be a 
segment. E.g.: Enter 192.168.25.22/255.255.255.0 and it becomes 
192.158.25.0/255.255.255.0 if itôs added successfully. 

If you wish to specify a host, please select the mask as 255.255.255.255. 

Reverse IP /MASK 
address 

Define all addresses besides segments represented by IP and mask. 

 

IP1-IP2 address 
field 

IP1 must be less than or equal to IP2. 

If only one host is specified, IP1 may be equal to IP2. 

Note: You may define addresses of class A, B and C. 

6.3.2 Address groups 

 

Figure 0 22 Address group list 

Address group is used for ñPolicyò in the pull-down menu of ñFirewallò. 

Members of address group shall be addresses already defined in ñAddressò only. 

Click  in ñAddress groupò of ñAddressò in the pull-down list of ñFirewallò and the following 
interface appears: 
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Figure 0 23 Address group adding 

Table 0 9 Table of adding address group member 

Range Description 

Address list List all addresses defined in ñAddressò. ñServer addressò and ñAddress poolò canôt 
be a member of address group. 

Members belonging to address will be moved to the member list and no longer 
displayed in this list. 

Address group 
members 

All members of this address group. Members shall be addresses defined in 
ñAddressò only. 

An address group shall include one member as a minimum. 

 

Operation Description 

 Add a member. Click  to move the selected address to the member list. 

 Delete a member. Click  to move the selected member to the address list. 

 

6.3.3 Address pools 

ñAddress poolò is used for ip address field in defining address mapping. 

 

Figure 0 24 Address pool list 

Click  in ñAddress poolò and the following interface appears: 

 

Figure 0 25 Address pool adding 
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Table 0 10 Table of adding address pool member 

Range Description 

Addresses An address range from IP1 to IP2. A NAT address pool supports 254 IP addresses 
at most. IP addresses are not to cross segments. In computation, address mask of 
class A is 255.0.0.0; class B is 255.255.0.0 and class C is 255.255.255.0. 

IP1 must be less than or equal to IP2. 

When IP1 equals to IP2, it means one host. 

Different address pools may have the same IP address. 

 

Address pool defined here only defines resource for one address. NAT address translation rule of the 
referenced address will be functional only after corresponding alias device is created in alias device 
configuration. 

6.4 Services 

6.4.1 Predefined services 

Predefined services define common services which are not to be modified, deleted, only to be 
referenced. 

 

Figure 0 26 Predefined service list 

6.4.2 Dynamic services 

Dynamic service list provides all dynamic services currently defined. 

 

Figure 0 27 Dynamic service list 

Click  and the following interface appears: 

 

Figure 0 28 Dynamic service maintenance 
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Table 0 11 Dynamic service function list 

Range Description 

Protocol Select the dynamic protocol type to be modified which could be ftp, h323, tftp, irc, 
rstp, sqlnet, mms, xdmcp, h323_gk, sip. 

Port The port used by the protocol 

 

6.4.3 ICMP services 

The service list displays current ICMP services. 

 

Figure 0 29 Icmp service list 

The adding window is: 

 

Figure 0 30 Icmp service adding 

Table 0 12 Icmp service function list 

Range Description 

Type ICMP service type 

Code ICMP service code 

 

6.4.4 Basic services 

The list displays all basic services currently defined. 

 

Figure 0 31 Basic service list 

Click  and the following interface appears: 



Venusense UTM  Web Interface Operation Manual 

103 

 

Figure 0 32 Basic service adding 

Table 0 13 Table of adding basic service member 

Range Description 

Source port specify the port for the service requester 

An address scope from low port to high port. If only one port is to be represented, 
just set the low port as the same with the high port. 

Low port is less than or equal to high port. 

The value range for port is from 0 to 65535 

Source port usually is set as 0-65535, representing all ports. 

Destination port Specify the port to provide the service. 

An address scope from low port to high port. If only one port is to be represented, 
just set the number of the low port as the same with that of the high port. 

Low port is less than or equal to high port. 

The value range for port is from 0 to 65535 

Destination port usually is one or more ports, such as 80 - 80  

Protocol You may set TCP, UDP and other protocols. 

For TCP and UDP protocols, a port must be specified, and low port and high port 
must be in pair. If there is neither low port nor high port, itôs 0-65535 by default, 
representing all ports. 

For other protocols, a protocol number must be specified, ranging from 0 to 255. If 
the protocol involves port, then itôs the same with TCP and UDP; if the protocol 
involves no port, then the "Source port" and "Destination port" fields can be left 
blank. The system will default as 0-65535. 

 

One service needs at least one pair of ñProtocol + Source port + Destination portò, and supports 8 pairs 
as a maximum. Usually, itôs less than 8. Fill out successively from the top and the left lines may be left 
blank. 

6.4.5 Service groups 

 

Figure 0 33 Service group list 

Service group is used for ñPolicyò in the pull-down menu of ñFirewallò. 

Members of service group could be basic service, dynamic service and ICMP service already defined in 
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ñServiceò. 

Select "Service" in the pull-down menu of the firewall, and click  on the service group 
page and the following interface appears: 

 

Figure 0 34 Service group adding 
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Table 0 14 Table of service group member adding 

Range Description 

Service list List all services defined in ñServiceò, including ñPredefined serviceò, ñBasic 
serviceò, ñDynamic serviceò and ñICMP serviceò. 

Members of this service will be moved to the member list and no longer displayed 
in this list. 

Service group 
members 

List all members of this group. 

 

 

Operation Description 

 Add a member. Click  to move the selected service to the member list. 

 Delete a member. Click  to move the selected member to the service list. 

6.5 Time 

6.5.1 Time lists 

 

Figure 0 35 Time list 

You may define time by one-time scheduling and week-cycle scheduling, as shown in the figure below: 

 

Figure 0 36 Time resource maintenance 

Table 0 15 List of time resource maintenance member 

Range Description 

One-time 
scheduling 

Specify starting time and termination time (year, month, day, hour, minute, second) 

E.g.: The time period from 2006/10/01 00:00:00 to 2019/10/07 23:59:59 is holiday 
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time. Internal hosts are forbidden to visit INTERNET. You may define a one-off time 
in ñTime definitionò and then define corresponding rules in ñSecurity rulesò. 

Week-cycle 
scheduling 

You may specify staring time and termination time (hour, minute and second) every 
day within a week (seven days). 

E.g.: If itôs required to fulfill such function, forbidden any WEB browsing during 
working hours. You may set a security rule and set ñSource addressò and 
ñDestination addressò both as ñanyò, select ñHTTPò in terms of service, set 
ñworktimeò as shown in the figure in terms of time period. Other items may be by 
default. 

 

Note: Name of time list may start with a number. 

6.5.2 Time groups 

 

Figure 0 37 Time group list 

 

Figure 0 38 Time group maintenance 

Table 0 16 List of time group maintenance member 

Range Description 

Time list List all time defined in ñTimeò in the pull-down menu of ñFirewallò. 

Time group members are no longer displayed in this list. 

Time group 
members 

All members of this time group. 

 

Operation Description 

 Add a member. Click  to move the selected time to the member list. 

 Delete a member. Click  to move the selected member to the time list. 

Note: Name of time group canôt start with a number. 

6.6 Bandwidth 

As line bandwidth available for users is limited, to coordinate resources, and guarantee the priority of 
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important services, itôs necessary to control bandwidth. 

You may define three types of bandwidth resource: Non-shared bandwidth, shared bandwidth and 
bandwidth group. Shared bandwidth may be defined only after non-shared bandwidth is defined, while 
bandwidth group is the combination of shared bandwidth under different interfaces. 

6.6.1 Non-shared bandwidth 

You may add and delete non-shared bandwidth. 

 

Figure 0 39 Non-shared bandwidth list 

 

Figure 0 40 Non-shared bandwidth maintenance 

Table 0 17 List of bandwidth list maintenance member 

Range Description 

Name Name of non-shared bandwidth 

Interface Interface for non-shared bandwidth limitation. One interface allows one non-shared 
bandwidth to be established only. The interface of a defined bandwidth resource is 
not to be modified. 

Comment Comment information 

 

6.6.2 Shared bandwidth 

You may add and delete shared bandwidth. 

 

Figure 0 41 Shared bandwidth list 
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Figure 0 42 Shared bandwidth maintenance 

Table 0 18 List of bandwidth list maintenance member 

Range Description 

Name Name of shared bandwidth 

Priority When services are competing for bandwidth resource, services of high priority are 
always guaranteed first. Higher number corresponding to the priority indicates 
lower priority. 

Assured bandwidth Assured bandwidth, ranging from 0 to 1048576K. 

Maximum 
bandwidth 

Maximum bandwidth available for use, ranging from 0 to 1048576K. It must be 
greater than guaranteed bandwidth. 

Parent bandwidth Bandwidth resource already defined in non-shared bandwidth. Shared-bandwidth 
under the same parent bandwidth may borrow bandwidth from each other. 

Comment Comment information 

 

6.6.3 Bandwidth resources groups 

You may add, delete and modify bandwidth resources group. 

 

Figure 0 43 Bandwidth resources group list 

 

Figure 0 44 Bandwidth group maintenance 

Table 0 19 List of bandwidth list maintenance member 

Range Description 

Name Name of bandwidth resources group, referenced in Firewall>>Bandwidth 
management. Please ensure that there is no repetition in the name. 

Bandwidth under Each interface can only choose one shared bandwidth as the group member. 
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the interface 

Comment Comment information 

Bandwidth resources group defined is referenced in ñFirewall>>Bandwidth managementò. 

6.7 Blacklist 

6.7.1 IP blacklist 

The system provides the function of blocking a blacklist. As a result, a security gateway can block all 
packets from the source addresses on a blacklist permanently or in a certain period of time. 

The blacklist differs from the packet filtering rule in the following aspects: 1) The blacklist block is prior to 
the packet filtering rule; 2) The request for a connection of the source address rejected by packet filtering 
will be rejected. If the rule-prioritized security option is disabled, the connection established before 
adding rules will not be interrupted. An address on the blacklist will be blocked immediately no matter its 
connection is established or not before adding rules.  

Note: After being added, a blacklist rule cannot be modified. When necessary, delete the previous rule 
and add a new one.  

 

Figure 0 45 Configuring a blacklist 

 

Figure 0 46 Creating a blacklist 

Table 0 20 Items for creating a blacklist 

Field name Description 

IP address Indicates the address to be blocked. 

Block Indicates the minutes counted from the start time of the current 
blocking operation. The value 0 means permanent blocking.  

Comment Displays the start time of the blocking operation by default. 

 

6.7.2 Host service blacklist 

The host service blacklist is generated by clicking the "Block" button for a security event on the "System 
management > State > Latest events" interface. After successful creation of a host service blacklist, the 
corresponding iptables rules of this event are added into the UTM_BLOCK chain of the iptables rules. During 
the effective block time, the ports and addresses related to this security event will be blocked directly. 
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Figure 0 47 Interface for the latest events 

Not all events on the ñLatest Eventsò interface can be blocked. Only seven events are set to ñBlockò as 
follows: 1) the anti-virus event, 2) the intrusion detection event, 3) the URL filter event, 4) the green 
Network event, 5) the protocol control events, 6) the active defense event, 7) the vulnerability scanning 
event. Several other events (the agency event, VDS event, and IDS event) that may be displayed on the 
ñlatest Eventsò interface are not set to ñBlockò. 

When each security event is being blocked, the rules loaded in iptables are not the same. The source or 
destination address (port) to be blocked is based on the type of the security event, as shown in Table 
6ï21: 

Table 0 21 Ports and addresses to be blocked for all security events 

Event description Address type Port type Event name 

Anti-virus event Source address Source port Anti-virus  

Intrusion prevention event Source address Destination port Intrusion detection 

URL filter event Destination address Destination port URL filter 

Green network event, Destination address Destination port Green network 

Protocol control event, Destination address Destination port Protocol control 

Active defense event Destination address Destination port Active defense 

Vulnerability scanning event Destination address Destination port Vulnerability scanning 

 

Click the ñBlockò button of the corresponding event to display the "Block" interface, on which the block 
time (in minutes) can be edited. Click ñOKò to validate the blacklist. See Figure 6-47 for the block 
interface. When creating a blacklist, you may encounter these circumstances: The displayed page says: 
ñThe addresses and ports related to this event are blocked. Please change the block time on the 
óFirewall > Blacklist > Host service blacklistô interfaceò. This is because the corresponding addresses and 
ports of the blacklist to be created have been written in the iptables rule. You need to only change the 
block time previously added to the blacklist records. 

The block time range is from 0 to 43200 minutes (per month). The value 0 stands for blocking forever. 
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Figure 0 48 ñBlockò interface 

The ñFirewall > Blacklist > Host service blacklistò interface displays all the unexpired host service 
blacklists. Each record shows the establishment time and blocked minutes of a blacklist as well as 
blocked addresses, port types, and corresponding values. You can perform the Edit and Delete 
operations for each record. By editing a record, you can change the block time of the blacklist record. 
When being validated, the start time of the blocking operation for the record is the effective time of the 
edition. By performing the ñDeleteò operation, you can delete the record and the corresponding iptables 
rule of the event at the same time. You can select several or all records to delete at one time. See Figure 
6-48 for the ñhost service blacklistò interface. See Figure 6-49 for the iptables rule generated by the host 
service blacklist. 

 

Figure 0 49 Interface for the host service blacklist 

 

Figure 0 50 UTM_BLOCK chain of the iptables rule 

The firewall may shut down the computer during the unexpired block time of the host service blacklist. It 
will be read in the unexpired blacklist records upon the second shutdown. The time interval between 
shutdowns is counted in the block time. Note: The aforesaid function can come into effect only after all 
configurations are saved or the ñnewconfig saveò command is typed in the command line before 
shutdown. 

6.8 Address binding 

The IP/MAC address binding function is used to avoid illegal use of IP addresses in the web-based 
management. 
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If the IP/MAC check is started, after receiving a packet, the security gateway checks the IP/MAC address 
binding table configured by the administrator based on the source IP and MAC addresses in the packet. 
Upon a successful search in the address binding table, match means that the packet can pass, and 
mismatch means it can not pass. Upon a failed search in the address binding table, the packet is 
transmitted based on the physical interface policy (allowing the packet to pass for unbounded IP/MAC 
addresses). 

You can select whether to record log information discarded by this function, depending on the actual 
situation. 

 

Figure 0 51 Interface for binding addresses 

Choose ñFirewall > Address bindingò to implement the following functions: 

 ̧ Detect IP/MAC address pairs. There are two methods for detection. 

(1) Detection by network port 

(2) Detection by IP address 

 ̧ Bind IP/MAC address pairs. There are two methods for binding. 

(1) Select the detected IP/MAC address pairs and bind them. 

(2) Input IP/MAC address pairs. 

Automatically detecting IP/MAC address pairs 

Table 0 22 Items for detecting IP/MAC addresses 

Field name Description 

According to network 
interface detection 

Indicate the method for detecting IP/MAC addresses.  

Network interfaces 
such as eth0 

Indicate the list of the currently enabled network interfaces.  

The administrator specifies network interfaces whose IP/MAC addresses need 
to be detected in accordance with demands. 

According to IP 
detection 

Indicate the method for detecting IP/MAC addresses. 

Input box Input the IP address or network segment. 

Detect Click the ñDETECTò button to detect the IP/MAC addresses of the specified 
network interface. 

After detection, the checkbox before the specified network interface is 
deselected. The administrator can click the ñDETECTED IP/MACò button to 
view. 

Detected IP/MAC Click the ñDETECTED IP/MACò button to display a list for the currently detected 
IP addresses, MAC addresses, and network interfaces.  



Venusense UTM  Web Interface Operation Manual 

113 

To detect IP/MAC address pairs according to network interfaces, follow the steps: 

1. Choose ñFirewall > Address bindingò to display the ñFirewall > Address bindingò interface. 

2. Select ñAccording to network interface detectionò to specify the network interface for detecting the 
IP/MAC addresses. 

3. Click ñDETECTò to detect the IP/MAC address pair of the specified network equipment. There will 
be an interface displaying ñDetecting. Please waitéò which may last dozens of seconds, depending 
on the application environment. 

4. When the message ñDetection is completed. Please click the <DETECTED IP/MAC> button to view 
the results.ò is displayed, click ñOKò and ñDetected IP/MACò. 

5. Change to the ñDetected IP/MACò interface, displaying the currently detected IP addresses, MAC 
addresses, and network interfaces of the specified network interfaces. The administrator can 
implement the binding function according to the detected IP/MAC address pairs. See the operation 
instructions for the ñDetected IP/MACò interface.  

To detect IP/MAC address pairs according to IP addresses, follow the steps: 

1. Choose ñFirewall > Address bindingò to display the ñFirewall > Address bindingò interface. 

2. Select ñAccording to IP detectionò, and enter the IP address of the host to be detected in the input 
box.  

3. Click ñDETECTò to detect the IP/MAC address pair of the specified network equipment. There will 
be an interface displaying ñDetecting. Please waitéò which may last dozens of seconds, depending 
on the application environment. 

4. When the message ñDetection is completed. Please click the <DETECTED IP/MAC> button to view 
the results.ò is displayed, click ñOKò and ñDetected IP/MACò.  

5. Change to the ñDetected IP/MAC" interface, displaying the currently detected IP addresses, MAC 
addresses, and network interfaces of the specified network interfaces. The administrator can 
implement the binding function according to the detected IP/MAC address pairs. See the operation 
instructions for the ñDetected IP/MACò interface. 

 

Figure 0 52 Displaying the detected IP/MAC pairs 

Table 0 23 Configuration items for binding IP/MAC pairs 

Field name Description 

Detected IP/MAC Input the IP/MAC pair to be searched. 

Search Click the ñSEARCHò button to search for the specified address pair in the 
listed items.  

Selected Select the IP/MAC pair to perform the delete or bind operation according to 
your selection.  

IP The detected IP address can not be a multicast address. 

MAC The detected MAC address can not be a multicast address. 

Network interface The IP/MAC pair is detected for the network interface. 

Selected all Select all the detected IP/MAC pairs to perform the delete or bind operation 
according to your selection. 

Uniqueness check When the ñUniqueness checkò checkbox is selected, IP addresses match 
MAC addresses in one-to-one mode. Otherwise, one MAC address can be 

app:ds:one-to-one
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used to bind several IP addresses. 

Upon a successful search in the address binding table, match means the 
packet can pass, and mismatch means it can not pass. Upon a failed search 
in the address binding table, the packet is transmitted based on the default 
policy (allow or forbid). 

Delete Delete the selected IP/MAC address pairs from the current list. 

Bind Bind the IP/MAC/network interfaces for the selected entries. The successfully 
bound IP/MAC pairs will be displayed in the list for bounded IP/MAC pairs. 

Cancel Cancel the current operation. 

 

Operation instructions for the ñDetected IP/MAC pairò interface: 

1. The administrator can select corresponding address entries as the circumstances may require or 
select the ñSelected allò checkbox to select all the address entries.  

2. When the ñUniqueness checkò checkbox is selected, all the selected address entries are checked for 
uniqueness. 

3. Click ñDELETEò to delete the selected address entries and remove the address pairs from the 
current list. Click ñBINDò to bind the address pairs. The interface is closed after successful binding.  

Manually creating IP/MAC address pairs 

 

Figure 0 53 Configuration for binding IP/MAC address pairs 

 

Figure 0 54 Creating addresses to be bound 

Table 0 24 Items for binding addresses 

Field name Description 

IP address IP address to be bounded 

MAC address The IP address to be bound can not be a multicast address. 

Uniqueness 
check 

When the ñUniqueness checkò checkbox is selected, IP addresses match MAC 
addresses in one-to-one mode. Otherwise, one MAC address can be used to bind 
several IP addresses. 

Upon a successful search in the address binding table, match means the packet can 
pass, and mismatch means it can not pass. Upon a failed search in the address binding 
table, the packet is transmitted based on the default policy (allow or forbid). 

Operation steps for manually creating rules for binding IP/MAC address pairs: 

1. Choose ñFirewall > Address bindingò to display the ñFirewall > Address bindingò interface. 

2. In the list of bound IP/MAC address pairs, click ñNEWò to display the ñAddress binding maintenanceò 
interface. 

app:ds:one-to-one
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3. Add the known and to-be-bound IP/MAC address pairs to this interface, and click ñOKò to add this 
rule and close the window after successful adding. If you click ñADD NEXTò, the window is still open 
after this rule is added successfully. In this case, you can continue to add the next rule.  

Operation steps for manually deleting IP/MAC address pairs: 

1. Choose ñFirewall >> Address bindingò to display the ñFirewall>> Address bindingò interface. 

2. Choose ñDeleteò in the list of the bound IP/MAC address pairs to display the ñConfirm deletionò 
interface. 

3. You can choose to delete the current record, all records, or the bounded pairs in the address 
segment. 

 

Figure 0 55 Deleting IP/MAC address pairs 

Notes: 

1. To enable the IP/MAC binding function, select the global switch option (ñStart 
IP/MAC checkò in this section). To record the discarded logs, select the ñRecord 
binding logò option. 

2. The IP/MAC binding function is closely related to network interfaces. On the basis of 
item 1, this function can be effective when being enabled at the corresponding 
network interface. 

3. If a network interface is set to ñAllow unbound IPMAC to passò, packets can be 
transmitted for IP addresses that not specified. That is, the packets for IP addresses 
unavailable in the IP/MAC binding list can pass through the equipment without 
being discarded. 

6.9 Security option 

Security option provides several global security policies which may be set by the security gateway, including 
packet filtering policy, against the attack, IP/MAC inspection switch and whether it allows all the not IP 
protocol besides IP and ARP to pass. These parameters are valid to the entire security gateway. 

The interface is shown below: 
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Figure 0 56 Security option configuration 

6.9.1 Packet filtering policy 

Packet filter default allow: Setting of packet filtering default policy. If checked, the default packet filtering 
policy will be accepted; otherwise, it will be forbidden. Packet filtering default policy is used when none of 
the packet filtering rules added by the user is matched. If packet filtering default policy is forbidden, 
packet filtering rules added by the user shall allow certain connections to pass. If packet filtering default 
policy is allowed, packet filtering rules added by the user shall forbid certain connections to pass. 

Strict state detection: If checked, itôs enabled. If not, itôs forbidden. It's only for TCP connection. If itôs 
enabled, it will create a connection status for packets with SYN mark only, not for any TCP packet beside 
such packets. In addition, itôs possible to prevent ACK scanning attack by enabling ñStrict state detectionò. 
Itôs suggested that users check it. Under special network environment, such as an environment of 
single-arm routing or load balancing, the security gateway may be unable to receive packets of 
three-way handshaking. Right now, ñStrict state detectionò is not to be checked. 

Not preferred matching of connection status: Itôs preferred matching of connection status if enabled 
(Default: preferred matching of connection status). If not enabled, after a connection is established on 
the security gateway, preferred matching will be executed according to the connection status; if enabled, 
not preferred matching will be executed according to the connection status. 

6.9.2 Allow all the not IP protocol 

You may allow all not IP protocol to pass via this interface; whether the 43 protocols listed, custom 
agreements and unlisted protocols are allowed to pass. 

Set whether Ethernet protocols beside IP and ARP are allowed to pass. Protocol types include 43 kinds 
of fixed protocol (where IP, ARP and IPv6 are not editable) and 5 kinds of custom agreements. 
Maintenance interface for custom agreement is shown below: 
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Figure 0 57 Custom agreement configuration in security option 

Name consists of 8 letters and numbers. The protocol number ranges from 1 to 65535 with 3 reserved. 

You could set to allow other types of packets beside the above protocols to pass. 

Table 0 25 List of defined not IP protocol 

Name (protocol number) Description 

LOOP(96) Ethernet Loopback packet 

PUP(512) Xerox PUP packet 

PUPAT(513) Xerox PUP Addr Trans packet 

IP(2048) Internet Protocol packet 

X25(2053) CCITT X.25 

ARP(2054) Address Resolution packet 

BPQ(2303) G8BPQ AX.25 Ethernet Packet  

IEEEPUP(2560) Xerox IEEE802.3 PUP packet 

IEEEPUPAT(2561) Xerox IEEE802.3 PUP Addr Trans packet 

DEC(24576) DEC Assigned proto 

DNA_DL(24577) DEC DNA Dump/Load 

DNA_RC(24578) DEC DNA Remote Console 

HDLC(25) HDLC frames 

LAT(24580)  DEC LAT 

DIAG(24581) DEC Diagnostics 

CUST(24582) DEC Customer use 

SCA(24583) DEC Systems Comms Arch 

RARP(32821) Reverse Addr Res packet 

CONTROL(22)  Card specific control frames 

LOCALTALK(9) Localtalk pseudo type 

MOBITEX(21) Mobitex 



Venusense UTM  Web Interface Operation Manual 

118 

IPX(33079) IPX over DIX  

IPV6(34525) IPv6 over bluebook 

AX25(2)   Dummy protocol id for AX.25 

802_2(4) 802.2 frames 

EDP2(34978) Coraid EDP2 

802_3(1) Dummy type for 802.3 frames 

SNAP(5) Internal only 

PPP_DISC(34915) PPPoE discovery messages 

ATMMPOA(34892) MultiProtocol Over ATM 

DDCMP(6) DEC DDCMP: Internal only 

AARP(33011) Appletalk AARP 

ATMFATE(34948) Frame-based ATM Transport over Ethernet 

WAN_PPP(7) Dummy type for WAN PPP frames 

PPP_MP(8) Dummy type for PPP MP frames 

ECONET(24) Acorn Econet 

TR_802_2(17) 802.2 frames 

IRDA(23) Linux-IrDA 

DNA_RT(24579) DEC DNA Routing 

PPP_SES(34916) PPPoE session messages 

ATALK(32923) Appletalk DDP 

PPPTALK(16) Dummy type for Atalk over PPP 

8021Q(33024) 802.1Q VLAN frame 

If 8021Q is allowed to pass by the user, the user is allowed to partially filter IPv4, IPv6 and ARP data 
encapsuled by VLAN message of 802.1Q. If PPP_SES is allowed to pass by the user, the user is 
allowed to partially filter IPv4, IPv6 data encapsuled by PPPOE. If checked, it will be subject to packet 
filtering. If not, it will transmit corresponding VLAN or PPPOE message transparently. 

 

Figure 0 58 Layer 2 protocol filter payload configuration in security option 

6.10 Server balancing 

Combining the features of the firewall, server load balancing acts as a load scheduler realized on the 
firewall. Server load balancing provides scheduling services for actual server in accordance with certain 
load-balancing algorithm ensure that server resources are utilized in an efficient way.  

This scheduling server provides IP-level scheduling, supporting various balancing services of TCP and 
UDP. 

Actual server refers to the server that provides application services. Virtual server means that the 
security gateway provides an IP and port for external client to visit After the security gateway receives 
these service requests, is will load these requests to the actual server. When the actual server feeds 
back these requests, the security gateway will send these service feedback data back to the client after 
NAT translation. 

In server load balancing service, except for realizing the scheduler, it also provides two schemes for 
inspecting the status of the actual server so that provision of normal service will not be influenced even 
when one server or some servers in the server cluster become faulty.  
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Refer to Chapter VII Server Load Balancing Concept and Configuration Method of Venusense UTM 
Function Manual for details. 

6.10.1 Virtual servers 

 

Figure 0 59 Virtual server 

This interface is to fulfill the following functions: 

Provide an access to maintenance of virtual server. 

Start and stop server load balancing service. 

Add a virtual server: 

Click ñNewò on the interface to create a new server, as shown below: 

 

Figure 0 60 Virtual server maintenance 

Table 0 26 Description of field names (1) 

Field name Description 

Virtual server 
name 

Name of the virtual server that provides load balancing. 

VIP IP address of the virtual server 

Service type Service type of load balancing, UDP or TCP 

Service ports Service ports of the virtual server 

Lasting time Timeout of the service provided by the virtual server. 

Scheduling 
algorithm 

The allocation algorithm used when the load balancer assigns data service request 
to the actual server. 

With each field configured, click the ñSubmitò button to complete. 

Modify a virtual server: 

Click icon ñEditò in "Operationò 

Execute modification 

Click ñOKò to complete modification. 

Delete a virtual server: 

Click icon ñDeleteò in ñOperationò and complete deletion. 

Start and stop load balancing. 
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Click the ñStart load balancingò button in ñVirtual serverò interface to start server load balancing, then this 
button will turn into ñStop load balancing". 

Click the ñStop load balancingò button in ñVirtual serverò interface, then this button will turn into ñStart load 
balancing". 

6.10.2 Actual servers 

 

Figure 0 61 Actual server 

This interface is to fulfill the following functions 

Provide an access to maintenance of actual server. 

Add an actual server: 

Click ñNewò on the interface and an interface for actual server maintenance appears, as follows: 

 

Figure 0 62 Actual server maintenance 

Table 0 27 Description of field names (2) 

Field name Description 

Actual server 
name 

Name of the actual server which provides actual service. 

Server IP IP address of the actual server 

Service ports Service ports where actual server provides services. 

Weight Weighted value of the actual server which is a positive integer. 

Subordinate virtual 
server 

Name of the virtual server which provides scheduling. 

Gateway IP A network interface IP on the security gateway which is within the same segment 
as the actual server and provides gateway service for the actual server. 

With each field configured, click the ñSubmitò button to complete. 

Modify an actual server: 

Click icon ñEditò in "Operationò 

Execute modification 

Click ñOKò to complete modification. 

Copy an actual server: 

Click icon ñCopyò in "Operationò 

Execute modification. There shall be no repetition between the actual server name and the server IP 
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field. 

Click ñOKò to complete modification. 

Delete an actual server: 

Click icon ñDeleteò in ñOperationò and complete deletion. 

6.10.3 Detection set 

 

Figure 0 63 Detection set 

This interface is to fulfill the following functions 

Set the detection method for the security gateway to detect the status of the actual server. 

Set the time interval that the security gateway detects the status of the actual server. 

Table 0 28 Description of field names (3) 

Field name Description 

Detection methods Detection methods for the security gateway to detect the actual server. Currently 
ICMP and server port detection are provided. 

Detection time 
interval 

The time interval that the security gateway detects the status of the actual server. 

With each field configured, click the ñSubmitò button to complete. 

6.11 Active defense 

Active defense is a value-added service of Internet newly launched by Beijing Venustech Cybervision Co., Ltd. 
It effectively manages the IT resources for the user, makes the user use the Internet resources more safely, 
ensures the operation of key services and blocks or limits the Trojan behaviors when using the Internet 
through the URL filtration and active identification. 

When the active defense service is started, the firewall will conduct url detection to the data flow defined 
in the active defense rules. If the url of the detected data flow is consistent with that in the active defense 
detection library, block it. 

6.11.1 Active defense service 

Click ñFirewall >> Active defense >> Serviceò to pop up the operating interface for active defense service 
as shown in the figure below: 

 

Figure 0 64 Interface for starting and stopping the active defense service 
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Tick the ñStart active defenseò item and then click the ñSubmitò button to start the active defense service 
function. Click the ñSubmitò button without ticking the ñStart active defenseò item to stop the active defense 
service function. 

Mark the time when the active defense detection library of the equipment was updated last time and the 
character number in the library behind the two items under ñupdate messageò respectively. 

6.11.2 Active defense rules 

It provides the functions to add, delete and edit active defense rules. The active defense rules determine 
whether the specific network packet can pass the security gateway and also provide other related 
options to protect the network from being attacked. 

Click ñFirewall >> Active defense >> Ruleò to pop up the operating interface for active defense rule list as 
shown in the figure below: 

 

Figure 0 65 Interface for adding active defense rules 

Click the ñNewò button to pop up the interface for creating active defense as shown in the figure below: 

 

Figure 0 66 Interface for editing active defense rules 

Table 0 29 Description of active defense rule configuration items 

Field name Description 

Rule name Name of the active defense rule 

ID Input the ID of the newly added active defense rule. 
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The security gateway will match and execute rules by their IDs in an ascending order. 
IDs shall be numbers. 

If such numbers are the same as a defined rule ID, the security gateway will replace 
the original active defense rule and all the rules whose IDs are behind it to the next 
number automatically, and set the ID of the newly added active defense rule as the 
input ID.  

If itôs not to modify the ID in the interface, it will be added as the last one. 

If the ID is bigger than the sum of the existing rules plus 1, it will be added as the last 
one. 

Source address ñNew addressò, ñNew address groupò and ñAnyò are available, where new address 
can be created in ñNew addressò, more than one address can be created in ñNew 
address groupò and ñanyò represents any. 

Destination 
address 

The form is the same as that of the source address. 

Sport More than one port may be separated by English commas or more than one port 
section may be separated by English colons for the Sport item. Do not apply the two 
separation methods at the same time. If the service resources defined in the 
resource definition include sports, the sports defined by the rule here shall prevail. 

Inport Limit the inport of network packets to prevent IP spoofing. 

Optional contents include any and all the enabled ports.  

The default value is any, indicating that the receiving port is not limited. 

Under transparent mode, choose corresponding physical port such as fe1. 

If the inport canôt be determined or it canôt be determined whether the working mode 
is the mixed mode, itôs recommended that any be chosen. 

Outport Limit the inport of network packets to prevent IP spoofing. 

Optional contents include any and all the enabled ports.  

The default value is any, indicating that the receiving port is not limited. 

Under transparent mode, choose corresponding physical port such as fe1. 

If the inport canôt be determined or it canôt be determined whether the working mode 
is the mixed mode, itôs recommended that any be chosen. 

Schedule time ñNew time listò and ñNew time group listò are available, where new time can be set in 
ñNew time listò and many times can be set in ñNew time group listò; of course null can 
be selected to indicate that no time resource is selected. 

Schedule 
service 

ñPredefined schedule serviceò, ñPredefined dynamic schedule serviceò, ñNew ICMP 
serviceò, ñNew basic schedule serviceò, etc. are available. 

Check log Whether to enable the active defense check log. 

Remark Rules annotation 

 

When the ñActive defense ruleò has been edited, click the ñSubmitò button to complete creating the active 
defense rule as shown in the figure below: 

 

Figure 0 67 New active defense rule 

Click the  icon behind every rule to edit the corresponding rule, click the  icon to copy the 

corresponding rule, click the  icon the move the corresponding rule and click the  icon to delete 
the corresponding rule. 
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Chapter 7 Application Protection 

As the Internet service develops fast and the Internet contents become more and more complex, network 
infiltrators no longer simply use the common single intrusion techniques, so more network attacks are 
combined with other attack techniques, such as viruses, to get infiltrated into the intranets in all directions. 
The application protection combines the anti-virus policies and intrusion detection protection policies. It filters 
the packet contents through anti-virus first and then monitors the packet behaviors through the intrusion 
detection protection to fully protect the intranets.  

7.1 Protocol control 

Protocol control is one of the important functions of the security gateway system. It controls HTTP, FTP, 
SMTP and POP3 to make the use safely surf the Internet and download files through them. 

Protocol control strategies include HTTP, FTP, SMTP and POP3.  

7.1.1 Protocol control strategies 

Control the ñProtocol control strategiesò and ñProtocol control countò trough the protocol control strategies. 
Click ñApplication protection >> Protocol control >> Protocol control strategiesò to pop up the interface as 
shown in the figure below: 

 

Figure 0-1 Interface for protocol control strategies 

Click the ñNewò button in the figure above to pop up the Interface for adding protocol control strategies as 
shown in the figure below: 

 

Figure 0 2 Interface for adding protocol control strategies 

Name the new strategy according to the naming rules in the interface for adding protocol control strategies, 
and then select the protocol to be controlled from the HTTP, FTP, SMTP and POP3 set before with at least 
one protocol referenced, and finally click the ñSubmitò button to complete the setting as shown in the figure 
below: 

 

Figure 0 3 Configuring protocol control strategies 

Click the ñStart protocol countò button in the Interface for protocol control count to count the operations to set 
protocols, including control counting of the HTTP to access web pages, FTP total number of files download, 
FTP total number of files uploaded, SMTP total number if messages sent, POP3 total number of messages 
received, IMAP total number of messages received, FTP to access web pages and MSN total number of files 
transport. Click the "Cleanò button to clean the data count. 
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Figure 0 4 Interface for protocol control count 

Click the ñExportò button to export the counted data (it will prompt ñDo you want to open or save this file?ò). 

 

Figure 0 5 Interface for exporting protocol count 

7.1.2 Protocol control configuration 

Control HTTP, FTP, SMTP and POP3 through the protocol control configuration. Click ñApplication 
protection >> Protocol control >> Protocol control configurationò to pop up an interface as shown in the figure 
below: 

 

Figure 0 6 Interface for configuring protocol control 

Click the ñNewò button in the figure above to pop up the corresponding interface as shown in the figure below: 
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Figure 0 7 Interface for adding configurations 

Name the new configuration according to the naming rules in the interface for adding configurations with 
comments addable; set it to allow or forbid controlling the methods, such as GET, POST, PUT, HEAD and 
CONNECT, in ñMethods controlò; import the URLs to be filtered in the URL class list to the URL class 
members for filtration in ñURL filterò; the URL resource file length limit is 0-1024 bytes so the URL resource file 
length can only be set within the range; import the file extensions to be filtered in the EXT class list to the EXT 
class members for filtration in ñFile extension filterò; 

 

Figure 0 8 Interface for adding advanced configuration options 

Set ñAdvanced optionsò in the interface for adding configurations shown in the figure above to set the ñMIME 
controlò and ñHTTP error response content to replaceò,, and then click the ñSubmitò button to complete 
configuring ñAdd policiesò. 

Table 0 1 Description of HTTP protocol configuration items 

Field name Description 

Name Add the HTTP configuration name which shall consist of 1 to 15 letters, numbers, 
Chinese characters and underlines. 

Comment Comment information of the HTTP configuration 

Log Tick it to send logs. 

Method control Control operation of the HTTP commands, including the GET, POST, PUT, HEAD 
and CONNECT commands. Allow the selected command to pass it by selecting 
ñAllowò, and forbid the selected command to pass it by selecting ñForbidò. 

URL filter Control the set URLs. Allow visiting the URL entered by selecting ñAllowò and forbid 
visiting it by selecting ñForbidò. Its length shall be within 1-1024 bytes. 

URL resource file Control length limits of the URLs visited through HTTP. In the case of URL length 
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length limit exceeding the limit, itôs not allowed to visit it. The length unit shall be byte(s). 

File extension filter Control the set file extensions. Allow the selected file class to pass it by selecting 
ñAllowò and forbid the selected file class to pass it by selecting ñForbidò. These files 
include movie, music, image, text, compression and application. 

URL contents Control the selected URL contents. Allow the selected contents to pass it by 
selecting ñAllowò and forbid the selected contents to pass it by selecting ñForbidò. 

HTML contents Control the HTML contents. Allow the selected contents to pass it by selecting 
ñAllowò and forbid the selected contents to pass it by selecting ñForbidò. 

Webmail sending 
control 

Enable webmail sending control by selecting ñEnableò and the currently supported 
webmails include the free mailboxes of 126,163, yeah.net, qq, sina, yahoo and live. 

MIME control Control MIME. Allow the selected contents to pass it by selecting ñAllowò and forbid 
the selected contents to pass it by selecting ñForbidò. 

Click the ñNewò button under FTP to pop up the interface for adding FTP configurations as shown in the figure 
below: 

 

Figure 0 9 Interface for adding FTP configurations 

Conduct ñAllowò and ñForbidò controls to the commands, such as LIST, DELE, NLST, CWD, RETR, STOR 
and XPWD, in the interface for adding FTP configurations; the ñUser controlò field is null by default, so add a 
value to select ñAllowò or ñForbidò; control members of all class lists in ñUpload controlò and ñDownload 
controlò. The ñFile name controlò field is null by default, so add a file name to control it. 

Table0 2 Description of FTP protocol configuration items 

Field name Description 

Name Add the FTP configuration name which shall consist of 1 to 15 letters, numbers, 
Chinese characters and underlines. 

Comment Comment information of the FTP configuration 

Log Tick it to send logs. 

Command control Control operation of the FTP commands, including the LIST, DELE, NLST, CWD, 
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RETR, STOR and XPWD commands. Allow the selected command to pass it by 
selecting ñAllowò and forbid the selected command to pass it by selecting ñForbidò. 

User control Control the FTP users. The allowed users can visit the FTP service through a proxy 
while the forbidden user cannot visit it. 

Upload control Control the file types to be uploaded. The file types allowed in the list can be 
uploaded and those forbidden in the list cannot be uploaded. 

Download control Control the file types to be downloaded. The file types allowed in the list can be 
downloaded and those forbidden in the list cannot be downloaded. 

File name control Control the selected file names. Allow the selected file names to pass it by 
selecting ñAllowò and forbid the selected file names to pass it by selecting ñForbidò. 

Banner 
replacement 

Set protection replacement for the information of the FTP server. 

 

Click the ñNewò button under SMTP to pop up the interface for adding SMTP policies as shown in the figure 
below: 

 

Figure 0 10 Interface for adding SMTP configurations 

The fields of ñRecipient addressò, ñSender addressò, ñMail subject keywordò, ñIP black listò, etc. in the interface 
for adding SMTP configurations are null by default, so add values to them and then select ñAllowò or ñForbidò. 
Enable the "Mail bomber defense" function in ñAdvanced optionsò to set the mail server threshold, mail 
threshold, statistical time and trust IP addresses. 

Table 0 3 Description of SMTP protocol configuration items 

Field name Description 

Name Add the SMTP configuration name which shall consist of 1 to 15 letters, numbers, 
Chinese characters and underlines. 

Comment Comment information of the SMTP configuration 

Log Tick it to send logs. 

Recipient address Control the selected recipient addresses. Allow the selected contents to pass it by 
selecting ñAllowò and forbid the selected contents to pass it by selecting ñForbidò. 

Sender address Control the selected sender addresses. Allow the selected contents to pass it by 
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selecting ñAllowò and forbid the selected contents to pass it by selecting ñForbidò. 

Mail subject 
keyword 

Control the selected mail subject keywords. Allow the selected contents to pass it 
by selecting ñAllowò and forbid the selected contents to pass it by selecting 
ñForbidò. 

IP black list Control the selected IP black lists. Allow the selected contents to pass it by 
selecting ñAllowò and forbid the selected contents to pass it by selecting ñForbidò. 

Mail bomber 
defense 

Set items such as the mail server threshold, mail threshold, statistical time and 
trust IP address. 

Click the ñNewò button under POP3 to pop up the interface for adding POP3 configurations as shown in the 
figure below: 

 

Figure 0 11 Interface for adding POP3 configurations 

The fields of ñRecipient addressò, ñSender addressò and ñMail subject keywordò are null by default in the 
interface for adding POP3 configurations, so add values and then select ñAllowò or ñForbidò. 

Table 0 4 Description of POP3 protocol configuration items 

Field name Description 

Name Add the POP3 configuration name which shall consist of 1 to 15 letters, numbers, 
Chinese characters and underlines. 

Comment Comment information of the POP3 configuration 

Log Tick it to send logs. 

Recipient address Control the selected recipient addresses. Allow the selected contents to pass it by 
selecting ñAllowò and forbid the selected contents to pass it by selecting ñForbidò. 

Sender address Control the selected sender addresses. Allow the selected contents to pass it by 
selecting ñAllowò and forbid the selected contents to pass it by selecting ñForbidò. 

Mail subject 
keyword 

Control the selected mail subject keywords. Allow the selected contents to pass it 
by selecting ñAllowò and forbid the selected contents to pass it by selecting 
ñForbidò. 

 

7.1.3 Protocol control resources 

Control the URL group, file extension group, MIME group, username group, email address group, email 
subject keyword group, IP group, URL content group, HTML content group through the protocol control 
resources correspondingly. Click the ñApplication protection>>Protocol control>>Protocol control resourcesò 
to pop up the interface as shown in the figure below: 

 

Figure 0 12 Interface for protocol control resources 

Configurations of the URL interface in the protocol control resources are listed in the figure above. Click the 
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ñNewò button to pop up the corresponding interface for adding protocol control group as shown in the figure 
below: 

 

Figure0 13 Interface for adding URL group 

When the ñNameò field is filled out according to the prompted naming rules, add comment information in the 
ñCommentò field, and then click the ñSubmitò button to complete the new task as shown in the figure below: 

 

Figure0 14 Interface for adding URL group 

When the URL group is successfully added, click the ñDetailò button in the corresponding group of Figure 8-1 
to add an URL item as shown in the figure below: 

 

Figure 0 15 Interface for adding URL item 

Set it according to the file extension group in the interface for protocol control resources as shown in the figure 
below: 

 

Figure 0 16 Interface for the file extension group 

Click the ñDetailò button to view the file extension items included in the corresponding group, which can be 
edited, deleted or added. 
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Figure 0 17 Interface for the file extension item 

Click the ñNewò button in the interface of the MIME group to pop up a window as shown in the figure below: 

 

Figure 0 18 Interface for adding MIME group 

Where, the MIME type includes application program, video type, audio type, image type and text type. Fill out 
all these fields, and then click the ñSubmitò button to complete the new task as shown in the figure below: 

 

Figure 0 19 Interface for configuring MIME group 

Click the  icon behind every item to edit the corresponding MIME group and click the  icon to delete 
the corresponding MIME group. 

Click ñApplication protection>>Protocol control>>Protocol control resources>>Username groupò to pop up the 
interface as shown in the figure below: 

 

Figure 0 20 Interface for username group 

Click the ñNewò button in the interface for username group to pop up a window as shown in the figure below: 

 

Figure 0 21 Interface for adding username group 
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When all fields in the interface for adding username group have been filled out, click the ñSubmitò button to 
complete the new task as shown in the figure below: 

 

Figure 0 22 Interface for configuring username group 

Click the  icon behind every item to edit the corresponding username group and click the  icon to 
delete the corresponding username group. Click the ñDetailò button to pop up a window as shown in the figure 
below: 

 

Figure 0 23 Interface for viewing details of the username group 

Click the ñNewò button in the interface for viewing details of the username group to pop up a window as shown 
in the figure below: 

 

Figure 0 24 Interface for adding username item 

When all fields in the interface for adding username item have been filled out, click the ñSubmitò button to 
complete the username addition task as shown in the figure below: 

 

Figure0 25 Interface for configuring username item 

Click the ñReturnò button to return to the interface for username group. 

Click ñApplication protection>>Protocol control>>Protocol control resources>>Email address groupò to pop up 
the interface as shown in the figure below: 

 

Figure 0 26 Interface for email address group 

Click the ñNewò button in the interface for email address group to pop up a window as shown in the figure 
below: 
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Figure 0 27 Interface for adding email address group 

When all fields in the interface for adding email address group have been filled out, click the ñSubmitò button 
to complete the email address group addition task as shown in the figure below: 

 

Figure 0 28 Interface for configuring email address group 

Click the  icon behind every item to edit the corresponding email address group, click the  icon to 
delete the corresponding email address group and click the ñDetailò button to pop up a window as shown in 
the figure below: 

 

Figure 0 29 Interface for viewing details of the email address group 

Click the ñNewò button in the interface for viewing details of the email address group to pop up a window as 
shown in the figure below: 

 

Figure 0 30 Interface for adding email address item 

When the "Emailò field in the interface for adding email address item has been filled out, click the ñSubmitò 
button to complete the new task as shown in the figure below: 

 

Figure 0 31 Interface for configuring email address item 

Then, click the ñReturnò button to return to the interface for email address group. 

Click ñApplication protection>>Protocol control>>Protocol control resources>>Email subject keyword groupò 
to pop up the interface as shown in the figure below: 
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Figure 0 32 Interface for email subject keyword group 

Click the ñNewò button in the interface for email subject keyword group to pop up a window as shown in the 
figure below: 

 

Figure 0 33 Interface for adding email subject keyword group 

When all fields in the interface for adding email subject keyword group have been filled out, click the ñSubmitò 
button to complete the new task as shown in the figure below: 

 

Figure 0 34 Interface for configuring email subject keyword group 

Click the  icon behind every item to edit the corresponding email address group, click the  icon to 
delete the corresponding email address group and click the ñDetailò button to pop up a window as shown in 
the figure below: 

 

Figure0 35 Interface for configuring email subject keyword group 

Click the ñNewò button in the interface for viewing details of the email subject keyword group to pop up a 
window as shown in the figure below: 

 

Figure 0 36 Interface for adding email subject keyword item 

When the field in the interface for adding email subject keyword item has been filled out, click the ñSubmitò 
button to complete the new task as shown in the figure below: 

 

Figure 0 37 Interface for configuring email subject keyword item 

Then, click the ñReturnò button to return to the interface for email subject keyword group. 

Click the ñApplication protection>>Protocol control>>Protocol control resources>>IP groupò to pop up the 
interface as shown in the figure below: 
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Figure 0 38 Interface for IP group 

Click the ñNewò button in the interface for IP group to pop up a window as shown in the figure below: 

 

Figure 0 39 Interface for adding IP group 

When all fields in the interface for adding IP group have been filled out, click the ñSubmitò button to complete 
the new task as shown in the figure below: 

 

Figure 0 40 Interface for configuring IP group 

Click the  icon behind every item to edit the corresponding IP group, click the  icon to delete the 
corresponding IP group and click the ñDetailò button to pop up a window as shown in the figure below: 

 

Figure 0 41 Interface for viewing details of the IP group 

Click the ñNewò button in the interface for viewing details of the IP group to pop up a window as shown in the 
figure below: 

 

Figure 0 42 Interface for adding IP item 

Add an IPV4 address or an IPV6 address in the interface for adding IP item, and then click the ñSubmitò button 
to complete the new task as shown in the figure below: 

 

Figure 0 43 Interface for configuring IP item 

Then, click the ñReturnò button to return to the interface for IP group. 
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Click ñApplication protection>>Protocol control>>Protocol control resources>>URL content groupò to pop up 
the interface as shown in the figure below: 

 

Figure 0 44 Interface for URL content group 

Click the ñNewò button in the interface for URL content group to pop up a window as shown in the figure 
below: 

 

Figure 0 45 Interface for adding URL content group 

When all fields in the interface for adding URL content group have been filled out, click the ñSubmitò button to 
complete the new task as shown in the figure below: 

 

Figure 0 46 Interface for configuring URL content group 

Click the  icon behind every item to edit the corresponding URL content group, click the  icon to delete 
the corresponding URL content group and click the ñDetailò button to pop up a window as shown in the figure 
below: 

 

Figure 0 47 Interface for viewing details of the URL content group 

Click the ñNewò button in the interface for viewing details of the URL content group to pop up a window as 
shown in the figure below: 

 

Figure 0 48 Interface for adding URL content item 

When the filed in the interface for adding URL content item has been filled out, click the ñSubmitò button to 
complete the new task as shown in the figure below: 
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Figure 0 49 Interface for configuring URL content item 

Then, click the ñReturnò button to return to the interface for URL content group. 

Click ñApplication protection>>Protocol control>>Protocol control resources>>HTML content groupò to pop up 
the interface as shown in the figure below: 

 

Figure 0 50 Interface for HTML content group 

Click the ñNewò button in the interface for HTML content group to pop up a window as shown in the figure 
below: 

 

Figure 0 51 Interface for adding HTML content group 

When all fields in the interface for adding HTML content group have been filled out, click the ñSubmitò button 
to complete the new task as shown in the figure below: 

 

Figure 0 52 Interface for configuring HTML content group 

Click the  icon behind every item to edit the corresponding HTML content group, click the  icon to 
delete the corresponding HTML content group and click the ñDetailò button to pop up a window as shown in 
the figure below: 

 

Figure 0 53 Interface for configuring HTML content group 

Click the ñNewò button in the interface for viewing details of the HTML content group to pop up a window as 
shown in the figure below: 

 

Figure 0 54 Interface for adding HTML content item 

When the field in the interface for adding HTML content item has been filled out, click the ñSubmitò button to 
complete the new task as shown in the figure below: 
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Figure 0 55 Interface for configuring HTML content item 

Then, click the ñReturnò button to return to the interface for HTML content group. 

Click ñApplication protection>>Protocol control>>Protocol control resources>>File name groupò to pop up the 
interface as shown in the figure below: 

 

Figure 0 56 Interface for file name group 

Click the ñNewò button in the interface for file name group to pop up a window as shown in the figure below: 

 

Figure 0 57 Interface for adding file name group 

When all fields in the interface for adding file name group have been filled out, click the ñSubmitò button to 
complete the new task as shown in the figure below: 

 

Figure 0 58 Interface for configuring file name group 

Click the  icon behind every item to edit the corresponding file name group, click the  icon to delete the 
corresponding file name group and click the ñDetailò button to pop up a window as shown in the figure below: 

 

Figure 0 59 Interface for configuring file name group 

Click the ñNewò button in the interface for configuring file name group to pop up a window as shown in the 
figure below: 

 

Figure 0 60 Interface for adding file name item 

When the field in the interface for adding file name item has been filled out, click the ñSubmitò button to 
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complete the new task as shown in the figure below: 

 

Figure 0 61 Interface for configuring file name item 

Click ñApplication protection>>Protocol control>>Protocol control resources>>Errcode groupò to pop up the 
interface as shown in the figure below: 

 

Figure 0 62 Interface for configuring errcode group 

Click the ñNewò button in the interface for configuring errcode group to pop up a window as shown in the figure 
below: 

 

Figure 0 63 Configuring errcode group 

7.2 Anti-virus 

Anti-virus (called as AV for short) is one of the important functions of the security gateway system. In 
order to adapt to specific protection requirements of different users, the security gateway developed by 
Beijing Venustech Cybervision Co., Ltd. lists out the anti-virus functions separately and provides 
standard virus prevention templates for users to reference so as to develop and modify the specific 
anti-virus policies. The user can define virus features through ñApplication 
protection>>Anti-virus>>User-defined virus featureò by himself/herself and also set the service ports for 
virus detection through ñApplication protection>>Anti-virus>>Service portò. The current anti-virus has 
strong protection functions, so it can effectively detect and block the viruses of http, ftp, smtp, pop and 
imap protocols so as to protect user systems against most virus interferences. 

7.2.1 Anti-virus policies 

Click ñApplication protection>>Anti-virus>>Anti-virus policiesò to pop up the operation interface for 
anti-virus policy list as shown in the figure below: 

 

Figure 0 64 Interface for anti-virus policies 

In order to make it convenient for users to establish anti-virus policies as needed, the system has built two 
policy templates for users to use. Reference these policy templates to build new AV policies and then modify 
the new policies appropriately to build anti-virus policies suitable for different environments and different 
security requirements. 
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Click the ñView policy informationò button to view details of the policy as shown in the figure below: 

 

Figure 0 65 Interface for viewing policies 

Click the ñNewò button in the interface for anti-virus policy list to add AV policies, and then an interface will be 
popped up as shown in the figure below: 

 

Figure 0 66 Interface for adding AV policies 

Fill out the ñAV policy nameò filed with an AV policy name (e.g. AV1). Take the standard virus prevention 
template as the referenced AV template and click the ñOKò button to add the policy successfully with the 
results shown in the figure below: 

 

Figure 0 67 Interface for successfully adding AV policies 

When the policy has been added successfully, the user can edit the new policy as needed to make it suitable 

for his/her own requirements by clicking the  icon at the line end of ñPolicyò to pop up an interface as 
shown in the figure below: 
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Figure 0 68 Interface for AV policy signature detection settings 

Click the  or  button in the figure above to edit the signature detection settings of any protocol. 
The former icon indicates to enable the current status and the latter button indicates to disable the 

current status. If itôs  originally and then changed to  after being clicked, it indicates that the 

enabled status is changed to the disabled status; while if it's  originally and then changed to , it 
indicates that the disabled status is changed to the enabled status. 

The user can also click the  icon at each line end to modify the corresponding AV configurations with 
the interface popped out as shown in the figure below: 

 

Figure 0 69 Interface for modifying AV configurations 

7.2.2 File filter 

Main functions of the file filter are to forbid or allow the corresponding virus files according to the cache file 
size limit, virus file black list suffix and virus file white list suffix set by the user. Click ñApplication 
protection>>Anti-virus>> File filterò to pop up the operation interface for the virus file filter list as shown in the 
figure below: 

 

Figure 0 70 Interface for configuring virus file filter 
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Table 0 5 Description of virus file filter configuration items 

Field name Description 

Cache file size limit Set sizes of the virus files to be filtered, which can only be set within the 
range of 0-1024 kb. 

Virus file black list suffix Block virus files according to the suffixes set by the user. When it's 
necessary to block multiple kinds of virus files, suffixes shall be 
separated by commas and ñanyò indicates to block all virus files. 

Virus file white list suffix Allow virus files according to the suffixes set by the user. When it's 
necessary to allow multiple kinds of virus files, suffixes shall be 
separated by commas and ñnoneò indicates no white listing operation. 

Enable compressed file scan Tick the ñEnable compressed file scanò item to enable the function. 

 

Note: When itôs necessary to enable the functions of ñVirus file black list suffixò and ñVirus file white list 
suffixò, they can be valid only when the ñExpanded virus libraryò item has been ticked in ñApplication 
protection>>Anti-virus>> Virus libraryò, otherwise, they will not be enabled. Similarly, when the ñEnable 
compressed file scanò function is enabled, it can be valid only when the ñRegular virus libraryò item has 
been ticked in ñApplication protection>>Anti-virus>> Virus libraryò, otherwise, it will not be enabled. 

7.2.3 Virus isolation 

Main functions of virus isolation are to isolate the scanned virus files into USB or the black list according to 
settings of the user. Click ñApplication protection>>Anti-virus>>Virus isolationò to pop up the operation 
interface for the virus isolation list as shown in the figure below: 

 

Figure 0 71 Interface for virus isolation settings 

In the figure above, the ñVirus file isolationò item can be valid only when the ñExpanded virus libraryò item 
has been ticked in the interface for ñApplication protection>>Anti-virus>> Virus libraryò; When itôs 
connected with USB, click the ñIsolate file to USBò item to isolate the scanned virus files into the USB 
equipment; the ñIsolate virus hostò item can be valid only when the ñRegular virus libraryò item has been 
ticked in the interface for ñApplication protection>>Anti-virus>> Virus libraryò; tick the ñIsolate virus 
sender to black listò item to add the virus file senderôs IP into the system IP black list. When the ñIsolate 
virus sender to black listò item is enabled, an option of ñIsolate infected filesò will be popped up for the 
user to isolate files of the HTTP, FTP, POP3 and SMTP protocols. Set the ñIsolation timeò item with the 
set value in minutes. If the value set for the field is ñ0ò, it means to isolate virus files permanently. Then, 
click the ñApplyò button to complete the setting. 

7.2.4 Virus library 

Anti-virus functions of the security gateway product support two levels of scan engines, which are for the 
regular virus library scan mode and expanded virus library scan mode respectively. The two levels of scan 
modes have their own advantages, i.e.: when the expanded virus library scan mode is used, the virus 
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identification rate is high, while when the regular virus library scan mode is used, the scanning speed is fast. 
The regular virus library also includes two engines, i.e. standard engine and enhanced engine. Click 
ñApplication protection>>Anti-virus>> Virus libraryò to pop up the operation interface for the virus library list as 
shown in the figure below: 

 

Figure 0 72 Interface for setting the virus library 

7.2.5 User-defined virus features 

The user can define virus features by himself/herself so as to scan viruses according to the user-defined virus 
features. Click ñApplication protection>>Anti-virus>> User-defined virus featureò to pop up the operation 
interface for the virus library list as shown in the figure below: 

 

Figure 0 73 Interface for setting the user-defined virus features 

Click the ñNewò button to pop up the window as shown in the figure below: 

 

Figure 0 74 New user-defined virus feature 

Add virus name and virus features, and then click the ñSubmitò button to complete the setting as shown 
in the figure below: 

 

Figure 0 75 User-defined virus feature 

7.2.6 Service port definition 

By service port definition, all files passing through corresponding ports set by the user in corresponding 
services can be scanned. The system provides services of HTTP, FTP, SMTP, POP and IMAP, among which 
a port can be defined for the FTP service and at most 5 ports can be defined for other services. When there is 
more than one port, the ports shall be separated by commas. Click ñApplication protection>>Anti-virus>> 
Service portò to pop up the operation interface for the service port definition list as shown in the figure below: 
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Figure 0 76 Interface for the service port definition 

When all fields in the interface for the service port definition have been fielded out, click the ñApplyò 
button to pop up a window to prompt that ñSucceed to set virus check service port!ò as shown in the 
figure below: 

 

Figure 0 77 Succeed to set virus-check service port 

7.2.7 AV cloud protection agent 

Main functions of the AV cloud protection agent are to upload scanning logs to the server according to the 
upload server address and upload server port set by the user. The scanning logs will be uploaded into the 
ñLog and report>>Log accessò content by default. Click ñApplication protection>>Anti-virus>>AV cloud 
protection agentò to pop up the operation interface for AV cloud protection agent list as shown in the figure 
below: 

 

Figure 0 78 Interface for the AV cloud protection agent 

Fill out the ñUpload server addressò and ñUpload server portò fields in the figure above, tick the ñEnableò item, 
and then click the ñSubmitò button to make the configurations valid. 
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Figure 0 79 Succeed to set AV cloud protection upload service 

7.3 Intrusion prevention 

This section introduces key configuration points of the intrusion prevention functions of the security 
gateway. To prepare a strategy that meets security requirements is the basis to ensure that the security 
gateway will truly function for intrusion prevention. Wrong configurations will not only make the security 
gateway useless, but also possibly hinder the use of normal network functions. 

7.3.1 Intrusion prevention policy 

The system provides a large intrusion feature library and supports its real-time upgrading. 

To apply intrusion prevention functions, itôs necessary to define intrusion prevention policies first, and then 
apply these policies to the application protection strategies and reference them in the application protection 
rules so as to validate these functions.  

 

Figure 0 80 Interface for the intrusion prevention policy 



Venusense UTM  Web Interface Operation Manual 

146 

 

Table 0 6 Description of the intrusion prevention policy configuration items 

Field name Description 

ID ID of the intrusion prevention policy 

Name Name of the intrusion prevention policy, consisting of 1-64 characters, Chinese 
characters, underlines and numbers. 

Type Type of the intrusion prevention policy, whose templates can be inherited but canôt be 
modified. The policy can be configured through the inherited templates and then 
modified. 

Comment Comment on the intrusion prevention policy, consisting of 1-256 characters, Chinese 
characters, underlines and numbers. 

Operation Click the ñView policy informationò button to view the template. The selected intrusion 
prevention policy can be edited or deleted. 

 

Click the ñNewò button to pop up a window as shown in the figure below: 

 

Figure 0 81 New intrusion prevention policy 

Table 0 7 Description of the intrusion prevention policy configuration items 

Field name Description 

IPS policy name Name of the intrusion prevention policy, consisting of 1-64 characters, Chinese 
characters, underlines and numbers. 

Please select one 
IPS template 

The user can inherit preset intrusion prevention policies or templates. 

Comment Comment on the intrusion prevention policy, consisting of 1-256 characters, 
Chinese characters, underlines and numbers. 

View policy 
information 

The user can view information of the selected template in the popped-up window 
by clicking the button. 

Click the ñView policy informationò button to pop up a window as shown in the figure below: 
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Figure 0 82 Interface for querying intrusion prevention policies 

Click every feature name in the policy query window to view details of the corresponding feature as shown in 
the figure below: 
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Figure 0 83 Interface for the detailed description of the intrusion prevention features 

Click the edit icon in the interface for ñApplication protection>>Intrusion prevention>>Intrusion prevention 
policyò to edit the corresponding policy with the popped-up window shown in the figure below: 

 

Figure 0 84 IPS policy signature detection settings 
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Click ñFeature group nameò in the left list box to display all features within the group. The first line of every 
group of features is used for setting attributes of the whole group and it's filled out with a red group name. The 

user can click the  or  icon to edit the corresponding feature. The formal icon indicates to enable the 

current status and the latter one indicates to disable the current status. If itôs  originally and then changed 

to , it indicates that the enabled status is changed to the disabled status; while if itôs  originally and then 

changed to , it indicates that the disabled status is changed to the enabled status. 

The user can also click the edit icon behind every feature to edit the corresponding feature with the 
popped-up window as shown in the figure below: 

 

Figure 0 85 Modifying intrusion prevention configurations 

Notes: 

 ̧ If one feature of the user-define group are set to be invalid in the interface for ñApplication 
protection >> Intrusion prevention >> User-defined featureò, even if the feature is enabled in the 
intrusion prevention policy, it wonôt function either. 

7.3.2 User-defined feature 

All the current user-defined features can be viewed in the list. The administrator can validate or invalidate a 
feature to detect a certain kind of intrusion events or cancel the detection of a certain kind of intrusion events. 

 

Figure 0 86 Configuring user-defined features 

Click the ñApplyò button to apply the added user-defined feature into the security gateway. If the ñApplyò 
button is not clicked, all operations to the user-defined feature after the ñApplyò button was clicked last 
time will not be applied into the security gateway. 

Click the ñNewò button and the administrator can add a user-defined feature as shown in the figure 
below: 
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Figure 0 87 User-defined feature list 

Notes: 

If a lot of false alarms are caused regarding a certain feature by normal network behaviors, disable this 
feature. 

If this feature is invalid, even if itôs enabled in the intrusion prevention policy, it will not function. Similarly, 
if this feature is valid but itôs disabled in the intrusion prevention policy, it will not function either. 

7.3.3 Scene and mode settings 

Main functions of the scene and mode settings are to save the packet regarded as an attack and the 
subsequent packet of the same session (if block is configured for the attack feature, the subsequent packet 
will not be saved) as PCAP files for users to view it at any time when intrusion attack behaviors have been 
detected. The attack packet files can be stored in USB drives. When continuing to save packets after the 
storage limit set for the USB flash disk is reached, stored packet files will be covered chronologically and the 
files to be covered will be uploaded to the FTP server. Set intrusion scenes in the interface for ñApplication 
protection >> Intrusion prevention >> Scene and mode settingsò as shown in the figure below: 

 

Figure 0 88 Interface for setting scenes and modes 
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Table 0 8 Description of the retention setting items of intrusion scene 

Field name Description 

Storage limit Set limit (unit: M) for the intrusion attack-stored files stored in the USB flash disk. 

Attack-stored packet 
limit 

Set limit for all attack-stored packets stored in the USB flash disk, which shall be 
within a range of 0-20 where ñ0ò represents no limits. 

Enable The ñUpload packetò and ñSeverò functions can be valid only when the ñEnableò 
item is ticked. 

Upload packet The server address and port can be configured only when the ñUpload packetò is 
ticked. 

Server (ftp) Fill out the fields with the IP, port, username and password of the FTP server to 
be uploaded. 

 

7.3.4 IPS cloud protection agent 

Main functions of the IPS cloud protection agent are to upload the detected intrusion information to the 
cloud protection center of Beijing Venustech Cybervision Co., Ltd. for security personnelôs analysis and 
its security gateway shall be connected with the Internet. 

Configure the server address and port of the cloud protection center through the interface for the IPS 
cloud protection agent and the upload address shall be cloud protection center of Beijing Venustech 
Cybervision Co., Ltd. by default. 

 

Figure 0 89 Interface for setting IPS cloud agent 

7.3.5 Disorder avoidance detection 

Sequence of the packets in transmission is disordered intentionally by some malicious attacks, so itôs difficult 
for some systems to find the intrusion behaviors contained in the packets. Main functions of disorder 
avoidance detection are to recombine the received packets and then conduct intrusion attack detection to 
them according to the corresponding policies, which largely improves the security. Enable the disorder 
avoidance detection function in the interface for ñApplication protection>> Intrusion prevention >> Disorder 
avoidance detectionò as shown in the figure below: 

 

Figure 0 90 Interface of the disorder avoidance detection settings 

Table 0 9 Description of disorder avoidance detection configuration items 

Field name Description 

Cache limit Set limit for the cached packets. In the case of packets exceeding the limit, the 
system will conduct no disorder avoidance treatment to them. 
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Parallel connection 
limit 

Set parallel connection limit for detection. 

Enable The functions set above can be valid only when the ñEnableò item is ticked. 

 

7.4 Anti-spam 

As more and more spams interfere with users, the security gateway developed by Beijing Venustech 
Cybervision Co., Ltd. is used for effectively treating spams in diversified ways as needed by the users through 
the anti-spam system, which largely reduces interferences of the spams. 

Currently, main functions of the anti-spam system include: 

Spam server IP address black list; 

Spam address check; 

Topic keyword check; 

Content keyword check; 

Attachment file name keyword check; 

Attachment content keyword check; 

Attachment size check; 

Link frequency check; 

Smtp send white list of mail address; 

Forbid open relay; 

Block TCP link (when detect spam); 

Add spam mark to mail topic (when detect spam); 

Send log (when detect spam); 

Note: The anti-spam function only supports the routing mode. 

7.4.1 Basic settings 

Click ñApplication protection >> Anti-spam >> Basic settingsò to pop up the interface for the basic settings of 
anti-spam as shown in the figure below: 
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Figure 0 91 Interface for the basic settings of anti-spam 

Items of the basic settings in the figure above are described as follows: 

 ̧ Spam server IP address black list: enable the function by setting the spam server black list, and then 
the anti-spam system will treat the emails from the IP address black list as spams. 

 ̧ Spam address check: enable the function by setting the spam address, and then the anti-spam 
system will treat the emails from the address as spams. 

 ̧ Topic keyword check: enable the function by setting spam topic keywords, and then the anti-spam 
system will treat the emails with these topic keywords as spams. 

 ̧ Forbid open relay: when the anti-spam system has detected that the email receiver or sender is not 
within the service scope of the local server, i.e. when the other party hopes to relay emails through 
the security gateway, if this function is enabled, these kinds of emails will be lost. 

 ̧ Block TCP link (when detect spam): enable the function, and then the anti-spam system will block 
the receiving and sending links of spams, terminating the receiving and sending of spams. 

 ̧ Add spam mark to mail topic (when detect spam): enable the function, and then the anti-spam 
system will add spam marks to the topics of the identified spams. 

 ̧ Send log (when detect spam): enable the function, and then the anti-spam system will send a log to 
the security gateway log system when spams are detected, so that the users can view the spam 
information through the log view function of status monitoring. 

7.4.2 Server black list 

Click "Application protection>> Anti-spam>>Server black list" to pop up the interface for the anti-spam server 
black list with the initial interface as shown in the figure below: 
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Figure 0 92 Spam server IP black list 

Itôs easy for users to add and import spam server IP address or address list to the anti-spam system by 
clicking the ñNewò, ñImportò and ñExportò buttons. The user can also export the address list into the file for 
saving. 

Click the ñNewò button to pop up an interface as shown in the figure below: 

 

Figure 0 93 New spam server IP black list 

Fill the corresponding IP address in the ñIP addressò field with the ñCommentò field optional, and then click the 
ñSubmitò button to complete the addition of an IP address. If the ñAdd an additional IP addressò button is 
clicked, continue to add another black list. When itôs successfully added, see the interface as shown in the 
figure below: 

 

Figure 0 94 Successfully adding a spam server address 

Click the deletion operation button  at the end of any line in the interface for ñApplication protection >> 
Anti-spam >> Spam server IP black listò to delete the corresponding added IP black list. When itôs to be 
deleted, an interface will be popped up as shown in the figure blow: 

 

Figure 0 95 Deleting an added IP black list 

Back up or save the added spam server IP black list through the export function by clicking the ñExportò button, 
selecting ñSaveò in the prompting dialog box, filling an appropriate file name (default name acceptable) and 
selecting the save path in the popped-up box to save the black list in the .txt files. See the following figure for 
the prompting interface:  
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Figure 0 96 Exporting a spam server IP black list 

By clicking the ñSpam server address importò button, the address lists backed up before can be imported, and 
at the same time, itôs also convenient to add more than one black list address once. Select the source file to 
be imported, and then click the ñSubmitò button to complete the import. See the following figure for the import 
interface: 

 

Figure 0 97 Importing a spam server IP black list 

7.4.3 Spam address 

In addition to setting spam server black list, the anti-spam system also supports the spam address list function. 
The user can treat the emails from a specific email address as spams by adding spam addresses. 

Click the ñApplication protection >> Anti-spam >> Spam address listò to pop up the related interface for setting 
spam address list as shown in the figure below: 

 

Figure 0 98 Initial interface for the spam address list 

Click the ñNewò button to pop up an interface as shown in the figure below: 

 

Figure 0 99 Adding spam addresses 

Fill the corresponding spam address in the ñSpam addressò field with the ñCommentò field optional, and then 
click the ñSubmitò button to complete the addition of a spam address. 

When itôs successfully added, see the display interface as shown in the figure below: 
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Figure 0 100 Successfully adding a spam address 

Click the deletion operation button  at the end of any line in the interface for ñApplication protection >> 
Anti-spam >> Spam address listò to delete the corresponding added spam address. 

Back up or save the added spam address list through the export function by clicking the ñExportò button, 
selecting ñSaveò in the prompting dialog box and then selecting the save path and filling an appropriate file 
name (default name acceptable) in the popped-up box to save the address list in the .txt files. See the 
following figure for the prompting interface: 

 

Figure 0 101 Exporting a spam address list 

By clicking the ñImportò button in the spam address list, the address list backed up before can be imported, 
and at the same time, itôs also convenient to add more than one spam address once. Select the source file to 
be imported, and then click the ñSubmitò button to complete the import. See the following figure for the import 
interface: 

 

Figure 0 102 Importing spam addresses 

7.4.4 Subject keyword list 

The anti-spam system of the Venusense UTM provides the spam subject keyword detection function. The 
user only needs to add the email subject keywords to be inspected for to the spam subject keyword list, and 
then the system will filter the emails automatically and treat the emails with subjects containing the 
user-defined spam subject keywords as spams correspondingly. 

Click ñApplication protection >> Anti-spam >> Spam subject keyword listò to enter an interface as shown in the 
figure below: 

 

Figure 0 103 Spam subject keyword list 
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Click the ñNewò button to pop up an interface as shown in the figure below: 

 

Figure 0 104 Adding spam subject keywords 

Fill the corresponding spam subject keyword in the ñSubject keywordò field with the ñCommentò field optional, 
and then click the ñSubmitò button to complete the addition of a spam subject keyword. If the ñAdd an 
additional spam subject keywordò button is clicked, continue to add another spam subject keyword. 

When itôs successfully added, see the interface as shown in the figure below: 

 

Figure 0 105 Successfully adding a spam subject keyword 

Click the deletion operation button  at the end of any line in the interface for ñApplication protection >> 
Anti-spam >> Spam subject keyword listò to delete the corresponding added spam subject keyword. 

Back up or save the added spam subject keyword list through the export function by clicking the ñExportò 
button, selecting ñSaveò in the prompting dialog box and then selecting the save path and filling an 
appropriate file name (default name acceptable) in the popped-up box to save the address list in the .txt files. 
See the following figure for the prompting interface: 

 

Figure 0 106 Exporting a spam subject keyword list 

By clicking the ñImportò button in the spam subject keyword list, the spam subject keyword list backed up 
before can be imported, and at the same time, itôs also convenient to add more than one spam subject 
keyword once. Select the source file to be imported, and then click the ñSubmitò button to complete the import. 
See the following figure for the import interface: 
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Figure 0 107 Importing spam subject keywords 

7.4.5 Spam content keyword list 

The anti-spam system of the Venusense UTM provides the spam content keyword detection function. 
The user only needs to add the email content keywords to be inspected for to the spam content keyword 
list, and then the system will filter the email contents automatically and treat the emails with contents 
containing the user-defined spam content keywords as spams correspondingly. 

 

Figure 0 108 Interface for the spam content keyword 

Click the ñNewò button to pop up an interface as shown in the figure below: 

 

Figure 0 109 Interface for adding spam content keyword 

Fill the corresponding spam content keyword in the ñContent keywordò field with the ñCommentò field 
optional, and then click the ñSubmitò button to complete the addition of a spam content keyword. 

When itôs successfully added, see the interface as shown in the figure below: 

 

Figure 0 110 Successfully adding a spam content keyword 

Click the deletion operation button  at the end of any line in the interface for ñApplication protection >> 
Anti-spam >>Content keyword listò to delete the corresponding added spam content keyword. 

Back up or save the added spam content keyword list through the export function by clicking the ñExportò 
button, selecting ñSaveò in the prompting dialog box and then selecting the save path and filling an 
appropriate file name (default name acceptable) in the popped-up box to save the address list in the .txt files. 
See the following figure for the prompting interface: 
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Figure 0 111 Exporting a spam content keyword list 

By clicking the ñImportò button in the spam content keyword list, the spam content keyword list backed up 
before can be imported, and at the same time, itôs also convenient to add more than one spam content 
keyword once. Select the source file to be imported, and then click the ñSubmitò button to complete the 
import. See the following figure for the import interface: 

 

Figure 0 112 Importing a spam content keyword list 

7.4.6 Attachment name keyword  

The anti-spam system of the Venusense UTM provides the attachment name keyword detection function. The 
user only needs to add the email attachment name keywords to be inspected for to the attachment name 
keyword list, and then the system will filter the email subjects automatically and treat the emails with subjects 
containing the user-defined spam attachment name keywords as spams correspondingly. 

Click ñApplication protection >> Anti-spam >> Attachment name keyword listò to pop up an interface as shown 
in the figure below: 

 

Figure 0 113 Spam attachment name keyword list 

Click the ñNewò button to pop up an interface as shown in the figure below: 

 

Figure 0 114 Adding spam attachment name keywords 

Fill the corresponding spam attachment name keyword in the ñAttachment name keywordò field with the 
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ñCommentò field optional, and then click the ñSubmitò button to complete the addition of a spam attachment 
name keyword. 

When itôs successfully added, see the interface as shown in the figure below: 

 

Figure 0 115 Successfully adding a spam attachment name keyword 

Click the deletion operation button  at the end of any line in the interface for ñApplication protection >> 
Anti-spam >> Spam attachment name keyword listò to delete the corresponding added spam attachment 
name keyword. 

Back up or save the added spam attachment name keyword list through the export function by clicking the 
ñExportò button, selecting ñSaveò in the prompting dialog box and then selecting the save path and filling an 
appropriate file name (default name acceptable) in the popped-up box to save the address list in the .txt files. 
See the following figure for the prompting interface: 

 

Figure 0 116 Exporting a spam attachment name keyword list 

By clicking the ñImportò button in the spam attachment name keyword list, the spam attachment name 
keyword list backed up before can be imported, and at the same time, itôs also convenient to add more than 
one spam attachment name keyword once. Select the source file to be imported, and then click the ñSubmitò 
button to complete the import. See the following figure for the import interface: 

 

Figure 0 117 Importing spam attachment name keywords 

7.4.7 Spam attachment content keyword list 

The anti-spam system of the Venusense UTM provides the attachment content keyword detection function. 
The user only needs to add the email attachment name keywords to be inspected for to the attachment 
content keyword list, and then the system will filter the email subject automatically and treat the emails with 
attachment contents containing the user-defined spam attachment name keywords as spams 
correspondingly. 

Click the ñApplication protection >> Anti-spam >> Attachment content keyword listò to pop up an interface as 
shown in the figure below: 


