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This manual contains information protected by copyright, and cannot be photocopied, reproduced or
translated without written permission of Beijing Venustech Cybervision Co., Ltd.

This manual applies to Venusense UTM products, including firewalls, UTM, IPS, VPN, etc., which
are referred to as security gateways or security systems. Certain information in this document is
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Venusense does not bear any responsibility for any inaccuracy of data. It reserves the rights to
change, modify, transfer, or otherwise revise data without notice!
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Chapter 1  Introduction

1.1 Introduction

This document is one of the manuals for the administrator of the Venusense UTM. It describes how to
manage Venusense UTM through Web interfaces.

1.2 Target readers

This manual is intended for the security administrators in charge of supporting and maintaining security
gateways and is essential to configuration management of Venusense UTM.

Before reading this manual, readers should have the basic knowledge regarding TCP/IP protocols, IP
address, and subnet mask, etc.

1.3 Applicable products

This manual is applicable to Venusense UTM series products, which are hereinafter referred to as Venusense
UTM.

Note: The configurations and parameters for function modules may vary with product models. For example,
the SSL VPN function is optional for certain models. For series cipher machines, general algorithms such as
AES and 3DES are not applicable, and negotiation parameters are also limited. For this reason, the actual
configurations of specific products shall prevail.

1.4 Arrangements
This manual is arranged based on the following chapters:
Chapter 1: Introduction, describes the target readers, arrangements, and references.

Chapter 2: How to Start, describes the general methods for installing, configuring, and managing security
gateways.

Chapter 3: System Management, describes the configurations related to security gateway management,
including time/date setting, system parameter setting, dynamic DNS registration, two-node system
configuration, administrator account, administrator certificate, manage host, management mode,
coordination with IDS products, system upgrade, and maintenance and operation.

Chapter 4: Network Management, describes the configurations related to network environment,
including network interface attributes, basic network configurations, UPNP, DHCP server configurations,
and high-availability configurations.

Chapter 5: Routing Management, describes the methods for configuring network routes, including basic
routing, ISP routing, policy routing, and dynamic routing, etc.

Chapter 6: Firewalls, describes the configurations related to access control, including security rules,
proxy rules, NAT rules, port and IP mapping, address binding, bandwidth management, blacklist, server
balancing, and active defense.

Chapter 7: Application Protection, describes the application protection policies, and provides the
protection settings for virus control, intrusion control, protocol control, and Internet behavior
management. It also provides the functions such as anti-spam, anti-scan, and intrusion detection modes.

Chapter 8: Session Management, describes the view, control and statistics of session status.

Chapter 9: VPN, describes IP-level security settings for a VPN, security policies for Layer 2 and
point-to-point transmission protocols, interface operations for GRE tunnel configurations, and
management for a VPN with a security socket.

Chapter 10: IPV6, describes the configurations for IPV6 interfaces, rules, routing, and resources, etc.

Chapter 11: Unified Authentication, covers the settings of a user authentication server, viewing of user
resources, and detailed user information.

Chapter 12: Vulnerability Scan, describes the two scanning methods, i.e. scheduled vulnerability scan
and manual vulnerability scan, and the interfaces for setting these methods. This chapter also describes
the interfaces and operations for generating logs and reports on the scan results.

Chapter 13: Flow Presentation, presents the flow status to view the network ports, applications, IP
1
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addresses, and sessions that are currently set in an intranet.

Chapter 14: Status Monitoring, describes how to monitor the operating status of the system, including
resource occupancy, network devices, broadband monitoring, route monitoring, OSPF route monitoring,
and network testing.

Chapter 15: Logs and Reports, describes the setting and central management of log servers, detailed
logs and reports, basic setting and testing of email alarms, and security rules reports, etc.

1.5 References

Venusense UTM Command Line Operation Manual: describes how to use command lines to manage
Venusense UTM.

Venusense UTM Functions Manual: describes some complex functions and typical applications of
Venusense UTM.
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Chapter 2 How to Start

This chapter describes how to install the hardware and attached software of Venusense UTM and how to
configure the management interface upon start/login of the system. It helps the administrator quickly install
and start the software and hardware of the security gateway.

To quickly configure and use Venusense UTM, you can skip the overview information and directly read
Section 2.5.

2.1 Overview of Venusense UTM

Network security devices, typically security gateways, are indispensable, owing to rapid development of
broadband networks, increasing problems regarding network security, and improving awareness of
people for security.

Venusense UTM represents a great innovation in terms of the hardware board class design, security system
architecture, operating system for configuration management, and associated management software. It can
be widely used in the network environments in the industries such as telecommunication, finance, electric
power, transportation, and governmental sectors.

2.11 Product features

Venusense UTM is a new generation of Venusense UTM. It features high security, high availability, and high
performance for network administrator, serving as one of the first-class security gateways in China.

High security

B

High availability

B

High performance

B

2.1.2 Main functions

Venusense UTM is designed with modules to fulfill complex applications and different requirements of
users. It consists of basic function modules and optional function modules (the VPN module can be used
only after being licensed). The main functions are described as follows:

State inspection and dynamic filtering

5

With the active filtering technology, the system intercepts and analyzes data packets from the link layer
in order to enhance processing performance. It also dynamically filters the passing-by data packets in
terms of IP addresses, ports, users, and time, and dynamically generates rules in compliance with
defined policies. In this way, it guarantees security and adapts to the dynamic changes of ports for
application services. It can support multiple dynamic applications such as FTP, H323, RTSP, and TNS.

Bidirectional network address translation (NAT)

B

In the fully transparent mode, the system provides the bidirectional network address translation (NAT)
function to effectively shield the internal structure of the entire sub-network, disabling hackers to detect the
flaws in a sub-network. It also enables an enterprise to share IP addresses, solving the problems caused by
insufficient IP addresses. In addition, it supports static NAT, dynamic NAT, IP mapping (applicable to load
balancing), and port mapping.

Application layer transparent proxy

B

The system supports the transparent proxy function to provide transparent proxies for standard
application services such as HTTP, FTP (GET and PUT commands can be restricted), TELNET, SMTP
(email filtering), and POP3 as well as for user-defined services. It supports restrictions on network
interfaces. With transparent proxy services, the system enables a user in the controlled networks to be
unaware of the presence of a proxy. In this way, a user can directly communicate with an external
network within the authorized scope without changing the configuration of a client. This reduces the
workload of the network administrator.

Protection against IP address spoofing

5

The system binds the IP address and MAC address of a host in the network connected to the designated
interface, therefore preventing the IP address from being stolen. It also provides detailed records
regarding access based on illegal IP addresses for easy view by the security gateway administrator.

3
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Time management

5

The system supports setting of the time field for filtering rules. After defining a rule, a security gateway
administrator can start, validate and close the time field for the rule.

Bandwidth management

5

The system provides the QoS mechanism to allocate network bandwidth based on priority level and flow
control, therefore effectively guaranteeing network services for particular bandwidth.

User authentication

5

The system provides user authentication irrelevant to application services. It can authenticate users for
packet filtering services and proxy services. It also functions as follows: support PAP and S/KEY
authentication protocols; support local authentication for the security gateway and the standard Radius
authentication server; manage users and user groups; and monitor online users.

Email filtering

5

The system filters the subject, text body, recipient/sender, attachment title, and attachment content of a
received/sent email. In addition to keywords matching the text of an email, it smartly filters Chinese
information in the text format.

Application protection

5

The system filters contents at the application layer in real time. This is achieved in the core protocol stack of
the security gateway. The system also functions as follows: support virus protection and intrusion prevention;
filter by application software and by URL address; and control protocols.

Import, export, backup, and restoration of rules and configuration information

5

The system can export the configuration data from the security gateway for backup. When required, it
can import the previous configuration information into the security gateway to restore it to the previous
state. It can also import such data into another security gateway of the same model. As a result, it
greatly facilitates the work of the network administrator and guarantees the security.

Interactive real-time intrusion detection system (IDS) and real-time blocking

B

The system can identify and prevent attacks involved in scanning, anomalous network protocol, IP spoofing,
source IP addresses, IP fragmentation, and DoS/DDoS, etc. against the network and host. It can
automatically adjust a security policy of the security gateway based on the intrusion detection result to block
the intruded network connection and send email to alert the administrator. It also supports user-defined
monitoring rules as well as manual upgrade of a rule library.

Network service based load balancing for SSN (Security Service Network)

5

The system achieves an algorithm for efficient load balancing. With the reverse NAT function, the
security gateway can effectively balance the network service flows for the servers in the security service
network (SSN) of users.

Log audit

5

The system functions as follows: provide log management and log server for the security gateway to
achieve real-time monitoring, auditing, alarming, and automatic backup; manage the log server
administrator and the security gateway administrator by different rights; provide the administrators with
abundant and integral log information as well as powerful and perfect security audit; allow the
administrators to set the rules for audit query; output query results and generate log files in an intelligible
format; and generate alarms and rectify a fault upon log storage and overflow.

Venusense electronic key

5

The system authenticates an administrator based on the hardware (USB port) and one-off password (the
S/KEY protocol). It adopts the two-factor authentication mechanism (subject to the administrator account
and security gateway hardware information) to ensure that one electronic key is used to manage only
one particular security gateway.

Remote security management

5

The system uses an encryption-based PKI-CA certificate to authenticate an administrator. Only the
successfully authenticated administrator can access the configuration management interface and execute
related files. The system uses the SSL encrypted channel to encrypt configuration information to ensure

4
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security and integrity (tamper-proofing) of information.

Centralized security management

5

The system puts all the security gateways in a network under centralized configuration, management
and system monitoring in a centralized management center. It also functions as follows: automatically
discovery a device; monitor the operating status of security devices in real time; support real-time alarms,
and log management and audit for security events.

Remote maintenance

5

After enabling the remote maintenance function, the system allows an authorized administrator to online
maintain security gateway devices via the SSH or phone dial-lu p mode. The fARemot e
based on the secure SSH protocol to manage security gateways. Therefore, it ensures that the management
information transmitted over the Internet is encrypted and free from sniffing or attack by internal or external
users.

Module upgrade and disaster recovery

5

The system supports version upgrade of the security gateway software and provides a perfect disaster
recovery mechanism. In the case of anomalies, such as unusable Venusense electronic key, forgotten Pin
password, unusable or expired certificate, and lost IP addresses, arising from different causes, the
administrator needs to initialize the host only and import the previously stored system configuration files into
the security gateway for restoration.

Non-IP protocols supported

5

The system functions as follows: support the non-IP protocols such as IPX and NetBIOS; support
user-defined protocols; determine whether to pass authentication; and provide excellent network adaptability.

VLAN (802.1Q) protocol supported

The security gateway can accept and send network data with VLAN tags. Therefore, it can be placed at the
TRUNK interface of a switch. It also supports communication (including transparent and route forwarding)
between multiple VLAN intervals.

5

5

VPN security tunnel module (optional)

The VPN function integrated by Venusense UTM enables you to construct encryption and authentication
technologies as well as key exchange solutions based on the IPSec technology on the Internet. As a result, a
VPN established on a public network provides features such as security, reliability and manageability same as
those of a local private network. It also greatly reduces the expense on building a remote private network. The
VPN module supports the IPSec protocol. It also provides functions such as identity authentication,
encryption, and integrity authentication of the packets at the network layer.

2.1.3 Hardware description

2.1.3.1 Product hardware description

On different hardware platforms, the arrangement of Console and Aux interfaces may differ slightly.
Indicator light

The security gateway has indicator lights on its front panel which serve as

POWER: power supply indicator light;

START: read-write indicator light
Console and Aux

B

There are two interfaces to the right of the indicator lights on the front panel of the security gateway,
which are Console on the left and Aux on the right. They are used for connecting the serial ports of
computer and remote dial-up Modem.

Network interface

On different hardware platforms, the security gateway uses different network interfaces. Power V 400
has 4 standard 10/100Base-TX (RJ45) interfaces which are fel, fe2, fe3 and fe4 from left to right. The
one to the right is the extension interface which can extend to fe5/GE, fe6/GE, fe7/GE and fe8/GE.

1 Venusense electronic key for USB interface

Supp
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The form of the device depends on the product version. The information above is for reference only.

2.1.3.2 Electrical properties
Supply voltage: 220 V, 50 Hz, 200 W ATX
Excellent anti-jamming design: in line with IEC-1000-4-x anti-jamming standards

5
5

5

Operating environment: temperature 0~55 N , humidity 20~80%

Storage environment: temperature -40~80 N, humidity 20~95%

5

. In consideration of EMI and transmission efficiency, it is recommended to use Class 5 or higher
class of shielded twisted pair cable

2.1.3.3 Standards used

GB/T 18019-1999 Safety Technical Requirements for Packet Filtering Security Gateway Safety
. GB/T 18020-1999 Safety Technical Requirements for Application-level Security Gateway
2.1.4  Software description

The interface framework is as shown in Figure 2-1.
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Figure 0 1 Home page for security gateway configuration
This page consists of four areas: toolbar area, shortcut menu area, menu area and display area.
Table 0 1 Buttons in the toolbar

Icon Function
g Client support
q About
? Wizard
i Save configuration
95 Export configuration




Venusense UTM

Web Interface Operation Manual

i) Export log
& Online help
Change skin

Select language

Restart

Logout

Buttons in shortcut menu

Icon Function
- System management
=2
|/ Network management
Routing management
Firewall
&=

Application protection

Session management

3 VPN
h/E

0 SSLVPN

= IPV6
=

Unified authentication

Flow presentation

Vulnerability scan

Status monitoring
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Logs and reports

The menu is built in a tree structure similar to the Resource Manager of Windows operating system.

The menus are classified and arranged based on logical relations. Knowledge of these logical relations will
help the administrator memorize and quickly define the operating page.

Classification and description of menus

Primary menu

Description

System management

For management, upgrade and maintenance. Including:
State

Quick configuration

Configuration

Administrator setting

Coordination

Maintenance

Network management

w DMetaork

The configurations necessary for a network device, including:

Network interface properties (work mode, IP address, support for
VLAN)

Settings of the network interface properties for various physical
devices

Basic configuration
UPNP

DNCP

High availabilit

Routing management

w Honte

Configurations of route, including:
Basic route

ISP route

Policy route

Dynamic route

Firewall

This is the core of security gateway configuration and is the best
representation of the value of a security gateway. This is used for
configuration of policies and resources etc, including:

Strategy
Proxy
Address
Service

Time
Bandwidth
Blacklist
Address binding
Security option
Load balance
Active defense
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Application protection

FProtection

Including:

Protocol control
Virus protection
Intrusion protection
Anti-spam

Internet behavior management
Intrusion detection model

Anti-scanning

Session management

w Session

Including:
Session control
Session statistics
Session state

Including:

IPSec

L2TP

PPTP

Certificate center
GRE tunnel interface

IPV6

Including:
IPV6 configuration
IPV6 resource
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Unified authentication Including:

e — Connection control

Role management

User management
Authentication configuration
User information

w Unified &uth

Vulnerability scan Including:

w Vulnerdhility scan Timing scanning
Manual scanning
Scan task log
Scanning report

State monitor Including:
R State information
Monitoring information

w State Ionitor

Logs and reports Including:
| Log configuration
Log viewing

2.1.5 Attached software description

The attached software:
Administrator identity authentication (client software)
User identity authentication (client software)

2.2 Unpacking inspection

After unpacking, please check whether the accessories such as power wire, crossover cable, CD, serial
port line and electronic key are all available and check all components against the packing list. If any
defect is found, please contact the salesman.

Note:

After the device is unpacked, do not discard the outer package, for it must be used for carrying the device.
The original package is specifically designed for the security gateway and is effectively shockproof. Whenever
you require maintenance service, it is best to return the security gateway in the original package to the
maintenance service division of Beijing Venustech Cybervision Co., Ltd.

2.3 Installing Venusense UTM
2.3.1 Checking the installation site

Venusense UTM must be installed indoors. Either you intend to install the security gateway in a cabinet
or you want to install it on a workbench, you must guarantee the following conditions:

1. Make sure there is enough space reserved at the air intake vent and air outlet to help with heat
dissipation in security gateway case.

10
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2. Make sure the cabinet or workbench itself has sound ventilation/heat dissipation system.

3. Make sure the cabinet or workbench is firm enough to sustain the weight of the security gateway and
its accessories.

Make sure the cabinet or workbench is well grounded.
2.3.2 Installing

Venusense UTM can be placed on a desk or it can be installed in a standard 19-inch rack. No special
tool is needed if it is to be installed on desk and screwdriver is needed if it is to be installed in a rack. Fix
the security gateway into the mounting bracket of the rack using screws attached to its case.

2.3.3  Connecting to network

Install the security gateway in a rack or on a plane surface.

Make sure the security gateway is disconnected from its power supply.
Connect the power wire.

Connect the security gateway to a network currently available to the user.

Check the indicator lights on the panel of the current security gateway

2.4 Configuration management methods

Venusense UTM can use two types of interfaces: Web based graphical interface and CLI based command
line, where the command line configuration can be done via network connection (SSH) or serial port
connection.

2.4.1  Configuring network interfaces in Web mode

Power V supports remote security management and centralized security management, while its superiority is
particularly represented by the centralized management mode.

1. Remote security management mode supports SSL protocol and uses PKI-CA certificate authentication
based on encryption technology and administrator identity authentication based on two-factor hardware
one-time password authentication technology, where only an administrator who can pass the
authentication can remotely access and configure the Web management interface and operate the
relevant files and all security related data are stored with encryption.

2. Centralized management mode-the administrator can use the centralized management center to achieve
unified configuration and management of the security gateways in the global network. This mode
supports SNMP protocol and SSL and uses the trap mechanism of SNMP to give security incident alarm.
The management covers

(1) Topology management: the function of automatic discovery of devices enables the administrator to
globally grasp and control all the information on Venusense UTM device.

(2) System monitoring: this function is to monitor the running status of Venusense UTM and the
statistics system status and is to send a notice via the graphic interface to the administrator if an
incident occurs.

(3) Configuration management: Venusense UTM in a network can be put under unified security
configuration, management and system monitoring.

2.4.2  Configuring network interfaces in CLI mode

Power V provides the basic configuration management function and disaster recovery function done in the
form command line. Security management and maintenance of the security gateway are achieved in SSH
mode. Based on the actual needs, the administrator can determine whether to enable this function or not.

2.4.3  Configuring local serial portin CLI mode

The basic configuration management function and disaster recovery function in the form of command liens
based on serial connection can make management safe, easy and flexible.

2.5 Logging in to the management interface
251 Login methods

Security gateway management can be done in five modes: 1) Web interface management, 2) serial port
command line management, 3) remote SSH login management, 4) TELNET mode, 5) PPP connection
11



Venusense UTM Web Interface Operation Manual
mode. Modes 1) and 2) are enabled by default, while modes 3), 4) and 5) are disabled by default.

In Web interface management mode, the management host can only connect to ethO of the security
gateway by default. If it needs to connect to other network interfaces, proper configuration must be done
accordingly. The default IP address of the management host is 10.1.5.200. The Web interface
management mode uses SSL protocol to encrypt the management data in communication, thus if IE is
used for security gateway management, you need to enter https://a.b.c.d:8889/ in the address bar to log

in to the security gateway. The initial value of the security gateway addres s fAa. b. c. do i s fA10
the initial user name to |l og in the security gatewa
|l owercase | etter. The password is fibane@77660.

In the serial port command line management mode, the management client is configured to be
9600-8-N-1 and the management host is connected to CONSOLE of the security gateway by default.

Note: in the case of Web interface management, it is recommended that the management host is
configured in small font and the resolution ratio is 1024*768, for other types of fonts and resolution ratios
may make the display interface look incomplete or may disorder the display sequence.

For SSH | ogin management, you must first set iSSH
Configurat i on>> Management Configuration>> Management M c
the security gateway via SSH protocol. Take the SecureCRT 3.4.3 (Official) client version for example,

the client configuration uses ssh2 protocol, the port is 22 and the authentication mode is Password. Now

the IP of the client must be one of the IPs of the management host.

Session Options - 10.1.5.95 e : x|

Category
- S5H2 Name: [ 10.1.5. 254 »ad Profile |
[=-Port Forwarding
Remote Protocol: ssh2 v
X1
[=-Emulation Hostname: l 10.1.5. 254
i Modes
. Emacs Port '22 [T Use firewall to con
-~ Mapped Keys )
. ‘o Advanced Username: !root
Bk
i ??;?zr’\:r;;e futhentication
[=]-Options Primarsy lPassword _'J Unsave Password
. e Advanced
[=}-File Transfer Secondary l(None> L]
. ZModem
i.Log File
[=-Printing
i Advanced

[ ok | canca |

Figure 0 2 Login to security gateway via SecureCRT 3.4.3
2.5.2 Management authentication

The administrator can use two types of authentication for management of security gateway: electronic key
authentication and certificate authentication.

In the case of electronic key, first insert the electronic key into the usb port of the management host, then
enable the client ikeyc.exe used for authentication and enter the PIN password which is 12345678 by default.
The system will read the ikey information used for authentication and now the light at the right side of the
window is lit in red.
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Figure 0 3 Authentication information
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Figure 0 4 Authentication passed

Note: during management of security gateway, please do not pull out the electronic key and do not shut off
the security gateway management authentication client, otherwise the management process is unable to

proceed.

In the case of management certificate authentication, import the administrator certificate in IE to log in
https://10.1.5.254:8889 to initiate security gateway management.

2.5.3
Log in

1.

Login process

Connect the power supply to enable the security gateway. Select a PC that has an Ethernet
card and CD-ROM drive as the management host. Use Window98/2000/XP for operating
system. It is recommended that the IE browser of the management host is a version above 5.0.

Note: after correct startup of the security gateway, it will buzz three times. If this does not
happen, it indicates that the security gateway has been started properly and you need to please
request the technical support personnel working on security gateway for assistance.

Use the crossover cable attached to the device to connect the management host and the
network interface FE4 of the network gateway;

Change the IP address of the management host to 10.1.5.200 (the management host IP set by
default upon delivery of the security gateway from the factory);

Use the authentication methods described in the previous section. The first login can only be
achieved by authentication with electronic key.

Open the IE browser. If an electronic key is to be used for authentication, access

https://10.1.5.254:8888 to enable the security gateway login interface shown in the figure
below:

13
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254

< ) ‘m
ELEE A vaof;nfgﬁso

ERRERTEMX
~% Account: iadministrator
) Password:
+/ Verify code : ‘ _;XG 1 L Click replacement

Figure 0 5 Security gateway login interface

Enter the administrator command Aadministrator
access the home page for security gateway configuration. The default user account is
fadmi ni stratoro and password is bane@7766.

If you have accessed the Venusense UTM configuration interface, use the parameters and
configuration methods that are to be described in the subsequent sections.

General process for configuring Venusense UTM

Take the Web interface management mode for example. Security gateway configuration is usually done
in the following steps:

1.

255

Log in to the management interface using the login methods described in 2.5.1 and the login
process in 2.5.3.

Select from the AFirewall 0 -imteemmo ,t hfed efeismaradkdr e
iti med, fAbandwidtho and AVLAN I D available in n
Select ANetwork Management>> Network Interfacebo
of the network interf ace>>A@enistawrtSettingy BldnagemeMa n a g e
Hostt t o change the | P address configuration of

complex network environment, you also need to configure the VLAN device, bridging device,

alias device and VPN device under fiNetwork Mana
Select fAFirewall >> Security Optionso to set pac

Set NAT, port mapping and IP mapping rules. The packet filtering rules contain the settings for
spam mail filtering, user authentication and proxy rules. NAT rules contain source address
translation and masquerading functions. Source address translation is to specifically translate
the source address to security gateway address and address pool address.

Click the disk icon in the upper middle position to save the system configuration. If configuration
saving fails, restart the system to let the system recover the last saved configuration.

During routine maintenance,f r equent |l y observe the information
of the security gateway and the | og information
status of the security gateway.

For more information, please read the relevant sections in the security gateway manual.
Logout

To log out from the security gateway configuration management interface, you can just close the browser
interface, but it is recommended that you <cl i ckrityt he AE
gateway to close this session, so as to maximize security. Directly exiting will result in one less logout log of
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the administrator. If the browser is directly closed, the security gateway will not receive the command to
terminate the session and it will mistakenly assume that the administrator is still performing online

management . Besi des, i f Al ogin by multiple administra
browser will make the administrators unable to log in.
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Chapter 3 System Management

This chapter mainly describes system management of security gateway and consists of these sections: status
information, quick configuration, system information, system update, module license, batch processing tools,
intrusion detection, coordination and maintenance/operation.

3.1 Status
The system status consists of four parts: panel, instrument panel, flow and latest events.
3.1.1 Panel

The panel contains system information, license information, device operation, CLI console, log and
content statistics and system resources.

System information includes serial number, run-up time, system date, HA status, host name, software
version, hardware version and current administrator. See Figure 3-1.

|| System information

Sernial number 403f443459300028

System startup time 2013/10/08 10:02:57

System datetime 2013/10/08 14:50:21

HA status Stop

Host name themis

Software version 3.6.0.2(20089)

SSN 6.0.2

Hardware version Power_V6000

Current administrator administrator show

Figure 0 1 System information
Device operation and CLI console are shown in Figure 3-2.

4/ Device operation

eth0 eth1 eth2 eth3

28 CLI console
::J.

Figure 0 2 Device operation and CLI console

License information is as shown in Figure 3-3.
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Licenze Enable information

MODULE MAME DEADLIME DESCRIFTION STATE OPERATION PROMPT
If wou want to use over a
bdntiviros 2?%%??%{38 Tried Enahle long period of time,
e pleaze contact factory!
If wou want to uze over a
1§55 E?E%é?%égs Tried Enable long period of time,
e pleaze contact factory!
If wou want to uze over a
UEL Egé%é?%iis Tried Enable long period of time,
e pleaze contact factory!
If you want to use over a
AntiSpam Egéiég?éfe Tried Enable long period of time.

pleaze contact factory!

Figure 0 3 License information
Log and content statistics and system resources are shown in Figure 3-4.

h Log and content statistics
Content archive--average 0B everyday, statistic from last reset

HTTP 0 visit times
Masil 0 send mail

0 receive mail
FTP 0 visit times

0 upload file

0 download file
MSN 0 transfered file

Log--average 425KB(1446 message) everyday, statistic from last reset

Anti virus 0 captured virus

IPS 0 detected attacks

@ @

Memory utilization 40% CPU utilization 32% Disk utilization 42%

§' System resource

Figure 0 4 Log and content statistics and system resources
3.1.2  Instrument panel

The functions of the instrument panel are shown in Figure 3-5.

Panel + | D d Latest Event

State

Security Level Security Event Line
3.0
25
20
15
1.0
0.5

Events(NUM)

p Network

» Route T T T T

1h 2h Sh ith

Firewall y -
By High ﬂ Medium 7 Low E )

) Security Protection

Figure 0 5 Instrument panel (a)
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Event Statistics(after merging) 5| Event Class Statistics(after merging) &
B cime W wesiz
B adutste |
- -
- Adut Site: 50% Game: 50% (]
WEBiZig:
IP addresses statistics of events related to(after merging) & Port statistics of events related to(after merging) &
B 1015200 | Y
B 202165103174 124.193.205.141: 16,7%_ B s 57005: 16,7%",
1 -
I r2ens3208.141 10.1.5.200: 50% M ser33 56733: 16,7% — 80: 50%

202.165.103.174: 33,3% 57005

0

Figure 0 6 Instrument panel (b)
3.1.3 Flow

Flow information consists of two parts: packet number curve and flow curve, as shown in Figure 3-6.
Package number line

16
14
12

packets num/s

I T 1 I
17h 23h sh 1th
HTTP ¥ sup 1 pop ¥ map ¥ e ¥ other

Flow line

80

60
50

Flovi(kbps)
=

20 |

10 l ;‘

T

T T
1h 1th
HTTP ﬁSMTP 1 pop sh MAP & Fre Other

Figure 0 7 Flow information
3.14 Latest event
Latest events are displayed as shown in Figure 3-8.

i Panel+  Dashboard Flow

A

State
Total number: 3 Virus events: 0 Internet behavior managemem: 3Vulnerab|l!ly SCanning: 0 Active defend: 0 '—ﬁmmv--| ‘-——M&E_—
LEVEL EVENT NAME EVENT TYPE SOURCE IP DESTINATION IP PROTOCOL TIME OPERATION
E
NITSPR  Lov st URL FILTER EVENT1045200/57005]  202.1650347480] TP e Bock
i 1 1 low mautsie URL FILTER EVENTI0A520056733)  202465.10347480] TCP il @
T Low  Game URL FILTER EVENTA0.45200(56673]  124.103205441[80] TCP fg‘%egs

Figure 0 8 Latest event
3.2 Quick configuration
This chapter explains some basic and essential configuration that must be filled in by the user, so that
18



Venusense UTM

Web Interface Operation Manual

the user requires only two or
protection requirements.

The interface is shown below:

Basic config

three steps to configure a security gateway device that meets the basic

State config

eth0. eth1is transparent bridge mode ]

eth3 interface manager IPV4 address
eth3 interface manager IPV4 mask
manager host IPV4 address
manager host IPV4 mask

eth3 interface manager IPVE address

manager host IPV6 address

|
eth3 interface manager IPV6 mask ]
I
l

manager host IPV4 mask

Security level setting

O Flow control

(&) Application protection

Not e: i f t he

user

O High O Middle ® Low
O High © Middle ® Low

| susmr |

Figure 0 9 Quick configuration interface

has bought a 2U platfor m,

shown in Figure 3-1, i.e. fe5 and fe6 are configured to be in transparent bridge mode and the current
network interfaces are eth4 and eth5.

Table0 1

Description of quick configuration items

nfeb

Field name

Description

ethO, eth2 is in transparent
bridge mode

To configure ethO and ethl to be in transparent bridge mode or not

eth3 interface manager
IPV4 address

Management IPV4 address for login to the device for configuration
management

eth3 interface manager
IPV4 mask

Mask setting of management IPV4 address

Manager host IPV4 address

The IPV4 address or network segment of the machine that is allowed to
manage the device

Manager host IPV4 mask

The IPV4 mask of the machine that is allowed to manage the device

eth3 interface manager
IPV6 address

Management IPV6 address for login to the device for configuration
management

eth3 interface manager
IPV4 mask

Mask setting of management IPV6 address

Manager host IPV6 address

The IPV6 address or network segment of the machine that is allowed to
manage the device
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Manager host IPV6 mask

The IPV6 mask of the machine that is allowed to manage the device

Security level setting

Security level setting, including flow control and application protection,
influences the strictness of detection and control of attacks. High level
means detection and interdiction of all attacks against the system;
medium level means detection and interdiction of only the attacks against
the windows system; low level means that the detected attacks are only
recorded in a log but not interdicted. In addition, if the selected
Afappl i cati onin pighdevet this indicatés thie surrent quick
configuration is associated with the high-level state of application
protecti on; i f it is switched to
current quick configuration is associated with flow control.

User defined security level

The user can use the status bar at the top of the window to modify the
strategy configurations corresponding to the high, medium and low
security levels, in order to generate the security level strategy that can
fulfill the actual requirements.

Click the status bar in the window to define the
|l evel 6, as shown in the figure bel ow:
High level
UTM quick config
Protection strategy
Intrusion prevention strategy .VS't:_-lvnd‘a_rd Intrusion P_re'_y v
\firus protection strategy  Standard_Viru S,—P,r,e"'fe,';, v
Protocol control strategy NULL v
Internet behavior management strategies ﬁNU'L‘L v |
Service
Clap OGRre Oh323 O nttp O hitps
Cicmp_any Cicre Clire Oictusnotes Clmms
[ netbios ClospF Dpop3 O radius O rRemoteDesk
O] rtsp O sip O] smip OJ snmp O tcp_any
[telnet Olitp Oitns Cludp_any Cxdmep
[ ali semvice
Flow control quick config

[ service I H

bandwidth { M
[ Application identify
CJ URL identify
CFile type
[ Host bandwidth

SUBRIT |

Figure 0 10 User defined security level

The user can define the protection service types based on his actual needs. High, medium and low levels
correspond to different protection strategy paradigms. Method: mark the check box before the required
protection service type and remove the green mark in the check box representing the unneeded type. Then
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secur



Venusense UTM

Web Interface Operation Manual

click AOKO.
3.3 System information

System information covers date/time, system parameters, dynamic DNS registration and double-system

configuration.

331 Date and time

Security gateway system time accuracy is of grave importance.
System clock of security gateway can be synchronized in three ways
1. Synchronization with management host time

2. Synchronization with network clock server (NTP protocol)

3. Time zone setting

Date time config

Time zone setting

Time =zone FGHT+9]TDkyD,Dsaka,Sapporo,Seoul,Yakutsk|*¢

| Tine zone zetting

date time

TIME 5¥M
device time 2014/08/31 19:85:64
hozt time 2014/08/31 19:56:08

9 Cuztom time

2014 (7| vear 03 [*] Month 3t [¥] Day
19 (| Hour 55 [*]win 50 [¥] sec

clock zerver

ztart olock synchronization
[P setting | |

domain | |
zetting

zynchronize _ .
i F ] t-e553minate )

| SUBMIT |

Figure 0 11 Configuring security gateway time

Synchronization with management host time

1. Adjust the management host clock

2 Click ATime Synod button
Two ways of synchronization with clock server time
1. Sync now

2. Cyclic automatic synchronization

Sync now

1. Sel ect ficl ock servero and enter

2 Click ASyn Nowodo button

Cyclic automatic synchronization

1. Sel ect ficl ock servero and enter

2. Set the synchronization cycle
3. Click AOKO button to confirm
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Notes:

Many operations of security gateway depend on system time. Change of system time will have effect on
these operations. For example, change of system time could result in configuration management

interface login timeout.

3.3.2 System parameters

System parameters are to set the security gateway name.

Security gateway name can maximally contain 20 ASCII characters, with no spacing. The default

security gateway name is themis, which can be changed by the user.

D
1
2
3

3.3.3 SNMP

Centralized management of security gateway is supported (SNMP v1&v2c and v3).Security gateway can
achieve seamless linkage with Venusense centralized security management system.

The administrator can configure the central manage host IP, the control information threshold, group
character string of SNMP v1&v2c and user information of SNMPv3.Venusense centralized security
management system can use SNMP protocol to acquire monitoring information from the security
gateway, including system name, version number, serial number, CPU utilization, memory utilization,
network interface status and network connection statue. If the operation of the security gateway exceeds
beyond the threshold, the system can use SNMP protocol to send Trap alarm message to the central
manage host. The TRAP messages sent to the centralized management center provide the network
administrator with comprehensive, easy and high-efficiency tools and means for real-time monitoring
resources utilization
Monitoring>>Network Devicedo interface
security gateway.

over net wor k

PARAMETER NAME

serial number

hostname

hardware config

PARAMETER VALUE COMMENT
themis Haost name
aa39049d74a68m0 host serial number

3000000 host hardware config

Figure 0 12 System parameters configuration

The centralized management configuration page is shown in the figure below:

Startup SNMP
Firewall name

Trap send chars

ADD

SNMP config

i
themis

public | 32chars)

Host IP address

status.
iStatus

snmp v1&v2
Readonly group chars

Read&Write group chars

snmp v3
*User name

*Security option
*Authentical protocol
*Authentical password
*Encrypt protocol
*Encrypt password

ADVAHCED OFTIONS

Host comment
Responser name
Responser phone
Cpu used
Memory used

Diskused

[ | (32¢hars)

[ | 32cnars)

[ | 32chars)

MD5 ' SHA
[ | (32¢hars)

DES () AES
[ | (32¢hars)

[ |(20chars)

[ | c20cnars)

[ |(20chars)
[ %1100y
[ w1100y
[ %1100y

| sweurr |

Figure 0 13 Centralized management configuration
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Table 0 2 Centralized management configuration elements

Field name

Description

Host IP address

Only a central manage host IP can pass the SNMP to access the device and receive
Trap messages. Multiple central manage host IPs are supported. Click

ADD to add IPs and @ to delete IPs.

Firewall name

Security gateway name

Host comment

Description of the security gateway

Responser Responser name

name

Responser Responser phone

phone

CPU used If the actual utilization exceeds this threshold, an alarm message will be sent to the

central manage host

Memory used

If the actual utilization exceeds this threshold, an alarm message will be sent to the
central manage host

Disk used If the actual utilization exceeds this threshold, an alarm message will be sent to the
central manage host
snmp v1&v2 This option is used to determine whether to enable SNMPv1&v2c

Readonly group
chars

This is the authentication identifier used to read device information via SNMPv1&v2c

Read&write
group chars

This is the authentication identifier used to read/write device information via
SNMPv1&v2

Trap send chars

This is the identifier used for the device to send Trap alarm messages to the central
manage host

snmp v3

This option is used to determine whether to enable SNMPv3

User name

SNMP v3 authorized user name

Security option

This is used to select the security level of SNMP v3 user access, which covers
encrypted authorized authentication mode, non-encrypted authorized authentication
mode and non-authorized authentication mode. If the encrypted authorized
authentication mode is selected, the authentication and encryption options must be
set accordingly; if non-encrypted authorized authentication mode is selected, the
authentication options must be set accordingly.

Authentical This is used to select SNMP v3 user authentication protocol
protocol

Authentical This is used to set SNMP v3 user authentication password
password

Encrypt protocol

This is used to select SNMP v3 encryption protocol

Encrypt
password

This is used to set SNMP v3 encryption password

Enter proper information in the above-mentioned domains and cl i ¢ k
manage

central

i OKO

to
host . You can click the nAenabl e

disable the SNMP proxy service on the security gateway.

3.34

Dynamic DNS

Register a dynamic DNS.

Dynamic DNS refers to a host without fixed IP. With the help of dynamic DNS, the host can match the
network name to the IP after the change of IP.
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The user name and password used for registration of dynamic domain name can contain maximally 31
ASCII characters, with no spacing. Dynamic domain name can be set via configuration of the physical

deviceanddiallup device under HANetwork Management >>Net wor k

box indicating successful setting will appear if the setting is successful.

Dynamic DNS registration : User infomation

User name | |( 1-21 ASCII Characters )

Password | |[ 1-31 ASCIl Characters )

Confirm password | |( 1-31 ASCI Characters )
| susmr |

Figure 0 14 Dynamic DNS registration configuration
3.4 Administrator settings
3.4.1  Administrator account

The administrator account needs authorization to execute management.

By default, only one administrator can access the security gateway to make configuration and

management . The system wil/|l all ow access by

management by multiple administrators

all owed?od

situation where configuration modification is done by multiple administrators simultaneously.

¥ Allow multiple administrators to manage at the same time
ACCOUNT POWER MAX PASSWORD ERROR NUMBERPAS SWORD ERROR NUMBER ~ STATE

administrator super 3 ] unlock

Figure 0 15 Displaying administrator account
This interface is to fulfill these functions
4. Add administrator account
5. Edit administrator account
6. Delete administrator account
7

Enable or disable simultaneous management by multiple administrators

Create Account

OPERATION
=

-
== =

* Account | |{1-15 letters or digital the first bit must he

letter)

*Passworil | |{Cumbinatinn of 8-14 letters numbers -

Chanoge (2 Or #)
* Zanfirm password | |

Max Passwaord Error )
Number |5 | { 3-10times )

*Power | |,|

Wirtual fireweall account is 1-10 lenath letters, other account is 1-145 lenath with [etters ar
digital the first bit must be [etter.

| SUBNIT WEIT | |  SUBNIT | |  CANCEL

Figure 0 16 Add and edit administrator account
Add administrator account

1. Click AAddo button to open the admini
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2. Enter the account, password and permissible maximum number of password errors and select the
access authority of the management account to be added

3. Click AOKO button to complete add. Click AAdd Nex!
Edit administrator account

1. Click the #AEdIi thé operdtionrbard¢owpen the amministrator account maintenance
interface

2. Modify the account, password and maximum number of password errors or the account access
control authority

3. Click the AOKO button to complete editing

Delete administrator account

1. Click the fADeleted shortcut icon in the operation
2. Click AOKO to complete deletion.

Enable or disable simultaneous management by multiple administrators

| f fisi multaneous managemernst ablyl ormeldtoi pil se saedln® cntiesct,r at
system can be accessed by multiple administrators simultaneously.

3.4.2  Access authority
An administrator is to execute management by authorization, as explained in the following:

D ACCOUNT POWER DESCRIPTION OPERATION

1 super root account @

Figure 0 17 Administrator authority management

The system has an administrator authority named fAsuper
is authorized by fAsupero. The user can c ureactesscaonteolv ad mi
and authorization to grant the authority to the administrator account.

Table 0 3  Administrator access control and authorization

Access control Authorization Remarks
System Read only, read-write, none
configuration

Administrator Read only, read-write, none
settings

System upgrade | Read only, read-write, none
Network Read only, read-write, none
configuration

Routing Read only, read-write, hone
configuration

Flow Read only, read-write, none
management

User Read only, read-write, none
configuration

Session Read only, read-write, none
management

Vulnerability Read only, read-write, none
scan

Network Read only, read-write, none
optimization

UTM Read only, read-write, none
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VPN Read only, read-write, none

IPv6 Read only, read-write, none

State monitoring | Read only, read-write, none

Logs and reports | Read only, read-write, none

New Account Power

Name | | (32chars)

Description | | ialchars)

VISIT CONTROL L READWRITE

System

Metwark
Route
Firesall
Security Protection
Session
WP
SSLVPH

OOo00Oo0o0on0a

IPWE
Unified Auth
Vulherability scan
Flow Count

State Manitor

OO0 c

Log&Report

SUBNIT | |  CAHCEL |

Figure 0 18 Access control options available
This interface is to fulfill these functions
1. Add administrator access control authority name
2. Edit administrator access control authority name
3. Delete administrator access control authority name
Add administrator access control authority name
1. Cl i ck f Nnetonagcess the administrator access authority interface
2. Enter the access authority name and select the type of access control to be added
3. Click the AOKO button to complete
Edit administrator access control authority name
1. CI 1|‘ ck the fiiéod inthe operdiianbdr to wpen the administrator authority maintenance
interface
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2. Modify the number of password errors or control authority name

3. Click the AOKO button to complete

Delete administrator account

1. Click the fnDeleteé speracuoniban, inhe ADel eteo di e
2. Click the ASubmito button to complete deletion
Enable or disable simultaneous management by multiple administrators

| f fisi multaneous management by mul ti plsecuritp datewayi st r a
system can be accessed by multiple administrators simultaneously.

3.4.3 Management host

An administrator can execute management of the security gateway only through a management host.
The security gateway supports maximally 12 management host IPs (six IPv4 and six IPv6) and 1 central
manage host. At least 1 management host IP shall be free from deletion.

The security gateway has six default management hosts upon delivery. They are IPv4 addresses
10.1.5.200, 10.1.549 and 10.1.6.200 and [IPv6 addresses 2001:288:250:2403::200,
2001:288:250:2403::49 and 2001:288:250:2404::200.

D MANAGE HOST IP NETMASK DESCRIPTION

P IPv4 manage host
1 0.1.5.200

55.255.255.2585

101548 (255 255 255 255

0.1.8.200 55.255.255.295

2
3
4
i

]
11 LR

[

P IPvG manage host
1 001:288:250:2402:200
001:288:250:2403:40

001:288:250:2404::200

)

I

=)
s
@

2
3
4
i
B

|
T

P (central manage host }

| summrr |

Figure 0 19 Add and edit management host
This interface is to fulfill these functions
1. Add management host
2. Delete management host
3. Click fACentral manage hosto to access the page
Add management host
1. Enter the management host IP and sub-network mask
2. Enter descriptive text in the fADescriptiono fil ed
3. Click the ASubmito button to complete adding
Modify management host

1. Modify the managementhostIPorsub-net wor k mask subject to modifica
Host | PO I i st

2 Click the ASubmito button to complete modificati ol

Delete management host

1. Del ete from t he A Mathangeageeent hostl® subject td’deletibni s
2. Click the ASubmito button to complete deletion
ACentr al manage hosto page
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1. You can access the ACentral manage hosto page to

3.4.4  Setting

The security gateway provides two management modes: WEB interface and CLI command line. The security
gateway can be accessed via network interface and serial port.

By default, the WEB management mode and serial port command line management mode are enabled and
can not be disabled.

In the case of WEB mode used for security gateway management, the management host must access the
security gateway via the Internet and its | P address
Management >> Administrator Setting>> Management Host 0)

In the case of serial port command line used for management, the management host can connect via a serial
port to the CONSOLE interface of the security for access.

After fAEnable Remote SSHO is selected, the management
line interface via network connection (universal network interface) with the help of the terminal management
software such as secure CRT or putty.

Account login timeout setting covers setting of account idleness timeout and setting of account unlocking
timeout. If no operation is executed in a long time after administrator login, the configuration interface will be
timed out. The timeout time is set at this interface and default value is 600 s. The maximum timeout duration
can be 86,400 (24 hours). Oisan i nval i d value. Click AOKO to validate

Administrator Setting

Management Mode

O Support the access of dial-up (FPPP )
Enable TELMET

Timeout Setting
account idle timeout 26400 {E0-86400) seconds

account unlock timeout 10 (1 0-600minutes

SUBNIT |

Figure 0 20 Management mode
3.4.5 Management certificate
This interface is to fulfill certificate management. The administrator certificate is standard CA certificate.

Either electronic key authentication or certificate authentication, this interface must be accessed via https
protocol, i.e. the management certificate is used to fulfill SSL encryption.

The administrator who uses an electronic key to make successful authentication can access https:// n "~
IP:8888 to log in to the security gateway configuration interface and then he can use the server-side
certificate of the security gateway Web server to encrypt the channel. The security gateway has a set of
preset certificates (CA center certificate, security gateway certificate, security gateway secret key) upon
delivery. The administrator can click the CA center certificate link and security gateway certificate link to view
these certificates. The administrator can also update these certificates. He can import certificates by using the
ifiSystem Configuration>> Management Configuration>> Man

The administrator who uses |IE to make successful certificate authentication can access https:// n

IP:8889 to log in to the security gateway configuration interface and then he can use the client certificate of
the security gateway Web server to encrypt the channel. If the administrator uses a certificate for identity
authentication, he must import a set of certificates (CA center certificate, security gateway certificate, security
gateway secret key, administrator certificate) into the security gateway and import the administrator certificate
into the IE of the management host. The administrator can click the CA center certificate link and security
gateway certificate link to view these certificates. The administrator can view the list of the imported
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administrator certificates.

This interface covers these functions
1. Download certificates from Venusense CA certificate

2. Import a set of certificates (CA center certificate, security gateway certificate, security gateway
secret key, administrator certificate)

View CA center certificate and security gateway certificate

Administrator certificate maintenance (validate, delete)

Administrator Certificate

CACenterCeniﬂcatel || Browse. .. |
Secondary CA
E .
Certificate | ” TowEE |
Security Gateway | ” Frowee |
Certificates =
Security Gateway | ” Browse. .. | | INFORT |
Key oo ||
* Administrator
oS | [ Browse... | | ameoBT |
Administrator Certificate List
EFFECT FILE NAME DETAILS OPERATION
admin.pemissuer : cacenter E|

lssuedto: 10.1.5.200
Valid period : GMT 2011/12/05 15:04:50 - GMT 202112102
15:04:50

EFFECT

Figure 0 21 Import and display administrator certificate
Operation process:

(1) The administrator can apply for certificates at CA
certificate, security gateway certificate and security gateway secret key.

2) The administrator mu st ii mporto the selected admini
imported administrator certificate.

(3) Before next login to the security gateway system, please import a valid administrator certificate into
the IE browser of the management host to access https:// n ~ "~ IP:8889 and access the
security gateway configuration management interface.

Note: the CA center certificate, security gateway certificate and security gateway secret key must match
each other. Only the certificates of PEM format can be accepted.

Download certificates
Click ACA Cent er d/enhseriseé GArcenterdiome pagento dovimimad certificates.
Import certificates

Click fABrowseodo button to import a set of ma tteg hi ng
security gateway secret key and administrator certificate. The CA center certificate, security gateway
certificate and security gateway secret key must be replaced simultaneously.

Administrator certificate maintenance

Administrator certificate maintenan ce cover s validation and del eti on.
certificate to be validated and click AEFFECTDO bu
ADELETEO® icon in the AOPERATI ONO column to del ete t
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3.5 Coordination
3.5.1 IDS product

Power V supports linkage with IDS products, including the Venusense IDS series products that support
PUMA protocol, the Venus series products of VENUSTECH, Netpower series products of ANYSEC and
Safemate products that support OPSEC protocol.

If the linked IDS product detects intrusion or attack, it will notify the security gateway. The security
gateway will interdict the intrusion host according to the interdiction method, interdiction time and the
information on the intrusion host notified by the IDS product.

Interdiction methods of the security gateway are:
I nterdict the Asource | P addresso
I nterdict the Asource | P address, destination | P ad:

I nterdict the fsource | Ps,protatal, dieecion (udidirsctionah bidirécional, | P a d
reverse)o

The security gate interdiction protocols are TCP / UDP / ICMP and other protocols (any).

IDS Products

I L CLIENT SERVICE PORT SECURITY

ENABLE PRODUCT NAME @ CERTIFICATION (MULTIPLE CAN BE S
SEPARATED BY COMMA)
Leadsec Security
Protocol { PLIMA ) art ke fi - ) . )
r i Seeeen e R TE l:l TCP { Default 5000 )
System
Venus” Intrusion - ) . )
r Detection System l:l UDP 2000 { Default: 2000 )
Metpower” Intrusion art Cartifi |:| ) ] )
I Detection System | TPOT Certificate TCP 4000 |({Default: 4000 )
SafeMate” Intrusion R - ) o
r Detection System [l l:l UDF ( Default: 2001 )
nsfocus” Intrusion e = ) e
r Detection Systermn SIS l:l TCP { Default 5500 )

Ignore the following source IP address automatically interdict { Multiple can be separated by comma )

IP ADDRESS OPERATION

ADD

| SUBEIT | | EENOYE BLOCEED IF |

Figure 0 22 IDS product
Table 0 4 IDS product function description

Field name Description

a b | ¥enuseiise Security Protocol | After selecting and importing the correct secret key file,
UMA) I ntrusion Det e en abVerusefise universal security protocol (PUMA)
intrusion detection syste
address and security gateway service port (5000/TCP
by default). The security gateway will establish linkage
with this system.

En
(P

Enable fAVenus Intrus|iEnable nAYemwmss$ oh Detection
linkage the product IP address and security gateway service
port (2000/UDP by default). The security gateway will
establish linkage with this system.

Enabl e i Ne
n

wer | 1 After selecting and importing the correct certificate,
Systemo | e

enabl e ANet power I ntrusi
specify the product IP address and security gateway
service port (4000/TCP by default). The security
gateway will establish linkage with this system.

Enabl e i Saf esida t [Retectidn 1| After selecting and importing the correct secret key file,
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Systemo |linkage enabl e iSaf eMat e Il ntrusi
specify the security gateway service port (2001/UDP by
default). The security gateway will establish linkage with
this system.

Enabl e finsfocus | nt r | Afterselecting and importing the correct secret key file,

linkage enabl e Ainsfocus I ntrusi o

specify the product IP address and security gateway
service port (5500/TCP by default). The security
gateway will establish linkage with this system.

Ignore automatic interdiction of specified IP
addresses

If the administrator does not wish the security gateway
to interdict certain special IP addresses, he can add
these IP addressesintothe Al gnore t he
I P address automatically
interdiction rules for an IP address are already given
before automatic interdiction of this IP address is
configured to be ignored, these rules need to be cleared
to ignore the automatic interdiction of the specified IP
address.

Clear all automatic interdictions immediately

This function is to clear all automatic interdictions
immediately

Note: the IP address of safemate product depends on the uploaded secret key file. If it is to be changed,

please upload another proper secret key file.

For each linkage, please configure a unique linkage port. If all linkages are configured at the same one
port, only the last linkage system put in the sequence at the port can be enabled.

3.5.2 ISM product

Power V supports linkage with ISM products. Intranet security management system (ISM) is used to
manage intranet users, identify legitimate intranet users, generate white list and notify the security
gateway, while the security gateway allows the communication connection between the legitimate
intranet users and outside network. For the intranet users who are not in the white list, their
communication connection with outside networks will be interdicted by the security gateway. Power V
also provides web page redirection function which can redirect the web page accesses by the intranet
users who are not in the white list to the server assigned for them.
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Basic config

ISM CLIENT IP

ADDRESS
ENABLE PT&E}E ECT CERTIFICATION (MULTIPLE CAN BE C; LEJLTRIS'IF?REETEE;&E’T
’ SEPARATED BY
COMMA)

Local network

r security Import key file | | TCF'IZDefauIt:

management 5000 )
system !
I™ Web page redirect
Redirect IP addreas| |
Metwark interface | |v|
white list of IP address
SUBNIT | | REFRESH | | RENOVE IP WHITE LIST
Figure 0 23 ISM product
Table 0 5 ISM product function description
Field name Description

Enabl e Al ntranet S € After selecting and importing the correct secret key file,
Il inkage

Systemo

enabl e Al ntranet Security
specify the IP address of the ISM side and the security
gateway service port (5000/TCP by default). The security
gateway will establish linkage with this system.

Enabl e AiWeb Page RediEnable @AaWeb Page Redirect

address for redirection and specify the network interface.
The security gateway will redirect the web page
accesses by the intranet users who are not in the white
list to the server assigned for them.

White List of IP Addresses

This displays the white list of sent from ISM to the
security gat eway. Clickin
Addresseso wildl clear the

3.53 Tian Xun

GATEWAY PROXY
f

CHOOSE NAME

CJALL

Tian Xun proxy gateway address

ENABLE/DISABLE RESTART OPTION
\x/ @
IP ADDRESS HNETMASK PORT PROTOCOL
Mo Record
FET | | pELETE |

L] 4 > M TheiPagelPage JL|m|3PageEach page |10 v | Row

Figure 0 24 Tian Xun proxy gateway
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Click fANewo

New Tian Xun proxy gateway

MName 1~32characters numbers underline
Ip address Mot allow:0.0.0.0, 255 255 255 255
Metmask
Port 0~65535
Protocol udp W

SUBEIT CANCEL

Figure 0 25 Create new Tian Xun proxy gateway

The service to be added in ANewd operation is the s
on the policy acquired from the Tian Xun policy gateway proxy and the created service to be protected,
the firewall will determine whether to allow the data pass the firewall.

Tian Xun gateway address edit

Gateway proxy address
Enable FI

SUBNIT | |- CABCEL .|

Figure 0 26 Tian Xun gateway address edit

I n ATian Xun gateway address edito interface, you
firewall will use this address to establish tcp connection to communicate with Tian Xun policy gateway
proxy and achieve linkage with Tian Xun.
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3.6 Maintenance
3.6.1 Backup and recovery

Import and export cenfiguration

TImport or export all of the configuratien information

Encrypticn export |
Export all configuration Ostart EXFORT |
Import all cenfiguration | || Browse. .. | | INPORT |

T Medule configuration import and export

Encrypticn export |
Export module T —
configuration Ostert [ EZPORT
System Network Routing Resouross
configuration configuration configuration configuration
Bandwidth Firewsll policy Firgwsll rule Menitoring
Flzaz= chcose the sxport configuration configuration configuration configuration
module
VPN

) " IPvE Unified Auth SSLVPN
configuration

[ select sbove all

.............................................. |mpcnquu|e|”=”
configuratien Drowse...

O System O netwa O Routing
configuration configuration configuraticn
. O sanawidth O Firzwall policy O Firewall rule O Mgnitoring
Flesse choose the import configuration configuration configuraticn configuration

module O ven

N O vz [ unified Auth O ssLven
configuration
O select above all
Fimpaort or export key configuration information
rsion as key configuration import into the new version

configuration

Import key configuration | || Browse. .. | [_

% Strategy configuration import and export

Export intrusion protection [
strateqy Ostart | exrosr

Import intrusion protection | ” Brows | |
strateqy =T

Export virus protection
strategy Ostent | ezeomr

Import wirus protection | ”
strategy

| RESTORY FACTORY | | VIZW CONFIGURATION | save cosrrcuratzon |

Figure 0 27 Import/export configuration file
The import/export interface is to fulfill these functions
Export all configurations
Import all configurations
Export module configuration
Import module configuration
Export intrusion prevention strategy
Import intrusion prevention strategy
Export virus protection strategy

Import virus protection strategy

© 0o N o ek~ wDNPRE

Export protocol control strategy

=
©

Import protocol control strategy

=
=

Export Internet behavior management strategy
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12. Import Internet behavior management strategy

13. Recover default configuration
14. Save configuration

15. View current configuration
Export all configurations

Click AEXport Al Configurationso button to export
management host. The user name and password of the administrator will not be exported. Select
AExport Encrypted F ofigorationdile.t o encrypt the co

Import all configurations

Click ABrowseo button, select at the management hos
Al mport Al l Configurationso button to import t he
successful, restart the security gateway to validate the imported configurations. Note: in this version, the

exported configuration files can be compatible with the subsequently released versions. However due to

significant change of database, the previous versions will be compatible.

Export module configuration

Select the module configuration you wish to export
the selected module configuration. Some modules are dependent on configurations of other modules.

For example, rule configuration is dependent on strategy configuration, thus if the user wishes to export

the rule configuration, the system will prompt #ARul
pl ease export the strategy configurationo.

Import module configuration

Sel ect the module configuration you wish to i mpor
management host the configuration files to be imported. Note: such configuration files must be all
configurations or module configuratons of t he same version. Click Al mpo

to import the configuration files. If the system indicates import successful, restart the security gateway to
validate the configurations. Note: in this version, the exported configuration files can be compatible with
the subsequently released versions. However due to significant change of database, the previous
versions will be compatible.

Export intrusion prevention strategy

Click the AExport I ntrusi on Rlteewsndefined mtruSdnpravendany 0 b uf
strategies from the current device (excluding intrusion prevention strategy template).

Import intrusion prevention strategy

Click fABrowsed button, sel ect at t he man dgrecliekn t h o s
Al mport I ntrusion Prevention Strategyo button to i
system indicates import successful, the imported strategies will not overwrite the previous settings of the

user.

Export virus protection strategy

Click the HAExport Virus Prot ect i ondefied rvieus protection b ut t c
strategies from the current device (excluding virus protection strategy template).

Import virus protection strategy

Click @ABr ows e 0 thb managenment hostehke erastprotaction strategy files to be imported

and click Al mport Virus Protection Strategyo buttor
system indicates import successful, the imported strategies will not overwrite the previous settings of the

user.

Export protocol control strategy

Click the HAExport Protocol Cont r ol-defiSad rpmtocel gcgntrol b ut t
strategies from the current device (excluding protocol control strategy template).

Import protocol control strategy
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Click ABrowseodo button, sel ect at the management hos
and click Al mport Protocol Control Strategyo butto
system will indicate import successful. Due to numerous interdependency relations between the
databases, the imported strategies will overwrite the previous settings of the user.

Export Internet behavior management strategy

Click AExport I nternet B e buttom to @xport Mla theauges-deéned Intethetr at e g )
behavior managements from the current device (excluding the Internet behavior management template).

Import Internet behavior management strategy

Click fABrowseo button, s el ect tbehaviot haeagemam srgtegyfdes t h o s
to be imported and click Al mport I nternet Behavior
management files. The system will indicate import successful. Due to numerous interdependency

relations between the databases, the imported strategies will overwrite the previous configurations of the

user.

Recover default configuration

Click ARecover Default Configurationo, al | the conf
default configuration will be recovered. Restart the security gateway to validate this recovery.

Save configuration

Click ASave Configurationso to save alll the system
by clicking the fAiSaved icon on the top.

View current configuration

Click AView Current Configurationo to download t he
below. This page displays the configurations in a table which can be printed out.
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System configuration tahle

Time: 20137722 15:42:48
Management host time: 201307 /22 15:48:00
Equipment serial number: da2f578382abh5d9E
Hardware version rumber: Power_%B000
Software version rumber: 3.6.0.2(18409)

Quick configuration state

Bazic zettings
ethl. ethl iz transparent br
idge mode Not enable
ethd interface manage IPVd a
ddress
ethd interface manage IPV4 m
ashk
Manage hozt IPV4 addreass
Manage host IPV4 maszk
ethd interface manage IFVE a
ddress
ethi interface manage IPVE m
ask
Manage hoszt IPVE addreszs
Manage host IPVA mask

Security level configuration

Quick configuration level dispaly

High lewel
UTM accelerated configuration

Intrusion protection strategy Standard Intrusion Prewention Template
Figure 0 28 Venusense UTM configuration table
3.6.2 System upgrade

The system upgrade function of the security gateway will quickly respond to security requirements to ensure
the functions and security level of the security gateway can be quickly upgraded.
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System Upgrade

T Manual upgrade

The current software version of system:

* Upgrade file: || Browse. .. | | VFGEADE

= Auto upgrade

[Jenable Upgrade server |
address

Upgrade server port |

Realtime upgrade

Timing upgrace Exe Hour
Day
Week | |
CONFIEN | | UPGEADE HOW |

= Upgrade record

SERIAL NHUMBERVERSION HUMBER ALTER UPGRADE UPGRADE DESCRIPTION UPGRADE TIME
o S R 2013/06/20
1 Security Gateway 134797
| 4 > M 5 The 1 PageM Page Goto page | Go [Perpage|20 row Bt
CHECE UPGRADE PACE | |  EEBOOT |

Figure 0 29 Import the upgrade file
The module upgrade interface is to fulfill these functions
Automatic upgrade
Manual upgrade
Export upgrade history
Check the latest upgrade package

o~ 0w bd e

Restart the security gateway

Automatic upgrade

1. Select fAEnabled to make the settings for automati
Addresso and fiUpgrade Servéarn mRorip@grane ot men AAalt @ar

You can set the time points for the system to make automatic upgrade.

2. Select AEnabl ed and set AUpgrade Server Addresso

AUpgrade Nowdo button enable the system to make
Manual upgrade

1. Click fABrposeothe umgrade package. Click AUpgrade
i

the system will pop out a message indicate
upgrade is unsuccessful, error messages will be given.

Upgr ac

2. I f t he mes seagseu ciiclepsgsrfaudl , restarto pops out, pl eas

button to validate the upgrade.

Export upgrade history

Click fAExport Upgrade Historyodo to export the upgrad

Check the latest upgrade package
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The administratorc an vi ew the HAcurrent system software vers
Packageo, the system wil/| pop outVerusemnse securityEservice n d o w
website (the security gateway can connect to the Internet).

Restart the security gateway
Click the ARestart the Security Gatewayodo button to |

Not e: before restart of the security gateway, remember

=

3.6.3 Module license

icon is

In this page, you can upload the license for the acquired security gateway module and import it into the
security gateway. After the upload, please log in to the security gateway interface again. Then you can see
that the security gateway module has become valid.

Product License

Import license
Product License | || Browse... | INFORT

LCERITFICARIE

Figure 0 30 Uploading product license
Procedure:
1. Purchase the required license file from the manufacturer.
2. Place the license file into the local computer.

3. Click fAiBrowsed button to select tpertld clemtsteord.i | Waitlo
to see the prompt indicating ALicense | mport Success

4. Log into the web again to view the state of the imported license.

Enabled status of available modules:

Licenze Enable information

MODULE MAME DEADLIME DESCRIFTION STATE OPERATION PROMPT
If wou want to use over a
AntiViros A e Tried | Enable | loms period of time,
e please contact factory!
If wou want to uze over a
1§55 E?E%é?%égs Tried Enable long period of time,
e pleaze contact factory!
If wou want to uze over a
UEL Egé%é?%iis Tried Enable long period of time,
e pleaze contact factory!
If you want to use over a
EntiSpam Egéﬁég?ﬁfﬂ Tried Enable long period of time.

please contact factors!

Figure 0 31 License enable information
Procedure:
1. Click the fAEnabledo button or ATryo button for the

Friendly reminder: after the AEnabled button or AT
this timing can not be cancelled.

2. Log in to the web or refresh the entire page to initiate the module configuration interface in the
[Navigation Bar] tree diagram.

Access this module to enable the service and make detailed configurations.

If the module licenseisexpi red, the [Closing Time] of the mod
and its state is fADisabledd. The AOPERATI ONO st at ¢
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5. Purchase the required license from the manufacturer and import it to restore the state described in
Step 1.

3.6.4 Dual systems

Based on certain market demands, dual-system is required in the security gateway. Thus the user can access
the system he needs when the security gateway starts operating. Venusense UTM provides users with two
systems: systemA and systemB. The user can install both systems on the Venusense UTM. There is also a
backup system which is used as backup for either systemA or systemB. Thus if systemA or systemB fails, the
backup system can be used to restore systemA or systemB. However, there only one backup system
available, so only one system can have backup. The dual-system configuration interface is to fulfill these
functions

1. System state diagram

2. System started by default
3. Backup system

4. Restore system

System state diagram

systemA systemB Backup system

Default start system
@ systemA systemB

SUBMIT

Backup system

Backup current system (systemA[V2.6]) to backup system

SUBMIT

System Recovery
There is no system at present backup system
systemA systemB

|- summrz |
Figure 0 32 Dual-system configuration page
System state diagram

The system state diagram displays the information on the two systems and backup system currently
available in the security gateway. The system currently being used by the security gateway is set in
background color. Under each system, there is the version number representing the system. The
available systems are systemA, systemB and backup system. If systemA or systemB has no system
installed in it, the version number filed under is blank, which indicates that the system currently has no
system installed in it.

System started by default

The radio button that represents the system that is set by the user to be started by default upon startup.
Two systems are available for this option: systemA and systemB. To be selected as the system started
by default, one of these two systems must have a system installed in it. If systemA or systemB has no
system installed in it, its radio button will be grey, which indicates that this system can not selected. The
system to be started by default must be an installed system.

Backup system

This function is to preserve a backup of the current system in the security gateway into the backup
system. The interface will show the current system is systemA or systemB and it will also show the
version number of the current system.

Restore system

This function is to copy the system stored in the backup system to systemA or systemB. This is a good
way to restore the system. If the current system is to be restored, the system will remind the user to
restart the security gateway after system restoration.
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3.6.5 Batch processing tool

Venusense UTM provides batch processing of command lines. This interface is to fulfill these functions:

a) Export configuration commands. The batch processing strategy exports the commands for packet
filtering rules and resources. The resources include all the address resources and service resources
within the resource definition. The export files are in command format. These commands can be
directly imported into the system. Export resource definitions or packet filtering rules based on the
configuration type and <click the fiexportd button
commands. If the commands are directly called from the background, packet filtering rules are
exported under /tmp/pflog by default and resource definitions are exported under
/tmp/addserver.log by default.

b) View the records of the command lines that have been executed on the security gateway.

C) To clear the records of the command lines that have been executed on the security gateway, click
AClearo button.

d) To download the records of the command lines that have been executed on the security gateway,
click fiDownloado button.

e) Edit the batch processing file of the command line to be executed. Enter in the edit box the

command line statement, with each command line occupying one line. You can also add sleep and
beep statements. The edited commands will appear in black color, which reminds the user that
thesec ommands have not been submitted to the securit
the edited command line batch processing file. Now the batch processing command appears in blue

color.
f) Upload the existing command line batch processing file. Clic k ABr owseo button t
command | ine batch processing file to be uploaded.

security gateway.

0) Execute the submitted or uploaded command line batch processing file. If the batch processing file
has been submitted or uploaded but it has not be executed, the commands in the batch processing
edit box will remain in blue color, which reminds the user that these commands have not been
executed. Click AExecute Batch Pcessmessi ngo button

h) I f the batch processing process has to be suspend
executingod buupwiadow.i n t he pop
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CMD tools

Export configuration command

MNote: the exporter is command set, it isused by “import .
Resource Definition |v| command batch file” as helow. Please import resources then EXIFORT
import rules, otherwise the process may be failed!

Configuration
Categories

History

#2014/02/18 14:27:59 return code=0 -

sysmon refresh

#2014/02M18 14:258:15 return code=0 | CLEAR |
sysmon refresh —
#2014/02M18 14:36:08 return code=0 .
proxy off http | Exzeomr |
#2014/02M18 14:36:08 return code=0 e
proxy off fip

#2014/02/18 14:36:08 return code=0 |
proxy off telnet

#2014/02/18 14:36:08 return code=0 -

EEFRESH |

Batch Processing Command

SUBNIT

Import command bateh file ” Browse. .. | | INFORT |

|  EUN BATCH CONNAND | | CANCEL RUE |

Figure 0 33 Batch processing tool

Gl) Click "Download” to export all the commands of address semnvice resources!

| sowmioan | | mETURE |

File Download

X

Do you want to open or save this file?

Mame: a2ddy¥_service. log
=] Type: XA, 1 23KE

From: 10.1.53. 254

Open ][ Save ]| Cancel |

While files from the Internet can be uzeful, zome files can potentially
harm wour computer. IF vou do not tust the source, do not open or
zave this file. What's the risk?

Figure 0 34 Export address service resource command
Precautions for exporting configuration commands:

1. Export the resources first and then export the rules. The rules reference the resources, thus if the rules
are imported first and the resources are imported later, the batch processing may fail, where prompt will

indicate dfail 0.
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Neszage from webpage

Figure 0 35 Execute batch processing

Note:

1.

During execution of batch processing, please do not close the pop-up window and do not refresh the
pop-up window either.

Write each command in the topmost line and leave no spacing at the beginning.

Sl eep and beep commands are written in the format
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Chapter 4 Network Management

This chapter mainly describes network management of the security gateway and consists of the following
contents: network interfaces, routing, UPNP server, DHCP server and domain name server.

4.1 Network interfaces

Venusense UTM can be equipped with physical device, VLAN device, bridging device, alias device,
redundant device, dial-up device, wireless device and 3G device. The following is a brief description of
these devices.

Physical device: a network interface device that physically exists in the security gateway; it can not be
deleted or added. Increase or decrease of network interface hardware modules will be automatically
indicated in network management, which requires no manual operation. The first physical device fe4 is a
default management device. Its default IP address is 10.1.5.254 which is allowed for management, PING
and TRACEROUTE. Physical devices are the fundament for other devices. Increase or decrease in the
network interface hardware module will affect the devices associated with this device, which requires
particular attention.

VLAN device: this is a device created on the basis of physical device. VLAN device can be created on
the physical device of the security gateway connected to TRUNK port of the switch, which serves to
achieve interconnection between VLAN devices. It can work in either routing mode or transparent mode.
The VLAN devices with VLAN IDs from 0 to 4094 can be created on one physical device. Different VLAN
devices created on one physical device must have different VLAN IDs, thus the data packets carrying
these VLAN IDs can be received and sent accordingly. VLAN devices created on different physical
devices may have same VLAN ID.

Bridging device: this device configures multiple physical devices and VLAN devices or redundant
devices into transparent mode and puts these devices in different groups. A security gateway with this
device enabled is equivalent to a two-layer switch, but it can filter information of three levels. A security
gateway may create multiple bridging devices. The physical devices, VLAN devices or redundant
devices bound to a bridging device must be enabled and must work in transparent mode. Such bridging
devices may coexist with the physical devices and VLAN devices that work in routing mode.

Alias device: this device can configure multiple IP addresses for a physical device. Each physical device

can be associated with 400 alias devices, which is similar to the function of the address pool in resource

definition, however, an IP configured in the address pool can no't use the properti.i
management 0, APl NG all owedd and ATRACEROUTE all owed
of an alias device can not be the same to each other.

Redundant device: this is a virtual device that is formed by multiple physical devices that are bound
together. The physical devices bound together by a redundant device fulfill receiving/sending tasks
together and form a logical link that can be used by the system. The bound physical devices bound
together can server as backup for each other. If one physical device fails, another physical device can
replace it.

Dial-up device: this device must be enabled to enable the ADSL dial-up function. The physical devices to
be bound to a dial-up device are optional. The system uses the bound devices to send and receive the
data packets of PPPoE. A dial-up device can also enable the bandwidth management function, but it is
required that the devices bound to this device have not enabled bandwidth management. The IP
address and mask of a dial-up device can be automatically acquired after each successful ADSL dial-up.

Wireless device: this device provides wireless AP service to enable the clients in an LAN to connect to
the firewall via a wireless network card.

3G device: to access the Internet with usb 3g, the 3G device must be enabled. One system can only
enable one 3G network card. No configuration is required and the IP address is acquired automatically.

During configuration of the security gateway, the configuration of the network device must be done before
configuration of security gateway security strategy. If the configuration of the network device changes, it is
recommended to adjust the relevant security strategy.

411 Physical devices

The physical devices initially work in routing mode, i.e. they are bound to IP addresses and are able to
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transfer data packets to other devices via routes. The first physical device fe4 is the default manageable
device. Its default IP address is 10.1.5.254 and sub-network mask 255.255.255.0. This address is allowed for
management, PING and TRACEROUTE (the IP address of the default management host is 10.1.5.200.
Pl ease view fASystem Configuration>> Management
devices can switch to transparent mode. In transparent mode, physical devices can be connected to certain
bridging devices. To switch from transparent mode to sub-transparent mode, they need to be removed from
the list of bound bridging devices.

Physical devices are the fundament for other devices. The physical devices configured at the WEB
configuration management interface and CLI configuration management interface are detectable upon
system startup. If a physical device is not detected when the system is started, it will not be indicated on the
interface.

Table 0 1 Configurable properties on physical devices

Conf i

Attribute name

Description

Name

Device name, unchangeable

MAC address

MAC address of the device, changeable. If the initial MAC address of the
device is forgotten, set the MAC address to be a null value and restart the
security gateway. The security gateway will automatically detect the MAC
address of the device.

Link work mode

The device has three types of work modes:
1. Self-adaption

2. Full duplex

3. Half-duplex

Link speed

The device has four types of link speeds
1. 10MB

2. 100MB

3. 1000MB

4. 10000MB

MTU

The MTU (Maximum Transmission Unit) of the device. The value range is
60 to 1,500 for 100M network device and 68 to 9216 for gigabit network
device.

Work mode;:

There are now four types of work modes supportable for the device
1. Routing mode is the default work mode of the device. In this mode, the
IP address of the device must be configured.

2. Transparent mode: a device in this mode can not have IP
address/mask, can not be used for management and can not use the
options such as PING and TRACEROUTE.

3. Redundant mode: a device in this mode can only be used for a
redundant device.

4. TRUNK mode: a device in this mode must be given an encapsulation
standard and can only be used for a vlian device.

Vlan encapsulation
standard

Only a device in trunk mode can be given this standard and a device in this
mode must be given this standard, with available options isl, dotlg or nego

Bound vilan interval

This option is available in trunk mode, in the format of X-Y. The value of X\Y
is 11 4094. This value is filled in to create the vlan interval device in
transparent mode in a proper interval.

Native vlan id

This option is available in trunk mode. The value of is 17 4094. This value is
filled in to create the vlan device in transparent mode in a proper interval.

Acquire IP address

Now IP address can be acquired in two ways
1. Designated static address

2. The IP address is acquired via DHCP, where a proper device of the
security gateway serves as the DHCP client.
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IP address

The IP address is configurable only when it is a designated static address

Mask

The mask is configurable only when the IP address is a designated static
address

Enable dynamic domain
name

If the dynamic domain name is enabled, the binding relation between the IP
address of the physical device and the dynamic domain name will be
registered at a designated server. The user name and password required
for this registrati onagementr> @oafigusaton>> i
Dynamic Domain Nameo. This functi
does not use fixed IP address

Dynamic domain name

The dynamic domain name matching the IP address of the device

Enable protection against
ARP attack

This is to determine whether to enable protection against ARP attack. This
function is used to detect possible attack by faked gateway IP in the LAN. If
such attack is detected, active protection will be enabled to protect the
hosts from spoofing.

Enable detection of IP
address conflict in the

This attribute is to determine whether to detect IP address conflict in the
network. It is used to detect IP address conflict in the LAN. The conflicting

network IP and MAC will be recorded in logs. The logs can be viewed.
Enable IPMAC address | This attribute is to determine whether to enable the IPMAC address binding
binding checking function of the device

Allow an unbound IPMAC
address to pass

This attribute is to determine whether to allow an unbound IP address to
pass

Enable IP address
spoofing check

To enable IP address spoofing check on this device

Enable bandwidth
management

To enable bandwidth management on this device or not

Device bandwidth

It is the bandwidth supported by this device. If the speed of the device is
10M, its bandwidth range is 17 10,000; if its speed is 100M, its bandwidth
range is 1i100,000; if its speed is 1,000M, its bandwidth range is
17 1,000,000.

Enable DHCP relay

This attribute is to determine whether to allow this device to transfer DHCP
relay information. However, the DHCP relay function key can not be
enabled when OSPF is enabled.

DHCP server address

This device will relay the DHCP information to a certain server indicated in
the list of IP addresses. If there are multiple IP addresses, please separate
them with commas, with spacing between them. The IP addresses can not
be the same with each other.

For management

The IP address of this device is to be used for management or not

PING allowed The IP address of this device is allowed for PING or not
TRACEROUTE allowed | The IP address of this device is allowed for TRACEROUTE or not
Comments To add comment information for the device, with 07 255 characters
Is enabled To enable this device or not
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| https:/ff10. 1.5 254:8858/cgi-bin/webui®op=pem_ether edit_show_phy#nethod=edithif name=ethl v @ IEHE R

Edit Network Interface Configuration

Interface Name (cant modify)

Link mode |aL|t0 |v|
Link speed | I+
Work Mode |r0L|te maode |v|
VLAN packaging standard | [+
Binding VLAN interval [ JvianiD:-4084)
Mative VLAN ID |:|W|_,W ID1 - 4094)
Get IP address |static |v|
IF Address
Used for management
Allow PING
Allow Traceroute
Is enabled
- ADYAHCED OFTIOES

Comment (1-15 letter, number, minus signs, Chinese or

underline combination)

MAC Address 00:90:FB:25:0E:CO
MTU 1500 (G8-9216)

Open dynamic domain name il
Dynamic domain name l:l
Open fight ARP attack il

Open the IP address conflict detection O
Open IPMAC address binding F
Allow unbound IPMAC address by

Check IP Spoofing O
Open Bandwidth Management F

[ |knps Automatic detection |
O
DHCP Server l:l (Separat different IP in English commas)

l---nsmx —| l—--s-m;1: —|

DHCP Relay

|

<

Figure 0 1 Configurable properties on physical device
[Column Selected] Search
SELECTED = DEVICE NAME IP ADDRESSIMASK WORK MODE GET IP ADDRESS OPEN BANDWIDTH MANAGEMENT IS ENABLED OPERATION
[l &tho 10.1.7.254/255 255.255.0 route mode static & %] =
F eth i route mode static ] & =
F eth2 i route mode static ] & =
|| eth3 10.1.6.254/255 255.255.0 route mode static 7] %] =
IF eth4 i route mode static @ & =
IF eths i routs mode static @ 7] =
F eths 1 route mode static 7] & =
[F eth7 192.168.85.83/255.255.255.0 route mode static £ %) @
O ethd 10.50.10.99/255.255.255.0 route mode static i %) @
O &thd 10.1.5.254/255 255.255.0 route mode static 47 (%) =
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41.2 VLAN device

Figure 0-2  Physical device list

VLAN device is a device created on the basis of a physical device. It can operate in routing mode or
transparent mode. In transparent mode, this device can be connected to a bridging device. VLAN device can
communicate with other devices connected to VLAN device and can transmit messages between different
VLAN devices via the security gateway. Multiple VLAN devices with different VLAN IDs can be created on one
physical device. VLAN devices on different physical devices may have same VLAN ID.

Table 0 2

Configurable properties on VLAN device

Attribute name

Description

Select bound device

The device bound to the VLAN device must be an enabled physical device
that operates in trunk mode.

Fill in VLAN ID VLAN ID can be an integer from 1 to 4094, with no symbol
Vlan interval Xi'Y, X<Y. Both X and Y can be an integer from 1 to 4094 with no symbol
Work mode: There are now two types of work modes supportable for the device
1 Routing mode is the default work mode of the device
2 Transparent mode: a device in this mode can not have IP
address/mask, can not be used for management and can not use the
options such as PING and TRACEROUTE.
IP address The IP address of the device must be filled in if it is in routing route
Mask The mask of the device must be filled in if it is routing route

MAC address

If the MAC address of the device is not filled in, it will be acquired
automatically

Enable IPMAC address
binding

This attribute is to determine whether to enable the IPMAC address binding
checking function of the device

Allow an unbound IPMAC
address to pass

This attribute is to determine whether to allow an unbound IP address to
pass

Enable IP address
spoofing check

To enable IP address spoofing check on this device

Enable bandwidth
management

This attribute is to determine whether to enable bandwidth management of
the VLAN device. The bandwidth of VLAN device will conflict with the
bandwidth management of its bound device, thus these two types of
management can not coexist

Device bandwidth

It is the bandwidth supported by this device. If the speed of the device is
10M, its bandwidth range is 1i 10,000; if its speed is 100M, its bandwidth
range is 1i100,000; if its speed is 1,000M, its bandwidth range is
11 1,000,000.If its speed is 10,000M, its bandwidth range is 11 10,000,000.

For management

The IP address of this device is to be used for management or not

PING allowed The IP address of this device is allowed for PING or not
TRACEROUTE allowed The IP address of this device is allowed for TRACEROUTE or not
Is enabled To enable this device or not
DEVICE NAME IP ADDRESS/MASK WORK MODE BINDING EQUIPMENT VLAN ID OPEN BANDWIDTH MANAGEMENT IS ENABLED | OPERATION
| eth1.2-4 transparent mode £th1 24 20 @ = &
F &th1.1 transparent mode eth1 1 &0 o =

| peiere | stor |

M " The 1 Pagei Page G-jtapagePerpage 20 | rouBt
Figure 0 3 VLAN device list

H 4 >
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VLAN Interface Configuration

* Binding equipment | |"|

*VLAN ID
*VLAN Range
Work Mode
IP Address

Mask

| | (1-4094 )

| |(1-4004)

|tr:3nsparentm-:|de |v|

Used for management

Allow PING

Allow Traceroute

Is enabled

ADVANCED OPTIONS |

MAC Address

Open Bandwidth
Management

Device bandwidth | |[ Automatic detection

l

Open IPMAC address [

binding

Allow unbound IPMAC

address by

Check IP Spoofing

SUBNIT | |  CAHCEL

Figure 0-4  Configurable properties on VLAN device

4.1.3 Bridge device

A bridge device is a device constituted by multiple physical devices, VLAN devices or redundant devices that
operate in transparent mode. A security gateway with this device enabled is equivalent to a two-layer switch,
but it can filter information of three levels. A security gateway may create multiple bridging devices (maximally
eight bridging devices, which are named as brg0, brgl, brg2, brg3, brg4, brg5, brg6, brg7) and these bridging
devices can coexist with the physical devices and VLAN devices that operate in routing mode. In this case,
routing information and bridging device information do not affect each other.

Table 0 3  Description of properties

Attribute name

Description

Equipment name

Name of the bridging device, unchangeable

IP address The IP address of a bridging device can be blank. If its IP address is
blank, it can not be configured for management, PING or TRACEROUTE.
Mask The mask of a bridging device can be set to be blank.
Enable STP To enable STP (spanning tree protocol) of the bridging device or not
Enable IPMAC address This attribute is to determine whether to enable the IPMAC address
binding binding checking function of the device

Allow an unbound IPMAC
address to pass

To determine whether to allow an unbound IP address to pass

49




Venusense UTM Web Interface Operation Manual

Enable IP address spoofing | To enable IP address spoofing check on this device

check
For management The IP address of this device is to be used for management or not
PING allowed The IP address of this device is allowed for PING or not

TRACEROUTE allowed The IP address of this device is allowed for TRACEROUTE or not

Optional bound device list | List of the bound devices optional for the bridging. This list contains the
physical devices and redundant devices that operate in transparent mode.

Bound device list List of the selected bound devices
Is enabled To enable this device or not
DEVICE NAME IP ADDRESS/MASK OPEN STP BINDING EQUIPMENT LIST IS ENABLED OPERATION
IF brgd 10.1.4.254/255.255.255.0 it vl Iﬁ
O brg2 5.5.5.5/255.255.955.0 & eth1 @ = &
FEY | peiete | | STOR |

H 4 > M 5 The 1 Page/1 Page GmnpagePerpage 20 v |row
Figure 0 5 Bridging device list

Bridge Interface Configuration

* Select the device name

IP Address |55 5.5 |
Mask [255.255.255.0 -~
Used for management Fi
Allow PING FI
Allow Traceroute F]
A list of opticnal hinding Binding equipment
equipment list
eth
Binding equipment selection ED
m
Enabled
ADVANCED OPTIONS |

Open STP O]
Open IPMAC address [
hinding
Allow unbound IPRMAC
address by
Check IP Spoofing ]

| SuBEIT | |  CANCEL
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Figure 0 6 Configurable properties on bridging device

4.1.4 Alias devices

An alias device is used to configure multiple IP addresses for the device. Each physical device can be

associated with 400 alias devices, which is similar to the function of the address pool in resource definition,

however, an IP configured in the address pool can not use the properties suchas fiFor management 0
all owedo and ATRACEROUTE all owedo. I n addition, pay p:é
device.

Table 0 4  Configurable properties on alias device

Attribute name Description

Bound device name It is the name of a bound device. Optional bound devices include the physical
devices, bridging devices, redundant devices and VLAN devices that are
enabled to operate in routing mode

Alias ID The alias ID of an alias device, which can be a value from 0 to 399
IP address An alias device must have an IP address
Mask An alias device must have a mask
VRRP group ID This attribute determines whether to add the device into a VRRP group. If the
device is added into a group, it must have an ID; otherwise this ID is blank
For management The IP address of the device is to be used for management or not
PING allowed The IP of the device is allowed for PING or not

TRACEROUTE allowed | The IP of the device is allowed for TRACEROUT or not

Enable the notification | This alias IP is used to send ARP notification. This function is enabled only

alias IP or not when the device is connected to an old telecommunication equipment.
Is enabled To enable this device or not
Jan DEVICE HAME IP ADDRESS/MASK BINDING EQUIPMENT ALIAS ID 1S ENABLED OPERATION
O etho_3 192 166 1.6/ 55.0 &th0 3 & =
@ eth7_2 eth7 2 & =
0 eth7_3 eth7 3 & =
O etha_o ethg g @ = X

HET | DELETE ‘ | STOP |

L] 4 »> M % The 1 Page/d Page Gota |1 page’a‘Perpage 20 | rouBt

Figure 0 7 Alias device list
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Ahas Interface Lonfiguration

* Binding equipment | |*|
* Choose an alias 1D | |*|
*IP Address |1EIE.1I38.1.I3 |
* Mask [255.255.255.0 -~
Used for management FI
Allow PING L
Allow Traceroute IF]
VRRP group ID | |v|
Is enabled IF]

ADYANCED OFIIOHS

Hotice whether the alias IP enabled [F]

Open fight ARP attack [F]

SUBNIT | |  CANCEL

Figure 0-8  Configurable properties on alias device

Note: the total number of alias devices can not be more than 1024.

415

Redundant device

Several physical devices can be bound together to constitute a virtual redundant device. Functions of a
redundant device are:

1.

Enhance link reliability. The physical devices bound to a redundant can be dynamic backup for each
other. If the link of one member device is disconnected (network port connection lost), another
member device can replace it quickly. Unlike spanning tree protocol (STP), the physical devices are
invisible outside the redundant, i.e. the member devices can only be effective backup within the
redundant and are ineffective to other redundant devices.

Increase security gateway bandwidth. Usage of redundant device is an economic and effective way
to increase security gateway bandwidth. Multiple bound physical devices can significantly increase
the bandwidth of the security gateway. The bandwidth of a redundant is theoretically equal to the
sum of the bandwidths of the physical devices bound to it. A redundant can use balancing algorithm
to allocate network flow to its bound physical devices, so as to achieve link-level load balancing.

The advanced options of the redundant can be used to set its work mode. Work mode modification
can be valid only after the security gateway is restarted.

Round-robin mode: the redundant mode transfers data packets among the bound devices in
round-robin mode.

Hot standby mode: the redundant device uses only one physical device for transferring data packets,
while the physical devices are in standby state.

802.3ad mode: the redundant uses 802.3ad protocol to receive/send data packets among the bound
devices.

Table 0-5 Configurable properties on redundant device

Attribute name Description
Name Name of redundant device, unchangeable
Work mode There are now two types of work modes supportable for the device

1. Routing mode is the default work mode of the device. In this mode, the
IP address of the device must be configured.
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2. Transparent mode: a device in this mode can not have MTU or IP
address/mask, can not be used for management and can not use the
options such as PING and TRACEROUTE.

Acquire IP address

Now IP address can be acquired in two ways
1. Designated static address

2. The IP address is acquired via DHCP, where a proper device of the
security gateway serves as the DHCP client.

IP address

The IP address is configurable only when it is a designated static address

Mask

The mask is configurable only when the IP address is a designated static
address

Enable dynamic domain
name

If the dynamic domain name is enabled, the binding relation between the IP
address of the physical device and the dynamic domain name will be
registered at a designated server. The user name and password required
for this registration can be set
Dynamic Domai n ridtiomie ased fof FRNsnetWorking that
does not use fixed IP address

Dynamic domain name

The dynamic domain hame matching the IP address of the device

Enable DHCP relay

To allow this device to transfer DHCP relay information or not

Enable IPMAC address
binding

This attribute is to determine whether to enable the IPMAC address binding
checking function of the device

Allow an unbound IPMAC
address to pass

To determine whether to allow an unbound IP address to pass

Enable IP address
spoofing check

To enable IP address spoofing check on this device

DHCP server address

This device will relay the DHCP information to a certain server indicated in
the list of IP addresses. If there are multiple IP addresses, please separate
them with commas, with spacing between them. The IP addresses can not
be the same with each other.

Select bound device

The physical device to be bound to the redundant device (the physical
device in redundant mode). An enable redundant device must have at least
one bound device

For management

The IP address of this device is to be used for management or not

PING allowed The IP address of this device is allowed for PING or not
TRACEROUTE allowed The IP address of this device is allowed for TRACEROUTE or not
Is enabled To enable this device or not

DEVICE NAME
] bond2

IP ADDRESSIMASK

WORK MODE GET IP ADDRESS BINDING EQUIPMENT LIST 1S ENABLED OPERATION

= &

transparent mode static eth1 e

| oEEre | |-——stop|

L] 4 > P ¥ The 1 Page/1 Page G-Jt-:pageF’erpage 20 | rouBt
Figure 0 9 Redundant device list
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Redundant Interface Configuration

* Select the device name |h-:||'|l:l2 |-|
Work Mode hransparent mode |v|
Get IP address | |-|
IP Address | |
Mask | |
Alist of optional kinding Binding equipment
equipment list
eth
Binding equipment selection ‘i'>

Used for management
Allow PING
Allow Traceroute

Is enabled

ADVAHCED OPTIONS |

Open dynamic domain name

Dynamic domain name |

Open IPMAC address hinding FI

Allowr unbound IPMAC address
by

Check IP 5poofing

DHCP Relay

DHCP Server | |[Separat different IF in Englizh

CoMmmas)

| SUBEIT | |  CANCEL

Figure 0-10 Configurable properties on redundant device
4.1.6 Dial-up devices

A dial-up device is used to establish the ADSL connection of the security gateway. Now the security
gateway can support multiple ADSL connections.

Table 0 6 Configurable properties on dial-up device

Attribute name Description
Equipment name Equipment name
Bound device The physical device to be used for dial-up must be enabled before dial-up
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User name Dial-up user name, with 1 to 15 @ ASCII characters

Password Dial-up password, with 1 to 15 @ ASCII characters

Dial-up upon system | Dial-up is done upon startup of the system, but the bound device, user

startup name and password etc must be correct

Time scheduling The fixed time fordiallup must be defined i n ABH
in advance. If the time is not selected, the connection is maintained by
default.

Enable bandwidth | To enable bandwidth management of this device, the bandwidth

management management of the relevant bound device must be removed

Enable dynamic domain
name

If the dynamic domain name is enabled, the binding relation between the IP
address of the dial-up device and the dynamic domain name will be
registered at a designated server. The user name and password required
for this registration can be set
Dynamic Domain Nameo. This functi
does not use fixed IP address

Dynamic domain nhame

The dynamic domain name matching the IP address of the device

For management

The IP address of this device is to be used for management or not

PING allowed

The IP address of this device is allowed for PING or not

TRACEROUTE allowed

The IP address of this device is allowed for TRACEROUTE or not

Is enabled

This is to determine whether to enable this device. if the device is to be
enabled, the bound device must be selected and the user name and
password set.

Device Hame

‘Binding equipment |

‘User name
*Password

Time scheduling

Used for management

Allow PING

Allow Traceroute

Is enabled

ADY¥ANCED OFTIIONS

System start-dial

Open dynamic
name

laial0 | (cant modify)
[+
| | (1-64 ASCIl characters)
| | (1-64 ASCII characters)
| -]
O]
O
[l
[l
|
[l
domain O
Dynamic domain | |
name
| . supmrr | |  cANCEL |

Figure 0 11 Configurable properties on dial-up device

4.1.7 Wireless devices

A wireless device provides wireless AP function to enable the hosts in an LAN to connect to the firewall

via a wireless network card.
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Table 0 7 Configurable properties on wireless device

Attribute name Description

Interface name It is unchangeable and is wlan0 by default

IP address A wireless device must have an IP address

Mask A wireless device must have a mask

For management The IP address of the device is to be used for management or not
PING allowed The IP of the device is allowed for PING or not

TRACEROUTE allowed | The IP of the device is allowed for TRACEROUT or not

Is enabled To enable this device or not

Wireless Interface Configuration

Interface Name fwlano |
IP Address | |
Used For Management
Allow PING
Allow Traceroute

Enabled

]

| susmzr |

Figure 0 12 Configurable properties on wireless device
418 3G device

3g device is used to connect wireless 3g network via usb 3G network card

3G Wireless Networks

Start 3G network Refresh

Connection status Disconnection
Signal strength

Type of network

Country China

Metwork operators

DEVICE NAME IP ADDRES S/IMASK

p— 0000
Figure 0 13 3G wireless network
This interface is to fulfill the following functions:
1. Enable and disable 3g dial-up device.
2. Display the properties after successful dial-up.
Start 3g network: c¢click AStart 3G networko on the page

Page refreshi ng: noohthephlge fo RiEeshte pag®andupdate the displayed properties.
Attribute description:

Attribute Description

Connection status | Indicate 3g connection status

Signal intensity Indicate the signal intensity after successful 3g dial-up
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Country Indicate the country

Network operator Indicate the network operator

Device name Unchangeable, indicating network access by 3g dial-up

ip Indicate the dial-up ip address

4.2 Basic configuration
421 Network audit

The main function of network audit is to copy the flow information of one or several source network ports
(such as eth2 and eth3) of the running devices to a designated target network port (such as eth4). If an audit
device is connected to the target network port, it is able to analyze the flow of the running devices and audit
the consolidated statement.

The location of this function: Network management -> Network configuration -> Network audit, as shown in
the figure below:

Audit Network Ports Configuration

All network ports Ethernet port to be mirrored
eth eth
eth3
etha
ethf q,,
ﬂl
Mirror port eth0 |v| Start J

Figure 0 14 Displaying network audit
See the following for the configuration steps:

1. Click the rightward arrowhead to move a network port to be audited from the left pane (all network
ports) to the right pane (Ethernet port to be mirrored).

2. Clickthedrop-d own box nextt ot ot ofi Mierlreocrt paormi rr or port.
3. Select the Start checkbox.

4. Click the "SUBMIT" button to validate the setting and enable the function.

Notes:

1. Network port audit is to copy the data of other network ports to the mirror port. Therefore, do
not start services at the mirror port to avoid interferences.

2. Certain packets may loss when the network is busy or multiple network ports are mirrored.
422 DNS servers

If the administrator sets services such as mail proxy, the DNS server to be configured with a security
gateway shall be used to resolve the domain nhame when the security gateway sends packets to an
external system. For example, if the security gateway is configured with a dynamic domain name, the
DNS server must be set up accordingly.

Network management >> Basic configuration >> DNS server
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Preferred DNS server

Alternative DNS server

Domain Server

| suswrr |

Figure 0 15 Configuring a DNS server

This interface achieves the function of configuring the DNS server of the security gateway. The DNS server 1,

which has higher priority , and the DNS server 2 are available.
configuration.
4.2.3  Wireless configuration
Table 0 8 Parameters for wireless configuration

Field name Description Relation with other interfaces
SSID Network name, range: 1-32

non-null  characters, default:

Themis XXXXXX, the last three

bytes of the MAC address for a

wireless network adapter
Hide SSID Hide SSID or not
Channel/Frequency Working channel, range: 1-14,

where 14 represents automatic
selection, CH1-2412 MHz,
CH2-2417 MHz, CH3-2422 MHz,
CHA4-2427 MHz, CH5-2432 MHz,
CH6-2437 MHz, CH7-2442 MHz,
CH8-2447 MHz, CH9-2452 MHz,
CH10-2457 MHz, CH11-2462
MHz, CH12-2467 MHz,
CH13-2472 MHz. The value is
defaulted to CH6-2437 MHz.

AP Detection

Scan the wireless AP around.

Mode

Encryption method, O-without
encryption, 1-WEP, 2-WPA-PSK,
3-WPA2-PSK. Default: 0

Open Wireless

Openl/close

Beacon Interval

Beacon transmitting interval,
range: 15-65535, default: 100,
unit: ms

TDIM Cycle

The number of beacons of each
interval carrying DTIM
messages, range: 1-255, default:
2, unit: No.

RTS Gate valves

RTS threshold value, 2347 =
disabled (default); range: 0-2347

Fragm Gate valves

Fragm threshold value, 2346 =
disabled (default); range:
256-2346

Detection Cycle

Allowable silent period of clients.
Range: 120-600; Unit: s; Default:
300
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Short Synchronous Frame Use Short Preamble to improve
the network performance or not.
0-No, 1-Yes. Default: 0

MAC Address Authentication MAC address authentication,
0-Default receive; 1-Default
refuse. Default: 0

Wireless Configuration

SSID [Gateway_123456
Hide SSID ¥

Mode 110 |»
ChannelFrequency CHG-2 437 GHz w
AP Detection | STAET SCAN

Safe Mode disable b

Open Wireless IF]

heacaon Interval ms TOIM Cycle beacon
RT3 Gate valves 2347 byte Fragm Gate valves 2346 hyte
Detection Cycle 300 ms Short Synchronaous Frame [

MAC Address Authentication

® Default Receive O Default Refuse
Add Deny_List Add Accept_List
| SUBNIT | | RESTORE DEFAULT |

Figure 0 16 Wireless configuration
Note: A firewall is required to enable the DHCP function.

4.3 UPNP

UPNP is the structure of various intelligent devices, wireless devices and personal computers to achieve
global peer-to-peer (P2P) network connection. Its main function is to add dynamic port mapping to a
firewall.

4.3.1 Interface setting

Network management >> UPNP >> Interface:

UPNP Interface Settings

External Interface |ethT |~r|
Internal Interface |eth8 |v|
| susmit |

Figure 0 17 UPNP interface configuration

This interface achieves the network interface for dynamic port mapping, which is presented in the dynamically
added/deleted Iptales rules.
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4.3.2 Rules

Network management >> UPNP >> Rules:

NUMEER NAME ALLOWED THE USE UPNP ADDRESS NOTES OPERATION

4 4 > M O The 1 Pagell Page Goto page Perpage 20 % rowEr
Figure 0 18 List of rules

UPNP Rule Configuration

" Name | |(1-1 A letter, number, minus signs, Chinese or underline

cambination)
" Address | |
Mask | |v|
Notes | |
| suemrr | |  casceL |

Figure 0 19 Adding rules

This interface is used for setting the IP address to access firewall UPNP function, and it will add Iptables rules
based on the IP address filled in.

4.3.3 Start

Network management >> UPNP >> Rules:

Start The LIPKP Service

Figure 0 20 Starting UPNP
This interface is used for starting the UPNP service.
4.4 DHCP servers

A security gateway enables other hosts at an LAN to obtain the IP address dynamically through the
DHCP protocol, and it is used as a DHCP server. It is configured and used as follows.

Configure DHCP servers. The DHCP protocol can be used to assign IP addresses in two situations: the
server assigns an IP address to a host who applies; a user appoints a fixed IP address for a host. For the first
situation, a user must define a DHCP domain, that is, an IP address segment. The server automatically
selects one from the DHCP domains and assigns it to the host who applies for an IP address; for the second
situation, a user must appoint an IP address for the host. The DHCP protocol automatically obtains the default
route.

4.4.1  Configuring DHCP domains

Enter ANetwork >> DHCP >> Domain configurationo to

Start the IHCP server | [ systen stertup to start the DHCP server only

HETWORE ADDRESS HETHASE GATETAT ADDRESS DONATH HANE DES SERVER ADDEESS EANGE BENAEES USE OPERATION
Ho Eecord
HEH

Figure 0 21 Displaying the configuration of DHCP domains
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DHCP Server Domain Configuration

" Network address | ||:f|:|r exarmnple 10.1.1.0)

" Netmask

| |{mask hits and the netwaork
address must match)

Gateway Address | |

Droymain name | |

DNS servel

| |{£'-.t maost input two addresses,
separated by commas)

" Address range | |'v'|

Default lease time 1440 | ¢1-10080 minutes)

Maximum lease time |432EI |{1 -10020 minutes)

Remarks

| | (no more than 200 characters)

[] “PM client CHCP aver IPSec
*Metwork Devices | |,|

*Mask | |'v'|

| susmrr | |  CANCEL |

Figure 0 22 Adding and editing DHCP domains

Table 0 9 Parameters for adding and editing DHCP domains

Field name

Description

Network address

Mandato r vy . I't is used with ANetmasko to
DHCP services. Note: The network address must be in a network segment, other
than the IP address of the host. In addition, at least one network address shall be
in the same network segment with the network device of the security gateway.
Otherwise, the DHCP server will fail to start. You must re-configure and start the
DHCP server if the address of corresponding network device is modified.

Netmask

Mandatory. I't i saddeds swdottho AidNet ewomikn e

Gateway Address

Optional. It configures the gateway address for a DHCP client.

Domain name

Optional . I't configures a domain name
the field name. Otherwise, the DHCP server will fail to start).

DNS server

Optional. It configures a DNS server address for a DHCP client.

Address range

Mandatory. Define an address segment in the address resource list (Note: It must
be an address segment, other than a mask address or a reverse address.
Reference: AResource definition >> Ag
address range in this field.

Default lease time

The effective default lease time of DHCP.

Maximum lease
time

The effective maximum lease time of DHCP.

Remarks Optional. Some description.
VPN clients DHCP | Af t er building tunnel s bet ween clie
over IPSec essential to assign an internal IP address for communication and management.

This IP address is a virtual IP address. It is easiest to manually assign a virtual IP
address at the client. This easily results in the same virtual IP address of two
clients, which affects normal communication. Therefore, it is preferred to obtain a
virtual IP address from the DHCP server at security gateway end. At this time, the

DHCP data is actually exchanged in the IPSec tunnel between the client and
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gateway end, which is called ADHCP Ov
| PSecd function if DHCP is not wused

Network Devices

Many network devices are available. For this reason, a unique name shall be set
for each device. A maximum of 32 network devices are available, and their names
range from ethO to eth3.

Mask

Subnet mask of a virtual IP address of a VPN client.

4.4.2  Configuring static IP addresses

Enter ANetwork management>> DHCP server >> Stati

address.
HOST NAME MAC ADDRESS IP ADDRESS REMARKS OPERATION
Mo Record
(e B |
Figure 0 23 Displaying DHCP static configuration
DHCP Server Domain Configuration
‘Host Name | ||:1-15 letter, number, minus
signs, Chinese ar underline combination)
'‘MAC Address | ||:F|:|rmat ag T
‘IP Address | |
Remarks | |{Can not exceed 255 characters)
| susmIT | |  CANCEL |
Figure 0 24 Adding and editing statically assigned host address
Table 0 10 Parameters for adding and editing static IP addresses
Field name Description

Host Name Mandatory. It indicates the name of a host to be assigned with a fixed IP address.

MAC Address Mandatory. It indicates the MAC address of the host.

IP Address Mandatory. It indicates the IP address to be assigned to the host. A statically
assigned IP address takes effect in the following conditions: the IP address of the
host is in the same network segment with the IP address of the corresponding
physical interface or its alias device.

Remarks Optional. Some informative description.

4.5 High availability

High availability of Venusense UTM currently supports private HA and VRRP, which are mutually exclusive.
That is, only private HA or VRRP can be selected for configuration to achieve high availability.

HA supports two-node hot standby, load balancing, and session protection.

Two-node hot standby (in active-passive mode): The IP and MAC addresses of any service network port
corresponding to any node in a cluster shall be the same. A security gateway (priority=1) is the master node,
which works in active mode and controls all network data flow and the whole cluster. Other nodes of the
security gateway are slave nodes, which are in hot standby mode. They do not process network data (but
they process the synchronous state table signals broadcast by the master node). If the master node is faulty,
a salve node with the second priority works as the master node to take over the work of previous one to
guarantee normal communication in the network.
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Note:

1. HA, in two-node hot standby mode, adopts transparent mode. The STP of bridge devices can not be
enabled.

2. Intwo-node hot standby mode, HA does not support obtaining network port address through DHCP.
3: With the HA function enabled, specify the exit for NAT, and the exit can not be an HA network port.

Load balancing (in active-passive mode): The IP and MAC addresses of any business network port
corresponding to any node in a cluster shall be the same and work cooperatively. A security gateway
(priority=1) is the master node, which works in active mode and controls partial network flows and the whole
cluster. Other nodes of the security gateway are slave nodes, which also work in active mode to share the
network flow with the master node. If a security gateway is faulty, its load can be quickly switched to other
security gateway in the cluster to guarantee normal communication in the network.

Session protection mode: This mode is different from the active-active mode and active-passive mode. In this
mode, each security gateway works independently, the IP and MAC addresses of the corresponding business
ports are different, and the priority for all nodes will be the same. The security gateway only enables the
session protection protocol to achieve state synchronization of packet filtering between each two nodes and
ensure mutual backup of session states. This mode enables only session protection. Therefore, it does not
support functions such as configuration synchronization and path monitoring. This mode is mainly used in the
asymmetric and redundant network environments.

The preceding description shows the HA working mode of Venusense. See Chapter V AHA C
Configur at i onUskrdManua af \benusensetUTMeFunctions. For details of VRRP, see Chapter VI
AVRRP Concept and Conf iUgenMaaualiofovenuddrese BT Functions. t h e

451 HA network ports

Network Interface Configuration

Enabled HA

HANetwork Port  feth I+

HA Network PortiP 1_.1.1.1 (The HA netwok port IP of each node in the same cluster must be
different,but blong to the same network segment )

Mask 265.255 255.0 I+

Enable 7

Synchronization

- summIT |

Figure 0 25 HA basic configuration
This interface is to fulfill the following functions:
1. Configuring parameters for an HA network port
Table 0 11 Parameters for a network port

Attribute name Description
Enabled HA Enable the HA network port or not
HA Network Port | Network port used for a cluster node to directly send heartbeat and synchronization
information
HA Network Port | IP address used by an HA network port. The HA network port IP address of each
IP node in the same cluster must be unigue and in the same network segment.
Mask IP mask
Enable Enable the state synchronization function of packet filtering for the security gateway
Synchronization | or not

Note: Enable HA network port before configuring it. Otherwise, do not perform any operations.
Configuring an HA network port address

1. Select an HA network port.
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2. Input the IP address of an HA network port, and select a mask.

3. Click the ASUMBI TO button to complete the configul

Session protection mode, one of the security gateway HA working modes, is also used to configure only
HA network port and select state synchronization without configuring HA basic parameters. It can only be
used for state synchronization of packet filtering between two security gateways.

Notes:

Before configuring an HA network port, confirm whether the HA network port device is working in routing
mode. If the HA network port is working in transparent mode, strip it off from the bridge device in
advance. If it is working in routing mode, prevent it from being used by VLAN devices, VPN devices, or
other devices, and being used by any policy or rule of the security gateway to ensure the specificity of
the HA network port. Otherwise, function errors may occur.

45.2 Two-node hot standby setting

HA Parameter

“Basic Parameters “|

Enabled HA

HA Identifier (1~2565, The HA identifier of each node in the same cluter must be the
same )

Wark Made @ Hot Standby @ Load balance(The work mode of each node int same cluster must be
the same)

This node is 1 |= | node number(ln the same cluster,Node number must be only)

Preempt ]

= Detect Network Port | DETECT INTERFACE..| .. SUBEIT...|

If the following selected network port connection failure, then think the node of that firewall is failure

[[etho [ ethz: #eths # eths

= Detection Of IP |“| [&|

If the sum of the failed IP's weight which from the detection of peripheral IP listis reached (1~100),
then setthe security gateway node for the failed state.

DETECT PERIPHERAL EQUIPMENT'S IP WEIGHTS DETECTED FROM THE ETHERNET PORTOPERATION
Mo Record

]

Figure 0 26 Configuring parameters for HA detection network port

This interface is to fulfill the following functions:

1. Configure HA basic parameters and view the HA status
2. Detect network port parameters and view the status of detecting a network port
3. Detect IP addresses

45.2.1 Configuring HA basic parameters
Table 0 12 Configuring HA basic parameters

Attribute name Description
Enabled HA Enable HA or not
HA Identifier 17 255. The HA identifier must be the same for all nodes in the same cluster.

Working Mode: Hot standby or load balance. The working mode must be the same for all nodes in
the same cluster.
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This node is Node No. The number must be unique for the nodes in the same cluster.

Note: To configure HA basic parameters, configure the HA network port in advance.
4.5.2.2 Configuring detection interface and viewing the network port status

Provide the function for detecting links by IP address and network port. Adjust the invalid status and load
balancing of the cluster security gateway based on the detection results.

To set the network port to be detected, perform the following steps:
1. Select the network port to detect
2. Click HBrhiet diSluutton to compl ete

To view the connection status, perform the following steps:

1. Click the fAView Connection Statuso button
2. Display the AHA Connection Status Listo interface

et NO connection normal

eth2 NO connection failed

ethd NO connection failed

ethd NO connection failed

s YES connection normal

eihé YES conneciion normal

eth? NO connection failed

ethg NO connection failed

o caEceL

Figure 0 27 Viewing the connection status
Table 0 13 Basic parameters for HA connection status list

Attribute name Description
DETECT Network interface which is detecting
INTERFACE
INVALID If the connection fail of detect network port will result in invalid node of this security
gateway.
CONNECTION Network interface connection status
STATUS

45.2.3 Detecting IP addresses of interface equipment

I f the sum of the f ail e dtectiod peripheral IB list reaghbsithe lspedifiedo m t h e
threshold value, the security gateway is automatically set to the failed state to achieve convenient switch
between the two-node hot standby mode and the load balancing mode of the security gateway.

= Detection Of IP [“| I“|

If the sum of the failed IP's weight which from the detection of peripheral IP listis reached (1~100),
then setthe security gateway node for the failed state.

DETECT PERIPHERAL EQUIPMENT'SIP WEIGHTS  DETECTED FROM THE ETHERNET PORTOPERATION
10.1.5.200 50 eth0 = &

oomr |

Figure 0 28 Displaying the detection of IP addresses
To fulfill the following functions, perform the following steps:

1. Specify the threshold value which leads to be failed.
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2. Add an IP address of the interface equipment to be detected.

3. Edit the IP address of the interface equipment to be detected.

4. Delete the IP address of the peripheral equipment to be detected.

5. View the IP address of the interface equipment to be detected.

Specify the threshold value which leads to be invalid.

Input the threshold value, which is an integer from 1-100.

Add an IP address of the interface equipment to be detected.

Click the ANEWO button to display the fAHA detect | P

Add Detection Of IP

Detect Peripheral Equipments IP |
Weights (1~100;

- SUBEIT  CANCEL
Figure 0 29 Adding an IP address for detection
Each field is described as follows:

Table 0 14 Basic parameters for IP addresses for HA detection

Field name Description

Detect Per i pheP{IPaddresses of peripheral equipment to be detected

Weights The weight of all the detected peripheral equipment

Detected From The Ethernet Port | The network port to be started for detection

After configuring all fields, click the ASUBMITO bu:

Notes: The IP addresses to be detected and the network port must be in the same network segment.
The IP addresses to be detected are the addresses beyond those of the two-node hot standby devices
(excluding the addresses of two-node hot standby devices).

Edit the IP address of the interface equipment to be detected.

1. Click the #AEditdo icon in fAOperationo to display
interface equipment.

2. Change the IP address.

3. Click the ASUBMI TO button.

Delete the IP address of the interface equipment to be detected.

1. Click the fADeletedo icon in AOperationo to display
2. Click the ASUBMI TO button to complete deletion.

View the status of the IP address of the interface equipment to be detected.

Clickthe AVi ew Detect | P Statusod button to display the
threshold value 100 » reached 0
._ : ‘%I
Figure0 30 St at us of interface equipmentbs |

453 Two-node hot standby status

Click t-hedeiTWot Standb
availabilty >Two-node hot standb

y StatyustohebufitNeotnwotr & dasplgen
y statusodo interface.
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Node ID PRIORITY P CONFIGURE SYNCHRONOUS DETAIL
1 1 1111 synchronized Detailed Status
2 2 1112 synchronized Detailed Status
© COMEIGURE SINCHEOMOUS |  REFRESK |

Figure 0 31 Displaying the HA status
HA status monitoring is available if the HA function is enabled.

The HA status of all security gateways in the cluster can be monitored at the monitoring interface of the main
security gateway. The status information involve conditions of configuration synchronization, node priority,
status list of network port, and status list of interface equipment to be detected, as shown in the figure below:

Node ID PRIORITY P CONFIGURE SYNCHRONOUS DETAIL
1 1 1111 synchronized Detailed Status
2 2 1112 synchronized Detailed Status
—_— ————
M ~ BEFRESH

Figure 0 32 Displaying HA status
Click the ADetailed Statuso for details of the node, a
Mode 1.1.1.2 Detailed Status

IP:1.1.1.2
Mode |ID: 2
Node priority; 2

Configure synchronous: Synchronization

Interface Status List

DETECT INTERFACE INVALID COMNNECTION STATUS
etho o] connection failed
eth1 O connection normal
eth2 NO connection failed
eth3 NO connection failed
ethd O connection failed
eths YES connection normal
ethé YES connection normal
eth7 NO connection failed
eths NO connection failed
ethd O connection failed

Detect the IP stats of peripherals threshold value 100 s reached 100

DETECT IP WEIGHTS DETECT FROM RESULT

10.1.5.202 100 eth0 failed

. susmiz.|

Figure 0 33 Display detailed HA status

The #dApriority" of t Aendrihatsof aher slave doges shallabe buccéessively 2, 3, 4.
ASynchronizedo for the node AConfiguration Synchroni z:
master node has been synchronized to the slave node. Check the physical and logical settings of the
synchronous network port in the case of failed synchronization. You can view the connection status of each

network port in the network status list. If a connection failure is set to cause an invalid node, the security

gateway is automatically set to be invalid and switch the network load to other node when a failed connection

of a corresponding network port of a node is found. S
automatically set to be invalid when multiple connections fail.
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454 VRRP

Network management-> High availability-> VRRP

R BINDING PREEMPTIVE = MONITORING

GR:I:::UP INTERFACES VIRTUAL IP PORIORITY PACKETS INTERVAL MCASTIP MODE INTERFACE OPERATION
100 ethg_g 12345 100 1 & ethd & @ &
| mw |
L] 4 > M The 1 Pagei! Page Gato page Perpage 0 % rowEr

Figure 0 34 VRRP parameter configuration
This interface is to fulfill the following functions
1. Provide inlet for adding VRRP group
2. Provide inlet for modifying VRRP group
3. Configure virtual IP
4. Delete VRRP group
5. Start and stop VRRP
Adding VRRP group: c¢click the fANewod button, as shown in

VRRP Group Cenfigurations

VRRPgrowpld | |g-255) ‘Poriority  [100  |i1~255, default value 100)
‘Packetsinterval | |s(1~3, defaultvalue 1) ‘Premptive Mode [
Meastp [ ]
Existing intetface Backup group to monitor the interface

atho w

ath3

ath7

athe

athg &

| svemrr | |  caEcEL |

Figure 0 35 VRRP group configuration
The description of each field is as follows

Table 0 15 VRRP group configuration

Field name Description

VRRP group ID The range of VRRP group ID: 1-255

Priority The range of VRRP group priority: 1-255

Mcastip The IP address of sending notices and messages

Preemptive mode This VRRP group is preemptive or not

Back-up monitoring interface | Monitor whether this VRRP monitors network interface efficiently or not.

With each field configured, click the fAiSubmito butt
Notes: Mcastip shall be different from the IP of alias device which sets VRRP group.

Edit VRRP group

1. Click icon AEdito in fiOperationo, and open VRRP g
2. Execute modification

3. Click the AOKO button to complete modification
Configure virtual IP

1. Click icon AVirtual 1 PO in AOmeppopatpi ond and an AAI I
2. See Section 5.1.5 for adding alias device
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Delete VRRP group

1. Click icon fADeleted in fAiOperationd and a fADel eteod
2. Click AOKo to
Preemptive mode of VRRP

del et e.

E;indicates that the preemptive mode is off, and LT:l;indicates that the preemptive mode is onStart and
stop VRRP

1. Click the fAStart VRRPO burnd®nt a nstia/rRtRPV RPRP,a meh eer t
into AStop VRRP".

2 Click the AStop VRRPO button in AVRRP Parameter
VRRP".

455 VRRP monitoring

ltdéds able to monitor the st atfustionnid enabladcds shevimhRiPthegr oup
figure below:

Network management-> High availability->VRRP

VRRP = - - =
i BIND _ PACKETS . PREEM MONITORING
1.1RI1I.]|'IUP INTEREACE VIRTUALIP  PRIORITY INTERVAL MCASTIP STATE  INTEREACE STATUS
100 ethd_4 12.3.445 100 1 vy eth0 invalid
H 4 » 0 M0 The 1 Pager Page Gota[l  |page|Go|Perpage |20 % rowEh

Figure 0 36 Display detailed VRRP status
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Chapter 5 Routing Management

5.1 Basic routing
5.1.1 Default routing

The Venusense UTM provides multiple default routing load balancing functions. While routing, the default
routing wild/l be selected if therebs no policy routing
achieve load balancing function of default routing by setting it.

The priority of default routing is the minimum in the system routing rules. When the data packet reaches, it
firstly matches with policy routing, static routing rules, if successfully, the corresponding policy routing, static
routing shall be selected, otherwise, it turns to the default routing.

The administrator can add, edit or delete the default routing rule and turn on or turn off the real-time
monitoring on default routing gateway.

The management of default routing can be divided into three parts at web interface. The first is the status
control of default routing.

Enable default routing
equilibrium

| SUBNIT

Figure 0 1 Status control of default routing
This interface supports settings on relevant status of default routing:

1. Enable default routing balancing: it's able to start/stop the multiple default routings balancing in
the system by setting it. When the option in front of this itemis I S L , this function is enabled.
Other options in this configuration page shall be meaningful only when this function is enabled.

2. Enabl e gateway moni t or i-inge:detdctinéngleteztithe eonnectabiliyoth i e v e
default routing gateway. Only the corresponding default routing gateway is connectable and its
corresponding default routing rule can take effect in system. If this option is not selected (no
monitoring on the connection condition of default gateway), the system shall deem the
configured default routing as valid and its default gateway as connectable. The corresponding
default routing rule will take effect in the system. If this option is selected, there will be real-time
monitoring on specified default routing gateway. Only the corresponding default routing of
connectable gateway will take effect in the system.

Note:

This option will not affect the monitoring condition of dial-up devices, that is, the monitoring for them is
always on. However, the monitoring will be affected by the following monitoring frequencies.

Adopt arp protocol and icmp protocol for monitoring the connectability of default gateway. The detection
of icmp protocol shall be prior to that of arp protocol, if the former fails (reason for failure: the
corresponding default gateway does not exist, or it forbids icmp protocol), then adopt the latter. The
failures of both protocols indicate that the default gateway is unreachable. Provided that either detection
of the two protocols is valid, the corresponding default gateway shall be connectable.

Monitoring frequency: the monitoring frequency of corresponding gateway, which indicates the period
between detections of the gateway connectability, shall be adopted for specified default routing; the
monitoring frequency of dial-up devices shall not be controlled by this value. For other devices, this
option is meaningless if "enable gateway monitoring" function is not set.

GATEWAY ADDRESS metric WEIGHTS NETWORK INTERFACE IS ENABLED OPERATION
10.15.1 0 1 £tho @ 2 &
HER | peLETE | STOP

Figure 0 2 Displaying default routing
This interface is used for configuring the default routing, including adding, deleting and editing

1. Adding default routing
70



Venusense UTM Web Interface Operation Manual

d i

Click the ANewodo button to pop up the following AAdd:
Default Routing Configuration
* Default Gateway l:l
* Network Interface l:E
ADVANCE
Figure 0 3 Editing routing

Adding default routing parameters, please ensure that the default gateway address and the selected
network interface are within the same network segment. For dial-up devices, the system will perform
automatic processing without specifying the default gateway address. With relevant parameters set,
click "OK" to add.
Note: multi-default routing load balancing function supports devices, such as physical devices, dial-up
devices, redundant devices and alias devices.
2. Deleting default routing:
Click icon fADeleteodo in AOperationodo and a fADel eteod
3. Editing default routing:
Click icon AEdito in "Operation" and open fADefault
modifications. Withrele vant par ameters edited, click the AOKO b

Enabling/disabling default routing rules:

Click icon in nAls Enabl edo,

| f ¥ origirsally and then changed to . after being clicked, it indicates that the enabled status is

changed to the disabled status; while if it's x originally and then changed to ¥, it indicates that the
disabled status is changed to the enabled status.

Table 0 1 Parameter descriptions for adding and editing default routing

Field name Description Relation with other interfaces

Gateway address Gateway address of default
routing. This address and the
outlet of this default routing shall

be within the same subnet

Weights The weights assigned by this
default routing. The system will
automatically deploy the
operating frequency of default

routing based on weights

The interface and the default
gateway address must be within
the same network segment

Network interface

Select the interface from
Network
configuration>>Interface

management>>Physical device

Is Enabled Apply this default

system or not

routing to

The system will display the monitoring information of default routing in real-time. The monitoring page of
default routing: Status monitoring>>Routing monitoring page, as shown in the figure below:
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Gateway Weights Hetwork Interface Effective
10151 1 ethl Invalid

Figure 0 4 Monitoring default routing

If the gateway address of corresponding default routing is reachable, the corresponding "Effective™ will
display "Valid" and the default routing information will take effect in system, otherwise, the gateway of
corresponding default routing is unreachable, the corresponding "Effective" will display "Invalid" and the
default routing rules will not appear in the default routing information of system.

5.1.2  Static routing table
Venusense UTM provides static routing function, this section will introduce how to use it.

Security gateway static routing supports routing based on destination address which means to decide next
hop address according to the destination IP address in packet. Modification to the IP address of network
device may affect relevant routing rules. It is suggested to configure the address of network device first and
then the routing rules.

The administrator can add, edit, delete, enable or disable static routing rules. Parameters of static routing
rules include destination address, next hop address and network interface. The next hop address and the
corresponding network interface shall be within the same network segment.

NUMBER IPIMASK NEXT HOP INTERFACE metric 1S ENABLED 1S EFFECTIVE OPERATION
No Record

mo| (-

Figure 0 5 Displaying static routing
This interface is to fulfill the following functions:
Adding static routing
Editing static routing
Deleting static routing

Enabling/disabling static routing rules

a M w0 N PE

Clearing static routing

Adding static routing

1. Click the AAddo button to enter fAStatic Routi
2. Adding static routing parameters

3. Click AOKO to add

Editing static routing

Q) Click the AEdi to icon in fiOperationd to open
(2) Execute modification

B Click AOKO to complete modification

Static Route Edit

* The Destination Address l:l
* Interface l:E

Figure 0 6 Maintenance of static routing
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Table 0 2 Parameter description for adding and editing

Field name Description Relation with other interfaces
Destination address and mask Setting destination IP address.
IP address/sub-network mask
can be set
Next hop address Setting gateway IP address
Network interface The interface and the next hop | Select the interface from
address must be within the same | Network
network segment configuration>>Interface
management
Deleting static routing
1) Click icon fADeleted in fAOperationd and a ADel

2) Click AOKO to delete.

Enabling/disabling static routing rules

Click icon in ¥losgindlyaachchaagbdto # dfter ¢lickédsthis indicates the enabled

state has been changed to the disabled state; while if it's . originally and then changed to ¥, this
indicates that the disabled state has been changed to the enabled state.

5.2 ISP routing

Venusense UTM provides ISP routing function. With ISP routing configured, while selecting routing, it will
judge the ISP from which the packet is based on the source IP of packet, and then, perform routing according
to the configured ISP routing table. To use ISP routing function, it's first to configure ISP address, then the ISP
routing table. The ISP address is used to match the ISP from which the input packet is. Then, use relevant
ISP routing table for routing based on the matching result.

ISP addresses include unicom, telecom, edunet, mobile and custom. The administrator can perform
operations such as exporting, updating, deleting, and adding IDSP address segment to relevant ISP address.

ISP THE NUMBER OF ADDRESSES QPERATION

unicom 1 17} B @
telecom 0 1) B &
equnet 0 1] % &
mobile 0 o % &
custom 0 1) b @

e
Figure 0 7 Maintenance of ISP address
Exporting function:

This function supports to export ISP address information to text file.

y

(i;) Click on "Download” export ISP address filel

Figure 0 8 Exporting ISP address file
Updating function:

It supports to import ISP address file to system.
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Import I5P Address File

* Import |5P Address File |

” Browse. ..

| SUBRIT | | CANCEL |

Figure 0 9
Function of adding ISP address segment:

It supports to add address segment to each ISP Address Base.

* ISP Address
* Mask

* ISP Belongs To

Importing ISP address file

Add ISP Addresses

9| Dotted decimal

[

Integer bit mask

Figure 0 10 Function of adding ISP address segment

ISP routing configuration for ISP

OUTFLOW OF NET MOUTH metric
No Record

NUMBER ISP REFERENCE ADDRESS NEXT HOP

o

Figure 0 11 ISP routing table

* ISP Reference Address
* Next Hop
* metric

* Qutflow OF Net Mouth

Figure O
Table 0 3

IS EHABLED

IS EFFECTIVE OPERATION

Add ISP Addresses

12 Maintenance of ISP routing information

Parameter description for adding and editing

Field name Description

Relation with other interfaces

ISP reference address ISP name

Next hop address Setting gateway IP address

Metric Routing overhead value

The interface and the next hop
address must be within the same
network segment

Outflow of net mouth

Select the interface from
Network management>>Network
device

5.3 Policy routing

5.3.1 Advanced routing table

Venusense UTM provides policy routing function. Selecting routing can be based on not only the destination
address of packet, but also the source address of packet and service type. Policy routing shall take effect

prior to basic routing.

Policy routing is prior to basic routing, that is, when packet reaches, it's first to match policy routing rules
based on source address, if successful, perform policy routing according to rules. Otherwise, perform basic
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routing.

To use policy routing function, you need to add a routing table in" Routing management>>Policy
routing>>Advanced routing table" and add policy routing rules in " Routing management>> Policy
routing>>Advanced routing policyd. There wild/l be an ad
matches with it will use it for routing other than the basic routing table.

The administrator can add, edit or delete advanced routing table in " Routing management>> Policy routing>>
Advanced routing tableo. Parameters of advanced ssroutin
also able to select the "Edit" button to add routing items to new routing table. The operation steps are the

same as basic routing table.

HUMBER NAME ROUTING TABLE ID CONNENT OPERATION
1 test 1 View routing information & &
2 main 254 main View routing information

By

Figure 0 13 Displaying advanced routing table

Add Routing Table

* Name l:l (1-15 letter, number, minus signs, Chinese or underline combination)

Figure 0 14 Adding advanced routing table

test table
NUMBER IPIMASK NEXT HOP INTERFACE metric 1S ENABLED 1S EFFECTIVE
No Record

Figure 0 15 Adding routing items to advanced routing table
5.3.2  Advanced routing policy

The administrator can add, edit or delete advanced routing rules in " Routing management>> Policy
routing>> Advanced routing policy". Parameters of policy routing rules include priority, source IP address,
source mask, destination IP address, destination mask, flow into network port, services and route table
name.

PORIORITY SOURCE ADDRESS DESTINATION ADDRESS FLOW INTO NETWORK PORT SERVICE ROUTE TABLE (OPERATION
32766 0.0.0.010.00.0 0.0.0.00.0.0.0 any any main

o | omeme | [

Figure 0 16 Displaying advanced routing policy

Advanced Routing Policy

* Poriority {priority from 1 to 20000 in decreasing)
* Source Address ]
* The Destination Address I:l
* Flow Into Network Port l:lﬂ
ISP route tabel

* Route Table

Figure 0 17 Maintenance of policy routing
This interface is to fulfill the following functions:
1. Adding policy routing rules
2. Editing policy routing rules

3. Deleting policy routing rules
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Table 0 4 Parameter description for adding and editing

Field name Description Relation with other interfaces
Source address and mask Setting source IP address. IP
address/sub-network mask can
be used

Destination address and mask Setting destination IP address.
IP address/sub-network mask

can be used
Flow into network port Flow into network port of packet
Service Service protocol of packet
Route table Name of advanced route table

5.4 Dynamic routing

The ipv4 dynamic routing of Venusense UTM supports RIP, OSPF and PIM-SM protocols. Confirm that
relevant network interface is configured before configuring dynamic routing. OSPF network interface
only supports physical devices and redundant devices (such as ethl or bondl, etc.).

54.1 RIP

Routing information protocol (RIP) is the Interior Gateway Protocol (IGP) which is early and widely used
and suitable for small networks of the same type. It is a typical distance-vector protocol. Refer to
RFC1058 and RFC1723 for details. RIP exchanges routing information by broadcasting UDP messages
and sends routing information updating per 30s.RIP provides hop count to measure routing distance.
Hop count is the number of routers through which a packet shall pass before reaching destination. If
there are two routers with different speeds or bandwidths but the same hop counts to the same
destination, RIP shall deem that the distance of both routers are the same. RIP supports 15 counts at
most, that is, the number of routers between the source and destination networks is 15 at most. It will be
unreachable if there are 16 routers. It requires three steps for configuring RIP protocol:

Main Interface:

RIP Configuration

RIP Version RIPV1 @ RIPVZ SUBMIT
Enable RIP

ADVANCE

Enable A Default Route

Routing Redistribute (metric < 0-16 =)

Connected Route metricl:l OSPF metricl:l
Static Routing metric|:| BGP metric|:|
Kernel Routing metric|:| 1515 metric|:|
RIP Timer (5-2147483647 seconds)
Updated Timeout 180 Garbage Collection
Password Chain | HEH
NAME KEY ID KEY VALUE STARTING TIME TERMINATION TIME UNLIMITED =~ OPERATION
No Record
RIP Network HEH
IP MASK OPERATION
No Record
RIP Port HEHW
PORT NAME SEND CONTROL RECEIVING CONTROL AUTHENTICATION WAYAUTHENTICATION MODEL PASSIVE OPERATION

Mo Record
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Step One: configuring RIP network

New RIP Network
Figure 0 18 Configuring RIP network
Step Two: configuring RIP port
New RIP Port
*Name [=]
Send Control RIPv2 [=]
Receiving Control RIPvZ [=]
Authentication Way None [=]
Authentication Model None [=]
Passive

Figure 0 19 Configuring RIP port
Table 0 5 Parameters description for RIP port configuration

Field name Description Relation with other interfaces
Name Select network interface for enabling
RIP
Send control Support RIPv1, RIPv2 or BOTH
Receiving control Support RIPv1, RIPv2 or BOTH
Authentication way NONE, plaintext or MD5
Authentication model Support NONE, single key or key chain
Passive Select passive mode, that is, this
interface of the router only receives
updating other than sends it.

Step Three: select the RIP protocol version, start RIP and submit

RIP Configuration

RIP Version RIPv1 @ RIPy2 SUBMIT

[YliEnable RIP

ADV¥AHCE

Figure 0 20 Starting RIP
542 OSPF

Open Shortest Path First (OSPF) protocol is a selection protocol for routing of link status. Link status
protocol calculates routing by using shortest path first (SPF) algorithm. The OSPF configuration is
complicated and it requires the following five steps:

Step One  Start/stop OSPF
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OSPF Configuration

Router ID 0.0.0.1 | sz |
Enabled OSPF
Routing Redistribution Connected RIP Static Default route BGP
Each Area HEW
AREA(IP) TYPE AUTHENTICATION VIRTUAL PATH DISTAL ROUTE(IP) OPERATION
Mo Record
Each Network HEW
NETWORK AREA OPERATION
Mo Record
Each Interface HEW
NAME INTERFACE IP AUTHENTICATION OPERATION

Mo Record

Figure 0 21 Interface for starting OSPF

OSPF can be started or stopped by clicking the command button on upper right of the screen. Restarting
OSPF is not necessary while configuring it.

Step Two: configuring router ID and redistribution (optional)

The user can configure router ID and redistribute the router type as needed.

OSPF Configuration
Router ID 0.0.0.1 SUBMIT
[] Enabled 0sPF
Routing Redistribution Connected RIP Static Default route BGP

Figure 0 22 OSPF configuration

Table 0 6 Parameters description of router ID and redistribution

Field name Description Relation with other interfaces
Router ID Statically setting router ID (RID)
in the format of IP address
Connected Connection routing redistribution
RIP RIP routing redistribution
Static Static routing distribution
BGP BGP routing distribution

Step Three Identification area distribution

OSPF achieves hierarchical network design by adopting areas controlled by specified router type.
Router types supported here: regular, STUB, NSSA.

Regular: Including backbone area (Area 0) and nonbackbone area, nonstub area;
STUB: an area with single outlet;

NSSA: Not-so-stub area allows the external router to enter while reserving the characteristics of Stub
area.

You can specify the authentication way while confic
authentications of plaintext and MD5 encryption checksum. There are two steps for configuring OSPF
authentication way:

(1) Specify the authentication way while configuring the area;

(2) Input the password of authentication way at interface configuration. It will introduce the details of
configuration authentication password while introducing interface configuration.

User can configure remote routing of virtual path in the interface for configuring area.
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Each Area

AREA(IP)

TYPE AUTHENTICATION

No Record

VIRTUAL PATH DISTAL ROUTE(IP)

[om |

OPERATION

Figure 0 23 Interface for configuring OSPF area

Note: delete the relevant records in network before deleting the area.

Table0 7

Parameters description of area configuration

Field name

Description

Relation with other interfaces

Area ID

Area shall be set in the format of
IP address

Type

Specify the router type of this
area:

Regular; (default)
STUB;
NSSA

Authentication

Authentication way:
none;

text;

MD5

Virtual path distal route

Virtual path distal route ID

Step Four

Configure the network to the designated area.

Ensure complete configuration for relevant areas before configuring the network.

Each Network

NETWORK

AREA
Mo Record

| EER

OPERATION

Figure 0 24 Interface for configuring OSPF network

Table 0 8 Parameters description of network configuration
Field name Description Relation with other interfaces
Network Forward mask
Area Area ID
Step Five  configure interface authentication mechanism and timing (optional)

Each Interface

NAME

INTERFACE IP

Mo Record

AUTHENTICATION

| HEN

OPERATION

Figure 0 25 Interface for configuring interface

The window below will pop up while configuring new port:
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*Name

MNew OSPF Interface

*Interface eth0 [=]

“IP 10.1.5.254

*Authentication None [=]

*Hello Interval 10 (1-65535s)
*Dead Interval 40 (1-655358)
*cost 10 (1-65535)

Table 0 9 Parameters description of OSPF configuration
Field name Description Relation with other interfaces

Interface name

Define interface name

Interface

Specify an Ethernet interface

IP

Specify the IP address of port
and no need to input it

Authentication way

None: no authentication, default;
Text: plaintext;

MD5: message digest 5
encryption checksum
authentication

Text password.

Maximum 15 bytes

MD5 key ID Maximum 255
MD5 key Maximum 16 bytes
Hello interval Default value is 10

Dead interval

Default value is 40

5.4.3  Multicast routing

Protocol Independent Multicast--Sparse Mode (PIM-SM) configuration requires three steps:

Step One: start/stop PIM-SM service as shown in Figure 4-27

Step Two: configure static rendezvous point (RP)

Enabled

Static Collection Points

RP

Interface

INTERFACE MODE

IS ENABLED

Multicast Routing

Mo Record

RP CANDIDATURE

OPERATION

DR PRIORITY query-interval query-max-response-time OPERATION

PORIORITY
Mo Record

Figure 0 26 Page of static rendezvous point

Table 0 10 Parameters description of static rendezvous point configuration

Field name

Description

Relation with other interfaces

p

Configure rendezvous point

Step Three: configure multicast interface
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Interface | HEW |
RP CANDIDATURE
INTERFACE MODE DR PRIORITY query-interval query-max-response-time OPERATION
1S ENABLED PORIORITY
eth3 sparse-mode Not enabled 0 1 125 10 = &

Figure 0 27 Window of multicast interface

Table 0 11 Parameters description for multicast interface configuration

Field name Description Relation with other interfaces

Interface Support  multicast  protocol
interface, including Ethernet
interface and redundant
sub-interface

Mode Sparse-mode only

RP candidature: Is Enabled Configurég ENABL
interface to be rp candidature

RP candidature: Priority <0 255> rp candidature priority
configuration

DR priority <0 - 4294967294> dr
(designated  router)  priority
configuration

Note:

DR priority: there shall be DR election for PIM in multi-access network. Higher set value of DR priority
leads to higher priority.
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Chapter 6  Firewalls

This chapter is important to security gateway configuration. To prepare a strategy that meets security
requirements is the basis to ensure that security
security rules will not only make the security gateway useless, but also prevent from access to normal

functions of the network.

6.1 Policies

6.1.1  Security policies

Dynamic packet filtering based on status checkout is provided. Packet filtering rules determines whether
specific network packet can pass the security gateway. In addition, it also provides related options which
will protect the network from being attacked. It supports such protocols as basic protocols (e.g. HTTP,
Telnet and SMTP), ICMP and dynamic protocol (e.g. H.323, FTP and SQLNET).

SECUNTY TUIES CONmgurano ‘
*Rules name pfl *Serial number
Source address l:B Destination address l:H
interface
Service l:lﬂ Packet filter log F
Auth role
Role list Role members
*Access control
@ permit O Forbig 0 Spam mail fiter

Protection policy

Inv.aswon protection l:a | - |

policy ——————

Virus protection policy l:lﬂ | VIEW |

Protocol control policy l:ﬂ

managment policy ]

Other configuration

Against the attack dl Againzt SN Flood l:lpackstiasc O Againzt UDP Flood l:lpack&b'asc

| Againzt ICMP Flood l:lpack&b'esc D Againzt Ping of Death
{&nti attack: 0 means no imit the number of packages, 0-9 =aid the attack strength, from weak to strong, more than 10 of 2aid 2econd allowed number
| SUGMIT | | RETURN |

Figure 0 1 Packet filtering rules configuration

Table 0 1 Description of packet filtering rules configuration items

Field name Description

Rule name Name of security rule.
The rule name must be composed of 1-15 visible characters (combination of letters,
Chinese characters, numbers, minus sign and underline).

Rule name allows repetition.

BN

Default rule name is Apfo + default se
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Serial number

Input the serial number of the newly added policy rule.

The security gateway will match and execute rules by their serial numbers in an
ascending order. Serial numbers shall be digits.

If such digits are same with a serial number of a rule which has been defined, the
security gateway will replace the original policy rule and all rules of which the serial
numbers are behind it to the next number respectively, and set the serial number of
the newly added policy rule as the serial number that is input.

I f itdés not to modi fy stewill beaatldedas thebastrorse. o
If the serial number is bigger than the sum of existing rules plus 1, it will be added as
the last one.

Source address

Optional contents include: all resources defined in
AFirewall >>Addr ess>>Addr e sate/ndvd dddress/addregsr
groupo.

Select ACreate new address/ address gro
pops up for configuration. After configuration, submit to return to this interface.

Default value IP is 0.0.0.0 and default mask is 0.0.0.0. They represent any address.

Destination
address

The form is same with that of source address

Source port

Source port may be separated by several English commas to represent several ports
or separated by several English colons to represent port section. Do not apply the
two separation methods at the same time. If service resources defined in resource
definition includes source port, such source port defined by the rule shall prevail.

Time scheduling

Valid security rules will be valid during the specified period of time and invalid during
other periods. Optional contents include all resources defined in
AFirewall >>Ti me>>Ti meo and AFirewall >>

Input network
interface

Limit input network interface of network packet to prevent from IP spoofing.

Optional contents include any and all network ports that have been activated.

The default value is any, indicating that receiving network port is not limited.

Under transparent mode, choose corresponding physical network port such as ethl.

I f it béeserntoati nf ocrhat the i nput network i1
recommended that any be chosen.

Output network

Output network interface check is only available for choosing when Source Address

interface Translation is chosen.
Select bridge device under transparent mode.
I f ités not for certain that the outpu
recommended that any be chosen.
Service Select service:
Optional contents include: any, basic services configured in
AFirewal Is»>»>Serwviice l i sto, I CMP servi g
group.
Packetfiltering |1 t 6s mandatory whether packet matching
log
User group Check the link where packet is located meeting the requirements for user
certification certification. If the initiating end of the link has not yet activated certification of the

client on security gateway, abandon the packet or let it pass.

Access control

Three filtering policies are available for packets matchedtothiss ecur i ty r
AForbidod and fiSpamo.

Action is the rule for Spam. First, it allows packet complying with this rule to be
transferred to Spam application layer proxy process. It will match packets according
to the configurat iegdion>Ami-SEAmpl toatdebar M
packet contains Spam. | f yes, it wi |
configuration and keep a log, otherwise, it will let it pass.
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Source MAC Source MAC address

Against the There are four means against the attack. Note: For TCP service, against Syn Flood is

attack preferred; for UDP service, against UDP Flood is preferred; for ICMP service, both
against ICMP Flood and Ping of Death are available. You may also set several
anti-attack items complying with this rule service within one rule. For the four means
against the attack, details are given as follows:

When TCP rule is permitted, and against Syn Flood is chosen, the security gateway
will process data with Syn mark that flow by individually. Value to be entered in the
input box behind Against Syn Flood bears the following meaning: ones digit is
reserved digit, ranging from 0-9, meaning the attack strength, from weak to strong. If
the place of the digit to be set is above double digit, then the number minus the ones
digit means the number of packets with Syn mark that pass by every second and are
truly capable of establishing TCP connection. Such number is truly capable of
establishing TCP connection. 0 means that only when packets with Syn mark passing
by every second are over 90, is it possible that TCP connection can be established; 1
means that only when packets with Syn mark passing by every second are over 80,
is it possible that TCP connection can be established; 9 means that packets with Syn
mark passing by have been identified by the security gateway and confirmed to be
capable of establishing TCP connection.

When UDP rule is permitted, and against UDP Flood is chosen, the security gateway
will process UDP data that flow by individually. Value to be entered in the input box
behind Against UDP Flood means the limited number of UDP packets passing by
every second.

When ICMP rule is permitted, and against ICMP Flood is chosen, the security
gateway will process ICMP data that flow by individually. Value to be entered in the
input box behind Against ICMP Flood means the limited number of ICMP packets
passing by every second.

When ICMP rule is permitted, and against Ping of Death is chosen, the security
gateway will process ICMP data that flow by individually. Packets containing Ping of
Death features will be filtered.

Comment Rules annotation

6.1.2 NAT policies
6.1.2.1 NAT

NAT is capable of transferring intranet address into extranet IP address, and separating the intranet and
the extranet. Internal users may communicate with the extranet via one or more external IP address.

Users may set source address (support network address scope) and source port to be translated via

security rules. NAT herein translates the source address for communication, so it is called forward NAT,
differentiated from IP mapping and port mapping of the destination address translated. Forward NAT

may be dynamic NAT, i . e. NAT address defined by AdFi
which supports such address translation relations as many-to-many, several-for-one and one-to-many.

@nar Oroaruarene O P uapee Search
SERIAL NUMBER RULESNAME SOURCE ADDRESSDESTINATION ADDRESS SERVICE TYPE  OPTIONS EFFECT = OPERATION | COMMENT
d 1 natl any any any MAT rules ¥ lr“"ﬁ D_'] E‘; |E|
Oai EE | | oeieE | | woE T0 O Betorelt | O ater[t |

4 4 » MY Thet Pags/1 Pags GcthPage Per page |10 v rc:‘;@'
Figure 0 2 NAT rules display

Note: When setting a NAT rule, you must set another corresponding packet filtering rule, and then it will
be valid. The method is described as follows: The source address of the packet filtering rule is that of the
NAT rule and the destination address of the packet filtering rule is that of the NAT rule.

Click AAddo to go to the next page:
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Create NAT rules

Serial number |1 |

Rulez name l'lﬂﬂ |

A hon () source address translation O camouflages O package

accept

Source address | |'*|

Source address tranzlation for | |:|
Destination address | |"'|

Source port | |
Source port tran=lation for | |
Qutput network interface | |'*|
Service | |'*|

Log O

Comment | |

Comment length:1 to S0 letters
|-suBMiz..| | cANCEL. .|

Figure 0 3 NAT rules maintenance

Table 0 2 Description of NAT rules configuration items

Field name

Description

Rule name

Name of security rule.

The rule name must be composed of 1-15 visible characters (combination of letters,
Chinese characters, numbers, minus sign and underline).

Rule name allows repetition.
Def aul t rule name is Anato + default s e
| f rule name is set nul |, then the rul e

Serial number

Input the serial number of the newly added policy rule.

The security gateway will match and execute rules by their serial humbers in an
ascending order. Serial numbers shall be digits.

If such digits are same with a serial humber of a rule which has been defined, the
security gateway will replace the original policy rule and all rules of which the serial
numbers are behind it to the next number respectively, and set the serial number of the
newly added policy rule as the serial number that is input.

I f it 6s n o tlnumbersinadhd intérfpce,st @ill e added as the last one.

If the serial number is bigger than the sum of existing rules plus 1, it will be added as the
last one.

Action

For action, iSource address translatio
avai |l abl e for option. | f ASource address
ASource addr ess transl ati on for o; i f
automatically select the address after
acce pt o i s selected, t he packet wi || p
translation.

Note: Under transparent mode, the bridge device must be configured with an IP
address within the same network segmen
destination address is of different network segment, the system must be configured with
corresponding routing information and this router must be based on the bridge device.
Ot her wi s e, itds not possible to finish
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address translation function to define an address after translation.

Source Optional contents include: all resources defined in
address AFirewall >>Address>>Address/ Addr ess gr g
groupo.
Sel ect iCreate new aahdcorespridiagadnfigumton wndoawy
pops up for configuration. After configuration, submit to return to this interface.
Default value IP is 0.0.0.0 and default mask is 0.0.0.0. They represent any address.
Source Optionalcontent s i nclude: address resources de
address pool 6 and I P address of the security

translation for

interfaceo.

Note: If the address of the security gateway changes, the rule will not update itself.
Please refresh.

Destination The form is same with that of source address

address

Output Output network interface check is only available for choosing when Source Address

network Translation is chosen.

interface Select physical device under transparent mode.
| f niottdsf or certain that the output net wg
recommended that any be chosen.

Services Select service:
Optional contents include: any, basic services configured in
AFirewall >>Servi ces >>Se namiceseevicd andssendce grougc M
The default value is any, indicating that any source port, any destination port, any
protocol is OK.

Log Whether to log (a mandatory requirement)

Comment Rules annotation

Note: In case of access to the internet via the dial-u p

devi ce, pl ease sel

configuring NAT rules and the system will select the address after translation automatically according to
routing. If the NAT rule references the address of the dial-up device, after the security gateway is
rebooted, the NAT rule will conduct NAT with the address of the original dialing device if no dialing.

6.1.2.2 Port mapping

External

services are provided. Usersd access t

port of another internal address in the intranet.

When the administrator is configuring several servers, load balancing aiming at the servers is provided.

Owatr ®rorrnarene O puapene Search

SERIAL NUMBER  RULES NAME  SOURCE ADDRESSDESTINATION ADDRESS SERVICE TYPE OPTIONS EFFECT OPERATION COMBMENT
d 1 pnatl any 10.1.5.254 AOL port mapping v lr"ﬁ D_'] @ @
O NEF | | DELETE | |m @BefureD OAﬂerD
H 4 > M The 1 Pagei PagchthPagePerpage 10 % rc:‘.@‘
Figure 0 4 Interface for port mapping rule
Note: When setting a port mapping rul e, you must
packet filtering default policyo i s notribed aslf@dlaws: e,

source address of the packet filtering rule is that of the port mapping rule and the destination address of the
packet filtering rule is the internal address of the port mapping rule. Service is the internal service of the port

mapping rule.

Note: If 8888 or 8889 port mapping is conducted for the administration IP of the security gateway, it will lead
to failure to manage the security gateway.
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Create Port mapping rules
Serial number |1 |
Rulez nams l:nat*l |
Source addrezs | v
Source addrezs tranzlation for |rlctran3fn:rmaticn i

Public addrezs |
Internal address

External zervices

Input network interface

Output network interface

Internal services |

Source port |
Hiding internal address
package accept ol
Log ]
Comment | |
if zelected, can only through public addrezs and port accezs to the internal zerver

| SUBMIT | | RETURN |

Figure 0 5 Port mapping rule configuration

The meaning of port mapping rule is described as follows:

Transform the access to APublic addresso and AExter
access to

to some i
configuri
addr esso
net wor k i

nt efrlnmtl e randadlr essesrov iacnedo . Meanwhil e

il
nterface address of the security gateway.
ng port mapping rul e, y ou matyh ealcsloi esnetl etcot

I
C
(

and its HASource porto. | f iSource address

nterfaceodo of the source address after

Table 0 3  Description of port mapping rules configuration items

Field name

Description

Rule name

Name of security rule.

The rule name must be composed of 1-15 visible characters (combination of letters,
Chinese characters, numbers, minus sign and underline).

Rule name allows repetition.
Default rule name is fApnato + defaul't
I f rule name is set null, then the rul

Serial number

Input the serial number of the newly added policy rule.

The security gateway will match and execute rules by their serial numbers in an
ascending order. Serial numbers shall be digits.

If such digits are same with a serial number of a rule which has been defined, the
security gateway will replace the original policy rule and all rules of which the serial
numbers are behind it to the next number respectively, and set the serial number of
the newly added policy rule as the serial number that is input.

I f itds not to modify serial numks&tons. i
If the serial number is bigger than the sum of existing rules plus 1, it will be added as
the last one.
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Source address

Optional contents include: all resources defined in
AFirewall >>Address>>Address/ Addr ess gy
groupo.

Select ACreate new address/ address gro
pops up for configuration. After configuration, submit to return to this interface.

Default value IP is 0.0.0.0 and default mask is 0.0.0.0. They represent any address.

Source address
translation for

Optional contents include: address resources defined in
AFirewall >>Address>>Addr ess pool 6 and
ANet wor k management >>Network interface

Public address

IP address available for users to access, i.e. destination IP address specified for
access.

It must be individual IP address, but not network segment.

Optional contents i nclude: I P addr es
management >>Network interface>>Physica

Internal address

IP address actually accessed by users, i.e. destination IP address specified for actual
access.

Usually, it shall be individual IP address. In case of several IP addresses or network
segments, they are used for load balancing of servers. In access to different source
addresses, round-robin algorithm is adopted for the server address subject to
mapping. Same source address will be processed by only one server. In other words,
round-robin algorithm is not adopted for different connections with the same address.

Optional contents include: Addr ess r
addresso.
Refer to configuration in AFirewall >>A

External
services

Services available for users to access, i.e. destination port specified for access.
Optional contents include: basic servi
service and dynamic service.

Refer to Table 5-8: Convention to be strictly followed by service resources selected by
external and internal services.

Internal services

Services actually accessed by users, i.e. destination port specified for actual access.
Optional contents include: basic servi
service and dynamic service.

Refer to Table 5-8: Convention to be strictly followed by service resources selected by
external and internal services.

Input  network
interface

Check whether input network interface can prevent IP spoofing.

Optional contents include: All network ports activated. Selecting none represents all
interfaces.

The default value is any, indicating that receiving network port is not limited.
Under transparent mode, choose corresponding bridge device such as brg0.

I f itdéds not for certain that the input
recommended that any be chosen.

Output network
interface

Output network interface check is only available for choosing when Source Address
Translation is chosen.

Select bridge device under transparent mode.

I f ités not for certain twhoatk titse umudtepu
recommended that any be chosen.

Description of output network interface only conducts source address translation for
packets flowing out of this port.

Source port

Source port may be separated by several English commas to represent several ports
or separated by several English colons
two separation methods at the same time.

Accept

Packets pass port mapping rule without any address translation.
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Log Whether the packet is to log (a mandatory requirement)

Hiding internal | If not selected, internal server may be accessed via both public address and port and
address the server may be accessed; if selected, internal server is the only one to be
accessed via public address and port.

Comment Rules annotation

Note: Hiding internal host in port mapping rule is take precedence over agency rules in becoming valid.

Table 0 4 Convention to be strictly followed by service resources selected by public and internal
services

Service resources in resource definition

Services Service group

Basic Only one service item is allowed to be | Not supported
services | used.

The protocol types must both be TCP or
UDP.

Internal service and external service only
have one group of ports.

Dynamic | The protocol types shall be consistent
service with each other. But RTSP is not
supported.

ICMP N/A

6.1.2.3 IP mapping

External services are provided. Usersb6 access to s
another internal address.

When the administrator is configuring several servers, load balancing aiming at the servers is provided.

Onar Ororrmarene ® puapenG Search
SERIAL NUMBER RULES NAME SOURCE ADDRESSDESTINATION ADDRESS SERVICE TYPE  OPTIONS EFFECT = OPERATION = COMMENT

No Record

Oai NER | \ DSLEIE | | EOVE 10 ) Befure|:| O AﬂerD
“ 4 > M Thet Page/1 Page Goto Page Perpage |10 ¥ rc'.‘.'@‘

Figure 0 6 Interface for IP mapping rule

Note: When downloading an IP mapping rule, you must download another corresponding packet filtering

rule if RAaccept packet filtering default policyo is
as follows: The source address of the packet filtering rule is that of the IP mapping rule and the
destination address of the packet filtering rule is the internal address of the IP mapping rule.

Note: If the source address contains manage host, and the public address is the management IP of the
security gateway, the manage host cannot manage the security gateway.

Click fAiNewdo to invoke a maintenance rule interface
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Create IP mapping policy

Serial number |1 |

Rulez name |-i;1 |

Source addrezs

Source address translation for

EN

Internal addres=

Input network interface

|
|
Public addrezs |
|
|
|

[4]] 4]

Qutput network interface

Hiding internal address
package accept F]
Log d
Comment | |

Fulez name congigtz of 1 to 15 letters, numbers, minug =igng and underlined

| susMiT | | caNcEL |

Figure 0 7 IP mapping rule maintenance
IP mapping rule is similar to port mapping rule, bearing the following meaning:

Transform the access to APublic addresso of the sect
Alnternal addresso. Meanwhile, the source address m
security gateway. Of course, youmay al so choose fANo transformationo.
directs at IP mapping rule. For other types of rules (such as NAT rule), corresponding transformation will

still be carried out. I n configuri ngrkl Pinmaeprpfiancge or ufl
client to the public address. | f fAiSource addresso tI

optional after source address translation.

IP mapping rule and port mapping rule belong to destination address translation. The difference between
them is that port mapping provides address translation for connection of specified port, while IP mapping
provides translation for all ports of specified IP address.

Table 0 5 Description of IP mapping rules configuration items

Field name Description

Rule name Name of security rule.

The rule name must be composed of 1-15 visible characters (combination of letters,
Chinese characters, numbers, minus sign and underline).

Default rule name is fAvipo + default s
| f rule name is set nul |, then the rul

Serial number | Input the serial number of the newly added policy rule.

The security gateway will match and execute rules by their serial numbers in an
ascending order. Serial numbers shall be digits.

If such digits are same with a serial number of a rule which has been defined, the
security gateway will replace the original policy rule and all rules of which the serial
numbers are behind it to the next number respectively, and set the serial number of
the newly added policy rule as the serial number that is input.

I f itdéds not to modify serial numbers i
If the serial number is bigger than the sum of existing rules plus 1, it will be added as
the last one.

Source address | Optional contents include: all resources defined in
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AFirewall >>Address>>Address/ Addr ess g
address/ address groupo.

Sel ecetatneCrnew address/ address groupo an
pops up for configuration. After configuration, submit to return to this interface.

Default value IP is 0.0.0.0 and default mask is 0.0.0.0. They represent any address.

Source address
translation for

Optional contents include: address resources defined in
AFirewall >>Address>>Addr ess pool 6 and
ANet work management >>Network interface

Public address

IP address available for users to access, i.e. destination IP address specified for
access.

It must be individual IP address, but not network segment.

Optional contents i nclude: | P addr es
management >>Network interface>>Physica

Internal address

IP address actually accessed by users, but unknown to them. Transform the intended
access to public address of the security gateway system into access to internal
address.

Usually, it shall be individual IP address. In case of several IP addresses or network
segments, they are used for load balancing of servers.

Optional contents include: Addr ess r
addresso.
Refer to configuration in AFirewall >>A

Input network
interface

Check whether input network interface can prevent IP spoofing.

Optional contents include: All network ports activated. Selecting none represents all
interfaces.

The default value is any, indicating that receiving network port is not limited.
Under transparent mode, choose corresponding bridge device such as brg0.

I f itdéds not for certain that the input
recommended that any be chosen.

Output network
interface

Output network interface check is only available for choosing when Source Address
Translation is chosen.

Select bridge device under transparent mode.

I f itdés not for certain that the outopu
recommended that any be chosen.

Description of output network interface only conducts source address translation for
packets flowing out of this port.

Accept

Packets pass IP mapping rule without any address translation.

Log

Whether log is required.

Hiding internal

If not selected, internal server may be accessed via public address or the server may

address be accessed; if selected, internal server is the only one to be accessed via public
address.
Comment Rules annotation

Note: Hiding internal host in IP mapping rule is take precedence over agency rules in becoming valid.

6.1.3  Flow control policies

This section is for setting flow control policies. Flow control policies in the security gateway mainly
consist of bandwidth limitation and connection limit. Bandwidth limitation is carried out on the network
interface from which the packets are output. Assurance and limitation may be carried out for bandwidth
utilization based on the bandwidth rule set here. And bandwidth limitation is supported for host.
Connection limitation is to limit the number of new connections and concurrent connections of some host
passing the gateway.

Bandwidth management supports bandwidth management based on source IP address, destination
address, service and interface. Each bandwidth management policy supports minimum guaranteed

91



Venusense UTM Web Interface Operation Manual

bandwidth and maximum limited bandwidth. It supports bandwidth priority setting. Different
communications have different bandwidth priorities. Communications with high priority may obtain the

most vacant bandwidth of the security gateway. It
host within source IP segment by setting bandwidth limitation for the host, so as to get well-distributed
bandwidth.

SERIAL NUMBER RULES NAME SOURCE ADDRESS  DESTINATION ADDRESS CONTROL POLICY EFFECT OPERATION

No Record
Clan P a— [ omzre | [ vz | © Before[1 | O Merlt |
M5 45 kD MOThe 1 PageH FageGanagerrpage 10 Emw@‘
Figure 0 8 Flow control rules display

The interface is capable of: adding bandwidth management rule, editing bandwidth management rule,
enable/disable bandwidth management rule and delete flow control rules.
Procedures for adding flow control:
1. Click fiNewd to access to fAFlow control rul es mai
2. Add bandwidth management rule parameter
3. Cick AOKO to add.
Procedures for editing bandwidth management rule:
1. Click icon AEdi to in fAOperationo, and open AFIl ow

2. Execute modification
3. Click AOKO to modify.

Create flow control rules

*Serial number |1 |
*Rules name |bw‘1 |
Source address | |v|
Destination address | |v|
Time scheduling | |v|
Input network interface | |
[ Open policy quick configuration
*Bandwidth limit
[ service | |"|
Bandwidth resrouces | |v|

DAppIication identification
[Tl URL identification
[CIFile type

[T Host bandwidth

*Connection limit

[l New connection speed

[C concurrent connections
number

Comment | |

Rules name consists of 1to 15 letters numbers,minus signs and underlined

| suemzz | |  cawceL |

Figure 0 9 Flow control rules maintenance
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Bandwidth resrouces | ||

Applic:ation identification

Type Accelerator = ?easr:g‘:égtg [=] --~—-—-—-—A=m}---~-——-|
Accelerator
AutolUpdate Bandwidth resrouces
DownloadResource
P2P_Dov Game bwgroup1 (]
1M

CIURL ident ) oinisk

[T File type |MetManage
MormalService

[ Host band P2P_aAudioVideo
.......................... P2P_Download
*Connection lil Proxy
Remote
[ Mew conn| stock

[ concurrer ¥oIP
number WWebApp

Figure 0 10 Flow control rules-application identification options

X E-commerce
Time schedu|goarch Engine ‘_‘
Sports
Input networl :
= Cartoon

& _|Drugs
Open polifimage & Photography
*Bandwidth lin énere:]thre

amoling
[[Isenice |FalunGong :E|

X MNews

Bandwidih 1| constellation & Physiognomy T
[Fl Applicatio Reactionary Remarks

Secession
[¥]URL ident violence
Schoal sl
Type Tourism & Travel [ ] ?eds:;:ué:l; [] ---—n——um---q—-.|
Type Bandwidth resrouces
[CIFile type
[C1 Host bandwidth

Figure 0 11 Flow control rules-URL identification options

D.Application identification
[T URL identification
File type

Bandwidth
resrouces

Type Mavie |Z| .-,_,._._H;},..,__.|

Bandwidth resrouces

.......................... Compression
*Connection li Application

Figure 0 12 Flow control rules-file type options

Host bandwidth
Behavior [ upstream [ Downstream [l Log
Output network interface ' E
Bandwidth | | Kbls

Figure 0 13 Flow control rules-host bandwidth options

Connection limit

¥| New connection speed

Behavior 'Limit new connection speed for source E [ Log

Limit lpac ket/sec

Figure 0 14 Flow control rules-new connection limit options
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! Concurrent connections number

Behavior Limit conncurrent connection number ch] Log

Limit lpacket

Figure 0 15 Flow control rules-concurrent connection limit options

Create bandwidth resouse

“Maximum limited bandwidth [ o

*Minmum guaranteed bandwidth |:| Kbi=
“Prioity love s T

Figure 0 16 Configure bandwidth resource in a fast way
Procedures for deleting bandwidth management rule:
1. Click icon fADeleted in fiOperationd and a fADel eteod
2. Click AOKO to delete.

Procedures for enabling/disabling bandwidth management rule:

Click AEna. ¥ _ origihdly andtthers changed to = after being clicked, it indicates

the enabled state has been changed to the disabled state; while if it's x originally and then changed
to v , it indicates that the disabled state has been changed to the enabled state.
In defining bandwidth mana g e me n t rul e, first, define bandwi dth

including non-shared bandwidth, shared width and bandwidth resource group, and guaranteed

bandwidth required to be limited and flow outlet, etc. are set. Or select new bandwidth resource group in

bandwidth resource on bandwidth policy page for all options. Finish configuration for all options on the

bandwidth policy page by configuring bandwidth resource quickly. Then define matching conditions such

as definition address and service inAi Fi r ewal | >>Pol i cy>>Bandwi dth pol i cy
resource group for limitation.

Table 0 6 Parameter description in adding and editing

Field name Description

Rule name Name of bandwidth management rule

Serial number | Input the serial number of the newly added policy rule.

The security gateway will match and execute rules by their serial numbers in an
ascending order. Serial numbers shall be digits.

If such digits are same with a serial number of a rule which has been defined, the
security gateway will replace the original policy rule and all rules of which the serial
numbers are behind it to the next number respectively, and set the serial number of
the newly added policy rule as the serial number that is input.

I f ités not to modify serial number s i
If the serial number is bigger than the sum of existing rules plus 1, it will be added as
the last one.

Source address | Optional contents include: all resour ces defined in #AFire
and AFirewall >>Address>dAddnes®.groupo

I f W®dlimedod i s selected, il P addressbo
You may define IP and mask here directly.

Default value IP is 0.0.0.0 and default mask is 0.0.0.0. They represent any address.

Destination The form is same with that of source address
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address

Source port

Source port may be separated by several English commas to represent several ports
or separated by several English colons to represent port section. Do not apply the
two separation methods at the same time. If service resources defined in resource
management includes source port, such source port defined by the rule shall prevail.

Input network
interface

Limit input network interface of network packet to prevent from IP spoofing.
Optional contents include any and all network ports that have been enabled.

The default value is any, indicating that receiving network port is not limited.

Under transparent mode, choose corresponding physical network port such as fel.

I f ités not for certain that the input
recommended that any be chosen.

Time scheduling

Valid security rules will be valid during the specified period of time and invalid during
other periods. Optional contents include all resources defined in
AFirewall >>Ti me>>Ti meo and AFirewall >>

User group
certification

Start rapid policy

Bandwidth configuration will be carried out with parameters already configured from

configuration high level, medium level and low level set in System management>>Rapid
configuration automatically.
Services
Bandwidth Select from Firewall>>Bandwidth>>Bandwidth resource group and data flow
resource matching the above conditions is subject to limitation of bandwidth resource.
Application Control bandwidth for data flow of some application protocol. Configuration
identification parameters are as follows:
Type: The pull-down list displays types of configurable application protocol.
Bandwidth resource: You may create new bandwidth group or select existing
bandwidth group in the pull-down list.
URL Control bandwidth for data flow of some URL. Configuration parameters are as
identification follows:
Type: The pull-down list displays types of configurable URL.
Bandwidth resource: You may create new bandwidth group or select existing
bandwidth group in the pull-down list.
File type Control bandwidth for data flow of some file type. Configuration parameters are as

follows:
Type: The pull-down list displays types of configurable fire type.

Bandwidth resource: You may create new bandwidth group or select existing
bandwidth group in the pull-down list.

Host bandwidth
limitation

Limit maximum bandwidth for each host within source IP segment:
Behavior: Control upstream or downstream. You must choose one condition.

Output network interface: Output network interface for selecting data flow, required
parameter

Bandwidth: Set the speed to be controlled.

New connection

Limit new connection speed for host.

limit Behavior: Possible to limit a segment or every IP within the segment.
Limit: Threshold value of new connection speed.
Concurrent Limit concurrent connection number for host.

connection limit

Behavior: Possible to limit a segment or every IP within the segment.
Limit: Threshold value of concurrent connection number.

Create
bandwidth

Configure bandwidth resource group quickly, parameters required to be configured
are as follows:
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resource Interface: Specify the interface on which the bandwidth resource group is to be
created.

Maximum limited bandwidth: upper limit value of bandwidth control
Maximum guaranteed bandwidth: base value of bandwidth control
Priority level: 5 by default, ranging from 1-7

Comment Rules annotation

6.2 Agencies
6.2.1 Agencies

HTTP agency, FTP agency, Telnet agency and POP3 agency are transparent agency rules. In other
words, information between source address/destination address will be forwarded by agency program
running on the security gateway automatically. Ther e f or e, t hereds no need
agency server used (i.e. security gateway) when browsing web pages at the client. For other agencies,
it's required to specify the address of the agency server at the client. In configuring agency rules, please
confirm that corresponding agency service has been enabled. With agency services, you may monitor
the information between source address/destination address and conduct corresponding access control
and content filtering. In addition, as there are a lot to be handled by agency services, the transmission
efficiency is not as high as that of packet filtering rule.

Note: Agency rules take precedence to packet filtering rules. If agency rules are configured, it means
that packet filtering rules with exactly same address, port and protocol are useless. Therefore, please
take overall security policies of security gateway into consideration at the time of configuring agency
rules.

Agency service types include: HTTP agency, FTP agency, Telnet agency, POP3 agency, SOCKS agency,
DNS agencyandselfdef i ned agency. Agencies of wvarious
serviceso. The operation interface for configu
Agency services
[FJHTTP agency ( Port number: (31 )
FTP agency ( Port number: )

TELNET agency (Port number: (2323

POP3 agency (Port number: (110 )

SOCKS agency (Port number: TCP)

| DNS agency ( DNS secondary servers:

202.106.196.115 Please use English comma separated multiple servers )

P User agent(only supports TCP)

‘ SUBMIT
Figure 0 17 Configuration interface for agency services

6.2.2  Agency rules

After configuring agency function, itds required

and then agency services are available for use.

Users may set agency rules. The operation interface is as follows:

Search
SERIAL NUMBER RULES NAME SOURCE ADDRESS DESTINATION ADDRESS SERVICE TYPE OPTIONS EFFECT OPERATION COMMENT
No Record
Al NER pELETE | | move o | @ Before After
H 4 L M The 1 Pagei1 Page Goto Page Perpage | 10 [+| rowEh

Figure 0 18 Configuration interface for agency rules

Click ANewod to access to the interface for fAAgency
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*Serial number |1

*Rules name |pr0xy1

Source address | |v
Destination address |v
Source port

Source MAC

Time scheduling

*Senice

*Agency

|
|
|
Input network interface |
|
|
|

Agency rules maintenance

4

il el el | e

Packet filter log

Comment | |

Comment length:1to 50 letters

| susmit | |  camcEL |

Figure 0 19 Agency rules configuration
Table 0 7 Description of agency rules configuration

Field name

Description

Rule name

Name of security rule.

The rule name must be composed of a combination of 1-20 letters, numbers, minus
sign and underline.

Rule name does not allow repetition.
Default rule name i s fAproxy
t

+ defaul t
I f rule name is set nul | | n

0
he the rul e

Serial number

Input the serial number of the newly added policy rule.

The security gateway will match and execute rules by their serial numbers in an
ascending order. Serial numbers shall be digits.

If such digits are same with a serial number of a rule which has been defined, the
security gateway will replace the original policy rule and all rules of which the serial
numbers are behind it to the next number respectively, and set the serial number of the
newly added policy rule as the serial number that is input.

I f i tés not t o modintérface, stwill be addedassthelagons. i n
If the serial number is bigger than the sum of existing rules plus 1, it will be added as
the last one.

Source Optional contents include: al | rg
address definition>>Address>>Address | i st 0 and iResource def
gr oupo adnedf ifinSeedl of.
I f fledlimedod i s selected, Al P addresso a
may define IP and mask here directly.
Default value IP is 0.0.0.0 and default mask is 0.0.0.0. They represent any address.
Destination | The form is same with that of source address
address

Source port

Source port may be separated by several English commas to represent several ports or
separated by sever al Engl i <tion. Ponot@apply théitwod
separation methods at the same time.

Source MAC

Source MAC address. Its format is aa:bb:cc:dd:ee:ff which is separated by English
colon A:o0.

Input network

Limit input network interface of network packet to prevent from IP spoofing.
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interface Optional contents include any and all network ports that have been enabled.
The default value is any, indicating that receiving network port is not limited.
Under transparent mode, choose corresponding physical network port such as fel.

f 1ités not for certain that the input
recommended that any be chosen.

Time Valid security rules will be valid during the specified period of time and invalid during
scheduling other periods. Optional contents include all resources defined in
AFirewall >>Ti me>>Ti meo and AFirewall >>T
Services Optional contents include: predefined services and dynamic services configured in
AFirewall >>Serviceso.
Agencies When the policy beseldctadency o, it must

Optional contents include: http agency, ftp agency, telnet agency, pop3 agency, socks
agency, DNS agency and self-defined agency. Agencies of various types can be
configured in AFirewall >>Agency>>Agency

Packet I t 6 s mawhethertpackeymatching with this rule is to keep log.
filtering log

Comment Rules annotation

6.3 Addresses

Before defining the pulllkd own menu #APolicyo of AFirewall o, nor ma
resource in accordance with specific rules (e.g. by department or personnel, etc.). By this way, security

rules are easy to read and understand. When the IP address of a department or personnel changes, just

update in this list, no need to modify the security rules.

Note: Youbd better keep adbdirg addnessbesourcebGiherwise, tie kyadtenw h e n
performance will be subject to great influence.

6.3.1 Address lists

oraiul
SERIAL NUMBER NAME ADDRESS COMMENT OPERATION

1 any 0.0.0.010.0.0.0 All Address [g
il Com o
MO 40 »D MO The1PageitPage Goo[t |page [ Go Perpage 10 [wowE}
Figure 0 20 Address list

Address is used fdowAPmkehaoyofi AFt hewpll b.
There are three methods to define address:
1. IP address/mask
2. Reverse IP address/mask
3. Addressrange IP1 - IP2.
Note: The type of address is not to be modified when modifying address resource.
As shown in the figure below:
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Create address list

Mame | ||j1-15 lefters, numbers, minus, Chinese or
underline combination)

*Address ® | H |,|
o1 | I M
O] A |
Comment | ||jD to 50 characters)
| ADD HEZIT | |  SUBEIT | |  CANCEL |

Figure 0 21 Address list maintenance
Table 0 8 List of address types

Range Description

IP /MASK address | IP and mask represent a segment.

Compute with IP and mask automatically. The one added successfully will be a
segment. E.g.. Enter 192.168.25.22/255.255.255.0 and it becomes
192.158.25.0/255.255.255.0 if itdéds ad

If you wish to specify a host, please select the mask as 255.255.255.255.

Reverse IP /IMASK | Define all addresses besides segments represented by IP and mask.
address

IP1-IP2  address | IP1 must be less than or equal to IP2.
field If only one host is specified, IP1 may be equal to IP2.

Note: You may define addresses of class A, B and C.

6.3.2  Address groups

Search
SERAL HUMBER NANE MEMBER COMMENT OPERATION
5 1 1111 3 2} &

i —— o
MY 4D k)M TheﬂPageHPageGotopagePerpage 10 Bmw@‘

Figure 0 22 Address group list
Address group is usedoWwmrmémPRowl ofcydFi mewalel pul |

Members of addressgroup s hal | be addresses already defined in

.. HEW
Click |

interface appears:

in AAddress groupo -ddwm Aldidg te sasfo i Fi rt ehvea Iplud
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Create address group

*MName (1-15 letters, numbers, minus, Chinese or underline

combination)

Address list Address group members

C-Jmmentl:l (0to 50 characters)

| aop mEzr | | svemzz | | camcEL |

Figure 0 23 Address group adding
Table 0 9 Table of adding address group member

Range Description

Address list List all addresses defined in AAddres
be a member of address group.

Members belonging to address will be moved to the member list and no longer
displayed in this list.

Address group | All members of this address group. Members shall be addresses defined in
members AAddresso onl y.

An address group shall include one member as a minimum.

Operation Description
- Add a member. Click ™ to move the selected address to the member list.
= Delete a member. Click “™ to move the selected member to the address list.

6.3.3  Address pools
AAddr es susgddooip atldrassfield in defining address mapping.

search

SERIAL NUMBER NAME ADDRESS COMMENT OPERATION
No Record

W - mm
HRC D PN The1Pagei1PageGmopagePemage 10 Emw@

Figure 0 24 Address pool list
e HER | ~ R - -
Cllck:|n fAddress pool o and the following inter

Create address pool

(1-15 letters, numbers, minus, Chinese or underline
*Mame I S |
combination)
*Address | |-| |
Comment | ||iEI to 50 characters)

| ADD HEIT | |  SUBNIT | |  CANCEL |

Figure 0 25 Address pool adding
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Table 0 10 Table of adding address pool member

Range Description

Addresses An address range from IP1 to IP2. A NAT address pool supports 254 IP addresses
at most. IP addresses are not to cross segments. In computation, address mask of
class Ais 255.0.0.0; class B is 255.255.0.0 and class C is 255.255.255.0.

IP1 must be less than or equal to IP2.
When IP1 equals to IP2, it means one host.
Different address pools may have the same IP address.

Address pool defined here only defines resource for one address. NAT address translation rule of the
referenced address will be functional only after corresponding alias device is created in alias device
configuration.

6.4 Services
6.4.1 Predefined services

Predefined services define common services which are not to be modified, deleted, only to be
referenced.

l’md efined Servic@BWUELISEN:Y ICMP Service Basic Senvice Service Group

Search

SERIAL NUMBER NAME PROTOCOL PORT SERVICE INTRODUCTION
1 AH 51 All Authentication Header protocol
2 AOL 6 5190 AOL
3 ASP_Net_Session 5 42424 ASP.Net_Session senice
4 AUTH 6 13 AUTH
5 Apple_aTC [ 458 Apple_QTC
6 BGP 6 179 BGP
7 BINL 17 4011 BINL service
8 Bootstrap_Cli 17 68 Bootstrap_Client service
9 Bootstrap_Serv 17 67 Bootstrap_Senver(DHCP) service
10 Chargen_tcp 6 19 Chargen_tcp senvice

LR | >0 M The 1Page/19Page Gotalt  page[ Go [Per page 10 [~]row B

Figure 0 26 Predefined service list
6.4.2 Dynamic services

Dynamic service list provides all dynamic services currently defined.

SERIAL NUMBER SERVICE NAME PROTOCOL COMMENT OPERATION

5] 1 fip FTP(21) default senvice = &
o 2 n323 H.323(1720) default senvice %) 1]
@} 3 irc IRC(666T) default senvice = &
B 4 ftsp RTSP(554) default service = &
a 5 tftp TFTP(E9) default service = ]
] 6 tns TNS(1521) default senvice = &

[Can E @

L | ® M The 1 PageM Page Goto page Perpage 10 [+] rowE

Figure 0 27 Dynamic service list

Click E and the following interface appears:

Create dynamic service

*Name | ||j1-15 letters, numbers, minus, Chinese or underline combination}
*Protocol H.323 e
“Port | ||ZP-:|rt range is between 0 to 65535)

Each protocol default
portTMNS: 1521, FTP:21,IRC:6667 RTSP:554, TFTP:69,H.323:1720 MMS: 1755 XDMCP: 177, H323_GK:1719,5IP:5060
Comment | |

(0 to 50 characters)

| avp mEZT | | susmrr | | camcEL |

Figure 0 28 Dynamic service maintenance
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Table 0 11 Dynamic service function list

Range Description

Protocol Select the dynamic protocol type to be modified which could be ftp, h323, tftp, irc,
rstp, sglnet, mms, xdmcp, h323_gk, sip.

Port The port used by the protocol

6.4.3 ICMP services

The service list displays current ICMP services.

SERIAL NUMBER

[Can

SERVICE NAME PROTOCOL

T —

COMMENT

omumE
M The 1 Page/1 Page Gntn page Perpage | 10 E mw@‘

OPERATION
No Record

H 4 >

Figure 0 29 Icmp service list

The adding window is:

*Name
“Type
*Code

Comment

Create ICMP service

| |-Z1-15 letters, numbers, minus, Chinese or underline combination)

[AnY |

L]

| |-ZEI to 50 characters)

| aDD EEIT | | suemiz | | CANCEL |

Figure 0 30 lcmp service adding

Table 0 12 Icmp service function list
Range Description
Type ICMP service type
Code ICMP service code
6.4.4 Basic services

The list displays all basic services currently defined.

SERIAL NUMBER
1
2

3

[l

oomm
Click |

SERVICE NAME PROTOCOL COMMENT OPERATION
lotusnotes Lg;%gggggmggﬂggzz)} Lotus Notes & &
e a s
i Y
Com om

My 40 »

M The 1 Page/1 PageGotopagePerpage 10 Emw@‘

Figure 0 31 Basic service list

and the following interface appears:
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“Name

Create basic services

| ||j1-15 letters, numbers, minus, Chinese or underline combination)

Source port Destination port

Serial number PROTOCOL

w2

on

8

Low High Low High

®T1cr Oupr O other

®T1cr Oupr O other

®T1cr Oupr O other

|

|

|

| ' ®1cr Ouwpoe O other
| ' ®1cr Ouwpoe O other
|

|

|

®T1cr Oupr O other

®T1cr Oupr O other

INETIT

®T1cr Oupr O other

Comment | ||ZD to 50 characters)

| abp mEzr | | suemiz | |  caEcEL |

Figure 0 32 Basic service adding

Table 0 13 Table of adding basic service member

Range

Description

Source port

specify the port for the service requester

An address scope from low port to high port. If only one port is to be represented,
just set the low port as the same with the high port.

Low port is less than or equal to high port.
The value range for port is from 0 to 65535
Source port usually is set as 0-65535, representing all ports.

Destination port

Specify the port to provide the service.

An address scope from low port to high port. If only one port is to be represented,
just set the number of the low port as the same with that of the high port.

Low port is less than or equal to high port.
The value range for port is from 0 to 65535
Destination port usually is one or more ports, such as 80 - 80

Protocol

You may set TCP, UDP and other protocols.

For TCP and UDP protocols, a port must be specified, and low port and high port
mustbeinpair. If there is neither | &9%35pypdetaultn
representing all ports.

For other protocols, a protocol number must be specified, ranging from 0 to 255. If
the protocol involves port, then it 0j
involves no port, then the "Source port" and "Destination port" fields can be left
blank. The system will default as 0-65535.

One servi

blank.

ce n
as a maximum. Usually, i t

eeds at | east one pai
6s |l ess than 8. Fill successi

6.4.5  Service groups

SERIAL NUMBER

Al

NAME MEMBERS COMMENT OPERATION
Mo Record

[ o [ oome |
W 4% >0 MOTne1PagerPage Gotolt  page[ Go JPerpage 10 [~]rowE}

Figure 0 33 Service group list

Service group is useddownormefinPuo loifc yioF iirne wahlel op.ul |

Members of service group could be basic service, dynamic service and ICMP service already defined in
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fServicebo.

Select "Service" in the pull-down menu of the firewall, and click i | on the service group
page and the following interface appears:
Create service groups
*NAME |[1—15 letters, numbers, minus, Chinese or underline combination)
Service list Semnvice group members
AH [«
ADL [
AZP_Met_Zession
AUTH -
Apple_QTC ¢
BGF
BIML
Bootstrap_Cli |T
Cﬂmment| |[EI to 50 characters)
l—-mn-— —-| ~ SUBEIT —-| .~ CANCEL

Figure 0 34 Service group adding

104



Venusense UTM

Web Interface Operation Manual

Table 0 14 Table of service group member adding

Range Description

Service list List al | services defined i n AiSer vi
serviceo, ADynamic servicedo and Al CMP
Members of this service will be moved to the member list and no longer displayed
in this list.

Service group | List all members of this group.

members

Operation Description

w Add a member. Click ™ to move the selected service to the member list.

o Delete a member. Click “™ to move the selected member to the service list.

6.5 Time

6.5.1 Time lists

SERIAL NUMBER

Al

HAME COMMENT OPERATION

No Record

omm
M The 1 Page/ Page GotopagePerpage 10 Erowgi‘

M 4D b

Figure 0 35 Time list

You may define time by one-time scheduling and week-cycle scheduling, as shown in the figure below:

Create time list

* Name l:l (1-15 letters, numbers, minus, Chinese or underline combination)

@ One-time scheduling

Starting time 2006 v [Year 01 | Month |01 » [Day 00 |» Hour 00 |+ [Min 00 |» |Sec

Termination time | 2006  |Year 01 |» Month |01 % [Day 00 |» Hour 00 | % [Min 01 % |Sec
O Week-cycle scheduling

Scheduling date Starting time Termination time

Sunday Hour Min Sec Hour Min Sec

Manday Haour Iin Sec Hour Iin Sec

Tuesday Haour Min Sec Hour in Sec

Wednesday Haour Iin Sec Hour IMin Sec

Thursday Haour Min Sec Hour in Sec

Friday Haour Iin Sec Haour Iin Sec

Saturday Haour Min Sec Hour in Sec

Mote: please letthe seconds of start time in keeping with its termination time in weekly-cycle scheduling

Comment |Mewtime scheduling |(0to 50 characters)

| avpowEzT | | suemzr | |  cAWCEL |

Figure 0 36 Time resource maintenance

Table 0 15 List of time resource maintenance member

Range Description
One-time Specify starting time and termination time (year, month, day, hour, minute, second)
scheduling E.g.: The time period from 2006/10/01 00:00:00 to 2019/10/07 23:59:59 is holiday
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time. Internal hosts are forbidden to visit INTERNET. You may define a one-off time
in ATi me definitiond and tBenudéefiyneu
Week-cycle You may specify staring time and termination time (hour, minute and second) every
scheduling day within a week (seven days).
E. g.: | f itds required to fulfill su
working hours. You may set a security rule af
ADestination addresso both as Aanyo,
Awor kti med as shown in the figure in
default.
Note: Name of time list may start with a number.
6.5.2 Time groups
All —II—| o —m—\

W5 4B »B MO The 1Pagei1 Page Goto[1  |page [ Go |Perpage[10 [x]rowE

Figure 0 37 Time group list

Create time group

(1-15 letters, numbers, minus, Chinese or underline

combination)

Time list members Time group member
®
@
Commend ||1E| to 50 characters)
| app EEIT | | suBmIT | |  CANCEL

Figure 0 38 Time group maintenance

Table 0 16 List of time group maintenance member

Range Description
Time list Listalltimedef i ned i n ATidmevdh imentuhe fp @lFli rew
Time group members are no longer displayed in this list.
Time group | All members of this time group.
members
Operation Description
g Add a member. Click ™ to move the selected time to the member list.
A Delete a member. Click “™ to move the selected member to the time list.
Note: Name of time group candét start with a number.

6.6 Bandwidth

As line bandwidth available for users is limited, to coordinate resources, and guarantee the priority of
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i mportant

You may define three types of bandwidth resource: Non-shared bandwidth, shared bandwidth and
bandwidth group. Shared bandwidth may be defined only after non-shared bandwidth is defined, while

services, itds necessary to control

bandwidth group is the combination of shared bandwidth under different interfaces.
6.6.1 Non-shared bandwidth

You may add and delete non-shared bandwidth.
[ ecriznaca

SERIAL NUMBER

Search

NAME INTERFACE MAXIMUM BANDWIDTH(Kbps) COMMENT OPERATION

bandwi

&) 1 bwres1 ethl 100000 ]
T EE—— — e
M 45 > MTne 1Page/PageGoto[t |page[ Go |Perpage 10 [=]rowE}
Figure 0 39 Non-shared bandwidth list
Create no shared bandwidth
‘Name | ||Z1-3IZI letters, numbers, minus, Chinese or underling combination)
“Interface | |*|
Comment | ||:I:| to 50 characters)
| ADD EEZIT | | SuBNIT | |  CANCEL |
Figure 0 40 Non-shared bandwidth maintenance
Table 0 17 List of bandwidth list maintenance member
Range Description
Name Name of non-shared bandwidth
Interface Interface for non-shared bandwidth limitation. One interface allows one non-shared
bandwidth to be established only. The interface of a defined bandwidth resource is
not to be modified.
Comment Comment information

6.6.2 Shared bandwidth

You may add and delete shared bandwidth.

Search

SERIAL NUMBER NAME PRIORTY  ASSURED BANDWIDTH(Kbps)MAXIMUM BANDWIDTH(Kbps) PARENT BANDWIDTH COMMENT OPERATION

i} 1
[Tan

bwshared! 5 800 800 bwres1 # &
W |

MO 40 B MOThe1Pagen PagsGutuuagsPsruags 10 Bmw@

Figure 0 41 Shared bandwidth list
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*Name

Priority

Parent

bandwidth

JAssured

bandwidth

Maximum

bandwidth
Comment

Create share bandwidth configration

|1-30 1etters, numbers, minus, Chinese or underline

combination)

5 % [(Priority from 1 to 7 decline ane by one)

|v|

| Kbis

| Kbis

| (0o 50 characters)

| avp mexr | | susmrr | | cANCEL |

Figure 0 42 Shared bandwidth maintenance

Table 0 18 List of bandwidth list maintenance member

Range Description
Name Name of shared bandwidth
Priority When services are competing for bandwidth resource, services of high priority are

always guaranteed first. Higher number corresponding to the priority indicates
lower priority.

Assured bandwidth

Assured bandwidth, ranging from 0 to 1048576K.

Maximum
bandwidth

Maximum bandwidth available for use, ranging from 0 to 1048576K. It must be
greater than guaranteed bandwidth.

Parent bandwidth

Bandwidth resource already defined in non-shared bandwidth. Shared-bandwidth
under the same parent bandwidth may borrow bandwidth from each other.

Comment

Comment information

6.6.3 Bandwidth resources groups

You may add, delete and modify bandwidth resources group.

SERIAL HUMBER

1

All

NAME

bwgroup1

Search
MEMBERS COMMENT OPERATION
bwshared1 = 3]

HEH DELETE |

W5 4> B PITne1Pagert Page Goto[1  |page Perpage 10 [~]ronEH

Figure 0 43 Bandwidth resources group list

Create bandwidth resources group

||j1-3IZI letters, numbers, minus, Chinese ar underline

*Hame T
combination)
Comment | | (0 ta 50 characters)
| ADD HEXT | |  SuBmIT | |  CAHCEL
Figure 0 44 Bandwidth group maintenance
Table 0 19 List of bandwidth list maintenance member
Range Description
Name Name of bandwidth resources group, referenced in Firewall>>Bandwidth

management. Please ensure that there is no repetition in the name.

Bandwidth  under

Each interface can only choose one shared bandwidth as the group member.
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the interface

Comment Comment information
Bandwidth resources group definedi s ref erenced in AFirewall >>Bandwi
6.7 Blacklist

6.7.1 IP blacklist

The system provides the function of blocking a blacklist. As a result, a security gateway can block all
packets from the source addresses on a blacklist permanently or in a certain period of time.

The blacklist differs from the packet filtering rule in the following aspects: 1) The blacklist block is prior to
the packet filtering rule; 2) The request for a connection of the source address rejected by packet filtering
will be rejected. If the rule-prioritized security option is disabled, the connection established before
adding rules will not be interrupted. An address on the blacklist will be blocked immediately no matter its
connection is established or not before adding rules.

Note: After being added, a blacklist rule cannot be modified. When necessary, delete the previous rule
and add a new one.

ADDRESS BLOCK(min) COMMENT OPERATION
No Record
[ ower |

L] 4 > P 5 The 1 Page/ Page G-JtapagePerpage 10 7] rouwBr
Figure 0 45 Configuring a blacklist

Create blacklist

*|IP address I |

Block | |I.-1inL|tesiEI means

permanent block)
Comment |EII|:n:liing| the start time is : 2014:‘2.1[0 to 50 characters)

ADD HEIT | |  SUBEIT | |  CAHCEL

Figure 0 46 Creating a blacklist

Table 0 20 Items for creating a blacklist

Field name Description

IP address Indicates the address to be blocked.

Block Indicates the minutes counted from the start time of the current
blocking operation. The value 0 means permanent blocking.

Comment Displays the start time of the blocking operation by default.

6.7.2 Host service blacklist

The host service blacklist is generated by clicking the "Block" button for a security event on the "System
management > State > Latest events" interface. After successful creation of a host service blacklist, the
corresponding iptables rules of this event are added into the UTM_BLOCK chain of the iptables rules. During
the effective block time, the ports and addresses related to this security event will be blocked directly.
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Total number: 488 Virus events: 0 Internet behavior management: 488 | REMOVE EVENT ‘ l PAUSE I
LEVEL EVENT NAME EVENT TYPE SOURCE IP DESTINATION IP PROTOCOL TIME OPERATION

=
Low Violence URL_FILTER_EVENT 10.1.5.200[55919] 58.49.56.22[80] TCP 2013/6/27 13:59:14 Block
Low Radio and Media URL_FILTER_EVENT 10.1.5.200[55882] 58.49.56.22[80] TCP 2013/6/27 13:59:14 Block
Low Radio and Media URL_FILTER_EVENT 10.1.5.200[55875] 58.49.56.22[80] TCP 2013/6/27 13:58:54 Block
Low Radio and Media URL_FILTER_EVENT 10.1.5.200[55867] 58.49.56.22[80] TCP 2013/6/27 13:58:34 Block
Low Radio and Media URL_FILTER_EVENT 10.1.5.200[55850] 58.49.56.22[80] TCP 2013/6/27 13:57:53 Block
Low Radio and Media URL_FILTER_EVENT 10.1.5.200[55830] 58.49.56.22[80] TCP 2013/6/27 13:56:57 Block
Low Radio and Media URL_FILTER_EVENT 10.1.5.200[55804] 58.49.56.22[80] TCP 2013/6/27 13:55:56 Block
Low Radio and Media URL_FILTER_EVENT 10.1.5.200[55792] 58.49.56.22[80] TCP 2013/6/27 13:55:16 Block
Low Radio and Media URL_FILTER_EVENT 10.1.5.200[55779] 58.49.56.22[80] TCP 2013/6/27 13:54:55 Block
Low Radio and Media URL_FILTER_EVENT 10.1.5.200[55761] 58.49.56.22[80] TCP 2013/6/27 13:53:54 Block

Figure 0 47 Interface for the latest events

Not all events on the fALatest Eventso intéBfackocan
follows: 1) the anti-virus event, 2) the intrusion detection event, 3) the URL filter event, 4) the green

Network event, 5) the protocol control events, 6) the active defense event, 7) the vulnerability scanning

event. Several other events (the agency event, VDS event, and IDS event) that may be displayed on the

il atest Eventso interface are not set to ABl ocko.

When each security event is being blocked, the rules loaded in iptables are not the same. The source or
destination address (port) to be blocked is based on the type of the security event, as shown in Table
61 21:

Table 0 21 Ports and addresses to be blocked for all security events

Event description Address type Port type Event name
Anti-virus event Source address Source port Anti-virus

Intrusion prevention event Source address Destination port Intrusion detection
URL filter event Destination address Destination port URL filter

Green network event, Destination address Destination port Green network
Protocol control event, Destination address Destination port Protocol control
Active defense event Destination address Destination port Active defense
Vulnerability scanning event | Destination address Destination port Vulnerability scanning

ClicktheAiBl ocko button of the corresponding event to di
time (in minutes) can be edited. Cl i c 7 fér @K block o v all
interface. When creating a blacklist, you may encounter these circumstances: The displayed page says:

AThe addresses and ports related to this event ar e
6Firewall > Blacklist > Host service blacklistd int

ports of the blacklist to be created have been written in the iptables rule. You need to only change the

block time previously added to the blacklist records.

The block time range is from 0 to 43200 minutes (per month). The value 0 stands for blocking forever.
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UTM Block Event

st

Fi

ID 1
Event Type URL_FILTER_EVENT
Protocal Stack 1Pv4
Address Type DESTINATION IP
IP Address 58 49.56.22
Port Type DESTINATION PORT
Port 80
Protocal TCP
* Block Time 30 minutes. The block time range is from 0 to
43200 minutes, 0 stands for blocking forever.
Figure0 48 A Bl ocko i nterface
The AFirewal]l > Bl acklist > Host service blackli
blacklists. Each record shows the establishment time and blocked minutes of a blacklist as well as
blocked addresses, port types, and corresponding values. You can perform the Edit and Delete
operations for each record. By editing a record, you can change the block time of the blacklist record.
When being validated, the start time of the blocking operation for the record is the effective time of the
edition. By performing the fADeleted operation, you
rule of the event at the same time. You can select several or all records to delete at one time. See Figure
6-48for t he fAhost service bl 248 farithe iptablies rulengeneratéddytiee.hostS e e
service blacklist.
IP Blacklist ;|
O AL | SN EVENT TYPE  PROTOCAL STARCKADDRESS TYPEIP ADDRESS PORT TYPE = PORT PROTOCAL START TIME  BLOCK TIME(MIN) OPERATION
Fl 1 URLFILTER EVENT v DES“&‘,AHON §8.49.56.22 DEsggQPON 80 TCP 2013106127 16:09 Kl g &
| DELETE
Figure 0 49 Interface for the host service blacklist
Chain UTM_BLOCK (1 references)
pkts bytes target  prot opt in  out  source destination
0 0 DROP up — * X 0.0.0.0/0 10.1.5.200 udp dpt: 137
0 0DROP tcp — % X 0.0.0.0/0 10.1.5.200 tep dpt:139
0 0 DROP tcp — * X 0.0.0.0/0 10.1.5.200 tcp dpt:44d
0 0DROP tp — *x X 0.0.0.0/0 10.1.5.200 tep dpt:912
0 0DROP tp — *x K 0.0.0.0/0 10.1.5.200 tep dpt:135
Figure 0 50 UTM_BLOCK chain of the iptables rule
The firewall may shut down the computer during the unexpired block time of the host service blacklist. It
will be read in the unexpired blacklist records upon the second shutdown. The time interval between
shutdowns is counted in the block time. Note: The aforesaid function can come into effect only after all
configurations are saved or the finewconfig savebo

shutdown.
6.8 Address binding

The IP/MAC address binding function is used to avoid illegal use of IP addresses in the web-based
management.
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If the IP/MAC check is started, after receiving a packet, the security gateway checks the IP/MAC address
binding table configured by the administrator based on the source IP and MAC addresses in the packet.
Upon a successful search in the address binding table, match means that the packet can pass, and
mismatch means it can not pass. Upon a failed search in the address binding table, the packet is
transmitted based on the physical interface policy (allowing the packet to pass for unbounded IP/MAC

addresses).

You can select whether to record log information discarded by this function, depending on the actual

situation.

Address binding

Start IPIMAC check Record binding log

Active detection IP/MAC

@ According to network interface

detection

eth0 eth1 eth2 eth3

According to IP detection | |

| pErect | | oETECTED IR/MAC |
Already binding IP/MAC Please enter a keywo | SEARCH
IP ADDRESS MAC ADDRESS UNIQUENESS CHECK OPERATION

Choose AFi

Mo Record
HEH

L} b » 0 M ) The 1Page/ Page Gotopage Perpage |10 [~] rowSt

Figure 0 51 Interface for binding addresses

rewal | > Address bindingo to i mplement

Detect IP/MAC address pairs. There are two methods for detection.

Q Detection by network port
2) Detection by IP address

Q) Select the

Bind IP/MAC address pairs. There are two methods for binding.

detected IP/MAC address pairs and bind them.

2) Input IP/MAC address pairs.
Automatically detecting IPIMAC address pairs

Table 0 22 Items for detecting IP/MAC addresses

Field name

Description

According to network
interface detection

Indicate the method for detecting IP/MAC addresses.

Network interfaces
such as eth0

Indicate the list of the currently enabled network interfaces.

The administrator specifies network interfaces whose IP/MAC addresses need
to be detected in accordance with demands.

According to IP

Indicate the method for detecting IPMAC addresses.

detection
Input box Input the IP address or network segment.
Detect Click t he bittthBd detect the IP/MAC addresses of the specified

network interface.

After detection, the checkbox before the specified network interface is
desel ected. The admini strator c annta
view.

Detected IP/MAC

Click the ADETECTED | P/ MACO button t
IP addresses, MAC addresses, and network interfaces.
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To detect IP/MAC address pairs according to network interfaces, follow the steps:

1.
2.

ChooserBwall > Address bindingodo to display the AF]

Select AAccording to network interface detectiono
IP/MAC addresses.

Click ADETECTO to det ec tfthe specified Retwibtrih éyuipndnd There will pai r
be an interface displaying fAiDetecting. Please wai !
on the application environment.

When the message fiDetection is compl ethattbntovielvease |
the results. o is displayed, c¢click AOKO and fiDetec:
Change to the fADetected | P/ MACO interface, di spl a

addresses, and network interfaces of the specified network interfaces. The administrator can
implement the binding function according to the detected IP/MAC address pairs. See the operation
instructions for the fAiDetected | P/ MACO interface.

To detect IP/MAC address pairs according to IP addresses, follow the steps:

1. Choose fA¥xiAdckdwadds bindingd to display the fAFirewal

2. Select AAccording to I P detectiono, and enter the
box.

3. Click ADETECTO to detect the | PwrR&uipmdnd Therewill pai r
be an interface displaying ADetecting. Please wai !
on the application environment.

4. When the message fADetection is completed. Pl ease
theresults. o6 is displayed, click AOKO and fADetected

5. Change to the fADetected | P/ MAC" interface, di spl a
addresses, and network interfaces of the specified network interfaces. The administrator can
implement the binding function according to the detected IP/MAC address pairs. See the operation
instructions for the fAiDetected | P/ MACO interface.

S |Please enterakeywnr{i | SEARCH |
SELECTED P MAC NETWORK INTERFACE
10.1.5.200 44:37-E6:4A6B:61 eth0
selected all Unigueness check | DELETE | | BIND | | CANCEL
Figure 0 52 Displaying the detected IP/MAC pairs
Table 0 23 Configuration items for binding IP/MAC pairs
Field name Description
Detected IP/MAC Input the IP/MAC pair to be searched.
Search Cl i ck t he batBnEté\ seardhdor the specified address pair in the
listed items.
Selected Select the IP/MAC pair to perform the delete or bind operation according to
your selection.
IP The detected IP address can not be a multicast address.
MAC The detected MAC address can not be a multicast address.
Network interface The IP/MAC pair is detected for the network interface.
Selected all Select all the detected IP/MAC pairs to perform the delete or bind operation
according to your selection.
Uniqueness check When the #fAUniqueness checko checkb
MAC addresses in one-to-one mode. Otherwise, one MAC address can be
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used to bind several IP addresses.

Upon a successful search in the address binding table, match means the
packet can pass, and mismatch means it can not pass. Upon a failed search
in the address binding table, the packet is transmitted based on the default
policy (allow or forbid).

Delete Delete the selected IP/MAC address pairs from the current list.
Bind Bind the IP/MAC/network interfaces for the selected entries. The successfully
bound IP/MAC pairs will be displayed in the list for bounded IP/MAC pairs.
Cancel Cancel the current operation.

Operation instructions for the fADetected | P/ MAC pai |
1. The administrator can select corresponding address entries as the circumstances may require or

select the ASelected all o checkbox to select all t
2. When the AUniqueness checko checkbox is selected,
unigueness.
3. Click ADELEG®@ the selected atdidrdsssdntries and remove the address pairs from the
current list. Click ABI NDO06 to bind the address pai

Manually creating IP/MAC address pairs

Already binding IP/MAC FPlease enter a keywo | SEARCH
IP ADDRESS MAC ADDRESS UNIQUENES S CHECK OPERATION

Mo Record

M O The 1 Page/1 Page Gotopage Perpage |10 [=] rowEr

Figure 0 53 Configuration for binding IP/MAC address pairs

Create binding

*|P address | |

*MAC address | | (For example:00-0D-60-FD-00-C7)

Unigueness
check

Figure 0 54 Creating addresses to be bound

Table 0 24 Items for binding addresses

Field name Description

IP address IP address to be bounded

MAC address | The IP address to be bound can not be a multicast address.

Unigueness | Wh e n t he AUni queness checko checkbox
check addresses in one-to-one mode. Otherwise, one MAC address can be used to bind
several IP addresses.

Upon a successful search in the address binding table, match means the packet can

pass, and mismatch means it can not pass. Upon a failed search in the address binding
table, the packet is transmitted based on the default policy (allow or forbid).

Operation steps for manually creating rules for binding IP/MAC address pairs:

1. Choose AFirewall > Address bindingdo to display the
2. Inthelistof bound | P/ MAC addr ess paiArdsd,r ecslsi cok nfdN EOWo ntad
interface.
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3. Add the known and to-be-b ound | P/ MAC address pairs to this int
rule and close the window after successful adding. Ifyouc | i ck A ADD NEXTO0, the wi
after this rule is added successfully. In this case, you can continue to add the next rule.

Operation steps for manually deleting IP/MAC address pairs:

1. Choose AFirewall >> Addr eesvsalbli>n>diAdgdor etsos dbiisnpdianyg & h
2. Choose fADeleteo in the 1ist of the bound | P/ MAC
interface.
3. You can choose to delete the current record, all records, or the bounded pairs in the address
segment.
Delete Configs
dz::;:_’ese choose to @ Current record
Total record
From | |To |
Figure 0 55 Deleting IP/MAC address pairs
Notes:
1. To enable the I P/ MAC binding function, sel ec

| P/ MAC checkod in this section). To record the
binding | ogo opti on.

2.  ThelIP/MAC binding function is closely related to network interfaces. On the basis of
item 1, this function can be effective when being enabled at the corresponding
network interface.

3. I f a network interface i MA€et ot pafadbl owaokbbbre
transmitted for IP addresses that not specified. That is, the packets for IP addresses
unavailable in the IP/MAC binding list can pass through the equipment without
being discarded.

6.9 Security option

Security option provides several global security policies which may be set by the security gateway, including
packet filtering policy, against the attack, IP/MAC inspection switch and whether it allows all the not IP
protocol besides IP and ARP to pass. These parameters are valid to the entire security gateway.

The interface is shown below:
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6.9.1

Packet filtering policy
[T Packet filter default allow

Against the attack

l_ Anti address deceive attack
[T Anti LAND attack
[ Anti SYN/FIN scanning

[~ Anti FIM scanning

™ Accelerate card anti syn attack

-

TCP proxy anti syn attack

¥ 8110w all the not IP protocal
I Look g6 [ pur (512)

¥ IEEEPUF (2550)
¥ 1TAG (z4581) I¥ cust (z4saz)
¥ 1P% (33072) [¥ 1vE (34525)

[ PFE_DTSC (34915 ¥ ATMMEOA (348920

[ ECONET (24)
[¥ anz1q (3a024)

Layer Z protocol filter payload

[ The packet filter 8021Q ( VLAW ) IF, IFwf, ARF, carrying message

[¥ IEEEPURAT (2561) ¥ DEC (24576)

[¥ TR_802. 2 (17)

Security option

¥ Strict state detection

[T Anti routing attack
[T Anti Winnuke attack

[ Anti MULL scanning

Above all against the
r attack

Mot preferred matching

of connection status

[T Anti Smurf attack
[T Anti Queso scanning
[T Anti Christmas tree attack

Setanti CC attack

White list overtime timel 10 seconds(10-300)

Threshold

¥ PUEAT (5131 ¥ TF r2048)
[¥ ararza5a3)
7 axes2) ¥ a0z, 2 (4)
¥ 1mcme @)

¥ IRDA (230

[ The packet filter PFP_SES [ FPFoE ) IF, IF+vE message bearing

Custom protoeal

Ho Record

| SUBRIT

¥ RARF (32821)

[¥ haRF (33011)
[¥ Da_RT (245790 ¥ PPP_SES (349181 [ ATALE (329230 ¥ FEPTALE (18]

Durati-jnlf seconds
packet/sec(0-85400)

¥ 225 r2053)

¥ nia oL izastr) ¥ oma BC

[¥ CoWTROL (22)
[¥ EnEz (34a78)

[# ATMFATE (34948) [¥ WAW_PPP (7]

¥ In addition te the lizted agreement, allowing other protocol

That 1s the accelerate
card anti syn attack

Aecelerator card with sym
flood attack resistance
function, if opening is
accelerated card hardware to
zend =yn messzage zource
detection, detection through
the whitelist, white list with
aging time, expired will remowe
the white list.

[¥ ARF (2054) ¥ BPq 23030

[¥ 1mLC (25) [¥ LAT (z4580)
¥ 1ocartatk @) ¥ MOBITEX (213
[¥ sHAP 50

¥ FEF_MF (50

% 50z, 301)

Figure 0 56 Security option configuration

Packet filtering policy

Packet filter default allow: Setting of packet filtering default policy. If checked, the default packet filtering
policy will be accepted; otherwise, it will be forbidden. Packet filtering default policy is used when none of
the packet filtering rules added by the user is matched. If packet filtering default policy is forbidden,
packet filtering rules added by the user shall allow certain connections to pass. If packet filtering default
policy is allowed, packet filtering rules added by the user shall forbid certain connections to pass.

f

checked, i

t 6s

enabl ed.

enabled, it will create a connection status for packets with SYN mark only, not for any TCP packet beside

Strict state detection: I
such packets. I n addition,
ltds suggested that users

three-w a y

Not

6.9.2

preferred

handshaki

ng. Ri ght

itods

possi bl e

t o

prevent

c h e c lent, isuch as dmehdronmentpoé c i a |
single-arm routing or load balancing, the security gateway may be unable to receive packets of

now,

iStri

ct

state

detect

mat c hi ng preférredcnatching of tconmection sstatastifiesabled | t 6 s
(Default: preferred matching of connection status). If not enabled, after a connection is established on
the security gateway, preferred matching will be executed according to the connection status; if enabled,
not preferred matching will be executed according to the connection status.

Allow all the not IP protocol

You may allow all not IP protocol to pass via this interface; whether the 43 protocols listed, custom
agreements and unlisted protocols are allowed to pass.

Set whether Ethernet protocols beside IP and ARP are allowed to pass. Protocol types include 43 kinds
of fixed protocol (where IP, ARP and IPv6 are not editable) and 5 kinds of custom agreements.
Maintenance interface for custom agreement is shown below:
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New custom agreement

MHarme | |

Pratocal | | (0~65535)

== ==

SUBNIT | |  CANCEL

Figure 0 57 Custom agreement configuration in security option
Name consists of 8 letters and numbers. The protocol number ranges from 1 to 65535 with 3 reserved.
You could set to allow other types of packets beside the above protocols to pass.
Table 0 25 List of defined not IP protocol

Name (protocol number) Description

LOOP(96) Ethernet Loopback packet
PUP(512) Xerox PUP packet
PUPAT(513) Xerox PUP Addr Trans packet
IP(2048) Internet Protocol packet
X25(2053) CCITT X.25

ARP(2054) Address Resolution packet
BPQ(2303) G8BPQ AX.25 Ethernet Packet
IEEEPUP(2560) Xerox IEEE802.3 PUP packet
IEEEPUPAT(2561) Xerox IEEE802.3 PUP Addr Trans packet
DEC(24576) DEC Assigned proto
DNA_DL(24577) DEC DNA Dump/Load
DNA_RC(24578) DEC DNA Remote Console
HDLC(25) HDLC frames

LAT(24580) DEC LAT

DIAG(24581) DEC Diagnostics
CUST(24582) DEC Customer use
SCA(24583) DEC Systems Comms Arch
RARP(32821) Reverse Addr Res packet
CONTROL(22) Card specific control frames
LOCALTALK(9) Localtalk pseudo type
MOBITEX(21) Mobitex
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IPX(33079) IPX over DIX

IPV6(34525) IPv6 over bluebook

AX25(2) Dummy protocol id for AX.25
802_2(4) 802.2 frames

EDP2(34978) Coraid EDP2

802_3(1) Dummy type for 802.3 frames
SNAP(5) Internal only

PPP_DISC(34915) PPPOE discovery messages
ATMMPOA(34892) MultiProtocol Over ATM
DDCMP(6) DEC DDCMP: Internal only
AARP(33011) Appletalk AARP
ATMFATE(34948) Frame-based ATM Transport over Ethernet
WAN_PPP(7) Dummy type for WAN PPP frames
PPP_MP(8) Dummy type for PPP MP frames
ECONET(24) Acorn Econet

TR_802_2(17) 802.2 frames

IRDA(23) Linux-IrDA

DNA_RT(24579) DEC DNA Routing
PPP_SES(34916) PPPoOE session messages
ATALK(32923) Appletalk DDP

PPPTALK(16) Dummy type for Atalk over PPP
8021Q(33024) 802.1Q VLAN frame

If 8021Q is allowed to pass by the user, the user is allowed to partially filter IPv4, IPv6 and ARP data
encapsuled by VLAN message of 802.1Q. If PPP_SES is allowed to pass by the user, the user is
allowed to partially filter IPv4, IPv6 data encapsuled by PPPOE. If checked, it will be subject to packet
filtering. If not, it will transmit corresponding VLAN or PPPOE message transparently.

Layer 2 protocol filter payload
[CIThe packst filter 30210  VLAN ) IF, IF+f, AREF, carrying meszage

I:'The packet filter FFP_SES ( FPFoE ) IF, IF+HA meszage bearing

Figure 0 58 Layer 2 protocol filter payload configuration in security option
6.10 Server balancing

Combining the features of the firewall, server load balancing acts as a load scheduler realized on the
firewall. Server load balancing provides scheduling services for actual server in accordance with certain
load-balancing algorithm ensure that server resources are utilized in an efficient way.

This scheduling server provides IP-level scheduling, supporting various balancing services of TCP and
UDP.

Actual server refers to the server that provides application services. Virtual server means that the
security gateway provides an IP and port for external client to visit After the security gateway receives
these service requests, is will load these requests to the actual server. When the actual server feeds
back these requests, the security gateway will send these service feedback data back to the client after
NAT translation.

In server load balancing service, except for realizing the scheduler, it also provides two schemes for
inspecting the status of the actual server so that provision of normal service will not be influenced even
when one server or some servers in the server cluster become faulty.
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Refer to Chapter VIl Server Load Balancing Concept and Configuration Method of Venusense UTM
Function Manual for details.

6.10.1 Virtual servers

Start server balance

VIRTUAL SERVER NAME viP SERVICE TYPE SERVICE PORTS LASTING TIME SCHEDULING ALGORITHM OPERATION
No Record

W 4% B> MDTheipageiipage Goto[t  |page[50]Perpags [10 ] ronEh
Figure 0 59 Virtual server
This interface is to fulfill the following functions:
Provide an access to maintenance of virtual server.
Start and stop server load balancing service.
Add a virtual server:
Click ANewd on t henewservee asfstmowneelawo cr eat e a

Virtual server configuration

] {1-15 letters numbers minus, Chinese or underline
*Virtual server name :

combination)

“\IP | M
* Service type | |v|
* Service ports (Fortrange is fram 1 to 65535)
300 (0 means dontneed lasting service, the defaulttime is 300

* Lasting time - _
seconds, not less than or equal to 150 seconds)

* Scheduling algorithm | |"|

| suemir | |  caEcEL |

Figure 0 60 Virtual server maintenance

Table 0 26 Description of field names (1)

Field name Description

Virtual server | Name of the virtual server that provides load balancing.

name

VIP IP address of the virtual server

Service type Service type of load balancing, UDP or TCP

Service ports Service ports of the virtual server

Lasting time Timeout of the service provided by the virtual server.

Scheduling The allocation algorithm used when the load balancer assigns data service request
algorithm to the actual server.

With each field configured, click the ASubmito
Modify a virtual server:

Click icon AEdito in "Operationbo

Execute modification

Click AOKO to complete modification.

Delete a virtual server:

Click icon fADeleted in AOperationd and compl ete

Start and stop load balancing.
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Click the AStart | oad balancingo but t daanding,thén\thisr t ual
button will turn into AStop |l oad balancing"
Click the AStop |l oad balancingo button in AVirtual s
balancing”.
6.10.2 Actual servers

ACTUAL SERVER NAME SERVICE IP SERVICE PORTS WEIGHT SUBORIJSIIEl;\T’ERV\RTUAL GATEWAY INTERFACE IP OPERATION

No Record
HER

> 4> B> M The tpageripage Golo[t|page[GO]Perpage [10 [T rawEY
Figure 0 61 Actual server
This interface is to fulfill the following functions
Provide an access to maintenance of actual server.
Add an actual server:

Click ANewd on the interface and an intfliofsace f or a

Actual server configuration

\ (1-15 letters, numbers minus Chinese ar underline
*Actual server name '

combination)

* Senver IP
* Senvice ports (Port range is from 1 to 65535)
* Weight
* Bubordinate vitual server | |*|
* Gateway IF | |v|
| SUBEIT | |  CANCEL |
Figure 0 62 Actual server maintenance
Table 0 27 Description of field names (2)
Field name Description
Actual server | Name of the actual server which provides actual service.
name
Server IP IP address of the actual server
Service ports Service ports where actual server provides services.
Weight Weighted value of the actual server which is a positive integer.
Subordinate virtual | Name of the virtual server which provides scheduling.
server
Gateway IP A network interface IP on the security gateway which is within the same segment
as the actual server and provides gateway service for the actual server.

With each field configuredpletecl i ck the fAiSubmito butt
Modify an actual server:

Click icon AEdito in "Operationo

Execute modification

Click AOKO to complete modification.

Copy an actual server:

Click icon ACopyo in Operationbo
Execute modification. There shall be no repetition between the actual server name and the server IP
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field.

Click AOKO to complete modification.

Delete an actual server:
Click icon fnDeleteo in AOperationo and complete del
6.10.3 Detection set

Detection set

Cetection methods |I'-J.:| |v|

Detection time interval | |Seu:-:|nd5[5-1tlj:

| susmIT |

Figure 0 63 Detection set
This interface is to fulfill the following functions
Set the detection method for the security gateway to detect the status of the actual server.
Set the time interval that the security gateway detects the status of the actual server.
Table 0 28 Description of field names (3)

Field name Description

Detection methods | Detection methods for the security gateway to detect the actual server. Currently
ICMP and server port detection are provided.

Detection time | The time interval that the security gateway detects the status of the actual server.
interval

With each field configured, click the fAiSubmito butt
6.11 Active defense

Active defense is a value-added service of Internet newly launched by Beijing Venustech Cybervision Co., Ltd.
It effectively manages the IT resources for the user, makes the user use the Internet resources more safely,
ensures the operation of key services and blocks or limits the Trojan behaviors when using the Internet
through the URL filtration and active identification.

When the active defense service is started, the firewall will conduct url detection to the data flow defined
in the active defense rules. If the url of the detected data flow is consistent with that in the active defense
detection library, block it.

6.11.1 Active defense service

Click AFirewall >> Active defense >> Serviceodo to poyj
as shown in the figure below:

Active defend service

Update message

Last update time 2012-03-01

Character number 10000

[ Start active defend

Figure 0 64 Interface for starting and stopping the active defense service
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Ti

functi on.
service function.

ck the nStart a

def ens

ctive ed0 item and then cl
Click thetinB8ubmgt dhbu

Mark the time when the active defense detection library of the equipment was updated last time and the
character number in the | ibraryedssdgeand nedspdoaovtoi Vdleyns

6.11.2 Active defense rules

It provides the functions to add, delete and edit active defense rules. The active defense rules determine
whether the specific network packet can pass the security gateway and also provide other related
options to protect the network from being attacked.

Click nFirewall >> Active defense >> Ruleo to
shown in the figure below:

ID RULE NAME SOURCE ADDRESS DESTINATION ADDRESS ACTIVE OPERATION

No Record
‘ HEW |
H 4 > M The 1 Page/1 Page Goto page Per page rowat
Figure 0 65 Interface for adding active defense rules
Click the ANewd button to pop up the interface
Create active defend

*1d 1

*Rule name ad1 X

Source address v

Destination address -

Sport

Inport v

Outport v

Schedule time -

Schedule service -

Check log ]

Remark

Source port can use English comma separated said multiple ports. Else use
English for colon segmentation port section

SUBMIT ‘ | CANCEL

Figure 0 66 Interface for editing active defense rules

Table 0 29 Description of active defense rule configuration items

po

f

Field name Description
Rule name Name of the active defense rule
ID Input the ID of the newly added active defense rule.
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The security gateway will match and execute rules by their IDs in an ascending order.
IDs shall be numbers.

If such numbers are the same as a defined rule ID, the security gateway will replace
the original active defense rule and all the rules whose IDs are behind it to the next
number automatically, and set the ID of the newly added active defense rule as the
input ID.

If ités not to modify the I D in the in

If the ID is bigger than the sum of the existing rules plus 1, it will be added as the last
one.

Source address

ANew addresso, iNew address groupo ang¢(
can be created in ANew addresso, mor e
address groupo and Aanyo0 represents an

Destination
address

The form is the same as that of the source address.

Sport

More than one port may be separated by English commas or more than one port
section may be separated by English colons for the Sport item. Do not apply the two
separation methods at the same time. If the service resources defined in the
resource definition include sports, the sports defined by the rule here shall prevail.

Inport

Limit the inport of network packets to prevent IP spoofing.

Optional contents include any and all the enabled ports.

The default value is any, indicating that the receiving port is not limited.
Under transparent mode, choose corresponding physical port such as fel.

I f the inport candét be determined or i
is the mixed mode, itds recommended th

Outport

Limit the inport of network packets to prevent IP spoofing.

Optional contents include any and all the enabled ports.

The default value is any, indicating that the receiving port is not limited.
Under transparent mode, choose corresponding physical port such as fel.

I f the inport candét be determined or i
is the mixed mode, itds recommended th
Scheduletime |[AiNew time | isto and ANew time group lin
ANew time |istdo and many times can be
be selected to indicate that no time resource is selected.
Schedule AfPredefined schedule servicebo, AfPredef
service serviiblew, basic schedule serviceo, et c.
Check log Whether to enable the active defense check log.
Remark Rules annotation

When t he

fActive defense ruled has been edited,

defense rule as shown in the figure below:

[

1

RULE NAME SOURCE ADDRESS DESTINATION ADDRESS ACTIVE OPERATION

ad1 any any L i @ E ®

“ e L L The 1 Pageil Page GulnpagePer page| 20 v rowBt

Figure 0 67 New active defense rule

Click the = icon behind every rule to edit the corresponding rule, click the [ icon to copy the

corresponding rule, click the [= icon the move the corresponding rule and click the ] icon to delete
the corresponding rule.
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Chapter 7 Application Protection

As the Internet service develops fast and the Internet contents become more and more complex, network
infiltrators no longer simply use the common single intrusion techniques, so more network attacks are
combined with other attack techniques, such as viruses, to get infiltrated into the intranets in all directions.
The application protection combines the anti-virus policies and intrusion detection protection policies. It filters
the packet contents through anti-virus first and then monitors the packet behaviors through the intrusion
detection protection to fully protect the intranets.

7.1 Protocol control

Protocol control is one of the important functions of the security gateway system. It controls HTTP, FTP,
SMTP and POP3 to make the use safely surf the Internet and download files through them.

Protocol control strategies include HTTP, FTP, SMTP and POP3.
7.1.1 Protocol control strategies

Controlthe A Pr ot oc o | control strategiesd and AProtocol cont
Click #fAApplication protection >> Protocol control > >
shown in the figure below:

[CJALL SELECTED NUMBER NAME COMMENT OPERATION
No Record
HEW ‘ DELETE ‘

L] 4 L P The 1 Page/1 Page Goto page [Go Jper page 20 Vrow Bt

Figure 0-1 Interface for protocol control strategies

Click the fANewd button in the figure above to pop up
shown in the figure below:

Add Agreement to control the strategy

*Name of protocol control | | (Mame consists of 1to 15 letters,numbers, minus
strategy signs,Chinese and underlined)
HTTP Configure | |V|

FTP Configure

|
SMTP Configure | M
POP3 Configure |

Comment | | (0-50 characters)

*Reference to an agreement at least

| susmItT | | caWCEL |

Figure 0 2 Interface for adding protocol control strategies

Name the new strategy according to the naming rules in the interface for adding protocol control strategies,

and then select the protocol to be controlled from the HTTP, FTP, SMTP and POP3 set before with at least

one protocol referenced, and finally click the ASubmit
below:

[JALL SELECTED NUMBER NAME COMMENT OPERATION
O 1 testpolicy =H i

| HEW | | pEETE |

M 40 P M The 1 Page/ Page Goto[l  |page| Go |Per page[20 “ow Bl
Figure 0 3 Configuring protocol control strategies

Click the AStart protocol counto button in the Interfa
protocols, including control counting of the HTTP to access web pages, FTP total number of files download,
FTP total number of files uploaded, SMTP total number if messages sent, POP3 total number of messages
received, IMAP total number of messages received, FTP to access web pages and MSN total number of files
transport. Clickthe " Cl eand button to clean the data count.
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Protocol Contrel Count

HTTP to access web pages 0
FTP Total number of files download 0
FTP Total number of files uploaded 0
SMTP Total number of messages sent 0
POP3 Total number of messages received 0
IMAP Total number of messages received 0
FTP to access web pages 0
MSHN Total number of files transport 0
START PROTOCOL COUNT | |  CLEAN | |  EXPORT

Figure 0 4 Interface for protocol control count

Click the fAExporto button to export the counted data (

File Download 3

Do you want to open or save this file?

. Mame: Deopolicr. esr
. a-f Type; Microsoft Office Ezecel BESREE gz ..
From; 10.30_10_122

Open ][ Save ]| Cancel |

harm your computer. If pou do nat tust the zource, do not open or

lal Whhile files from the Internet can be useful, zome files can potentially
L,
= save thiz file. What's the risk?

Figure 0 5 Interface for exporting protocol count

7.1.2 Protocol control configuration

Control HTTP, FTP, SMTP and POP3 through t he protoc
protection >> Protocol control >> Protocol control con
below:

No Record
[mn|
My 4 » 0 M The 1Page/t Page Goto[l  |page| Go |Per page [20 ™ jow B}
Figure 0 6 Interface for configuring protocol control

Click the ANewod button in the figure above to pop up t
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Add HTTP configure

*Name |:| (Mame consists of 1to 15 letters,numbers, minus signs,Chinese and underlined)
Comment | | (0-50 characters)
Log O

CIcET [Ipost Cput [THEAD [JconnecT

Methods control
L Allow  '® Forbid

URL class list URL class members

URL filter

Oallow  ® Forpid

URL resource file length limit [ ]w-1024Bytes)

EXT class list EXT class members
Movie
Music
Image
Text ) Q/
i X X Compression
File extension filter Application ;
&=

Oallow  ® Forbid
Figure 0 7 Interface for adding configurations

Name the new configuration according to the naming rules in the interface for adding configurations with
comments addable; set it to allow or forbid controlling the methods, such as GET, POST, PUT, HEAD and
CONNECT, i n fAMet hordtse URLs rict be dilfered in themfRb class list to the URL class
members for filtration in AURL f i-1024é&ytes sothe BRL resbRte file e s o ur «
length can only be set within the range; import the file extensions to be filtered in the EXT class list to the EXT

class members for filtration in fAFile extension filter
Enable ]
MIME control =
Allow  '® Forbid
HTTP error response content to replace hd

Figure 0 8 Interface for adding advanced configuration options

Set AAdvanced options o0 ciomftihgeurianti eornfsa cseh ofwonr iand dihneg f i g
control o6 and AHTTP error response content to replacebo
configuring AAdd policieso.

Table 0 1 Description of HTTP protocol configuration items

Field name Description
Name Add the HTTP configuration name which shall consist of 1 to 15 letters, numbers,
Chinese characters and underlines.
Comment Comment information of the HTTP configuration
Log Tick it to send logs.

Method control Control operation of the HTTP commands, including the GET, POST, PUT, HEAD
and CONNECT commands. Allow the selected command to pass it by selecting
AAll owo, and forbid the selected comm

URL filter Control the set URLs. Allow visiting {
visiting it by selecting AB2dbytes.do. |t

URL resource file | Control length limits of the URLSs visited through HTTP. In the case of URL length
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length limit

exceeding the |imit, ités not all owed

File extension filter

Control the set file extensions. Allow the selected file class to pass it by selecting
AAll owo and forbidtd hpaselietctleyd déll ec
include movie, music, image, text, compression and application.

URL contents

Control the selected URL contents. Allow the selected contents to pass it by
selecting AAl Il owd and f oashs di tt hbey ssed leg

HTML contents

Control the HTML contents. Allow the selected contents to pass it by selecting
AAll owd and forbid the selected conte

Webmail sending

Enable webmail sending controlby s el ecting AEnabl ed a

control webmails include the free mailboxes of 126,163, yeah.net, qq, sina, yahoo and live.
MIME control Control Ml ME. Al l ow the selected cont
the selected contentstopass it by selecting AForb
Click the ANewo button under FTP to pop up the interfa
below:
Add FTP configure
*Name |:| (Mame consists of 1 to 15 letters,numbers,minus signs,Chinese and underlined)
Comment | | (0-50 characters)
Log O
Oust  OopeLe Onest Ocwbxcwo ORreTR Ostor OpwomrPwo
Command control
() Allow @ Forbid
User control ¥
() Allow  '® Forbid
Upload class list Upload class members
Movie
Music
Image
Text Q/
Compression
Upload control Application ;
@
O Allow @ Forbid
Download class list Download class members
Movie
Music
Image
Text Q/
Compression
Download control Application ;
@
Oallow  ® Forbid
Figure 0 9 Interface for adding FTP configurations
Conduct AnAll owdo and #AForbidd controls to the commands,
and XPWD, in the interface for adding FTPdefault,sdaddjaur at i o
value to select AnAll owd or AForbido; control me mber s
control o The AFile name controlo field is null by def
TableO 2  Description of FTP protocol configuration items
Field name Description
Name Add the FTP configuration name which shall consist of 1 to 15 letters, numbers,
Chinese characters and underlines.
Comment Comment information of the FTP configuration
Log Tick it to send logs.
Command control | Control operation of the FTP commands, including the LIST, DELE, NLST, CWD,

127



Venusense UTM Web Interface Operation Manual

RETR, STOR and XPWD commands. Allow the selected command to pass it by
selecting AAlI 1l owd and forbid tshed esdlie

User control Control the FTP users. The allowed users can visit the FTP service through a proxy
while the forbidden user cannot visit it.

Upload control Control the file types to be uploaded. The file types allowed in the list can be
uploaded and those forbidden in the list cannot be uploaded.

Download control | Control the file types to be downloaded. The file types allowed in the list can be
downloaded and those forbidden in the list cannot be downloaded.

File name control | Control the selected file names. Allow the selected file names to pass it by
selecting AAll owd and forbid the sele

Banner Set protection replacement for the information of the FTP server.
replacement

Click etwbe buMt on under SMTP to pop up the interface for
below:

Add SMTP configure

*Name I:I (Mame consists of 1 to 15 letters,numbers minus signs,Chinese and underlined)
Comment | (0-50 characters)
Log O
. W
Recipient address
Allow  '® Forbid
w
Sender address
Allow ®) Forbid
. . W
Mail subject keyword
Allow  '®) Forbid
IP blacklist *
L) Allow  '® Forbid
ADVAHCED OFTIOHS |
Enable O
Mail server threshold 500 (Range 0-99999,0 for unlimited)
Mail threshold (Range 0-2999,0 for unlimited)
Mail bomber defense
Statistical time Seconds(Range10-60)
Trust IP address
| susmzz | | camcEL |

Figure 0 10 Interface for adding SMTP configurations

The fields of fARecipient addresso, ASender addresso, f#f
for adding SMTP configurations are null by default, so add valuestothem and t hen sel ect AAI I
Enable the " Mail bomber defense” function in AAdvance

threshold, statistical time and trust IP addresses.

Table 0 3  Description of SMTP protocol configuration items

Field name Description
Name Add the SMTP configuration name which shall consist of 1 to 15 letters, numbers,
Chinese characters and underlines.
Comment Comment information of the SMTP configuration
Log Tick it to send logs.

Recipient address | Control the selected recipient addresses. Allow the selected contents to pass it by
selecting AAll owd and forbid the sele

Sender address | Control the selected sender addresses. Allow the selected contents to pass it by
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selecting AAll owdo and forbid the sele
Mail subject Control the selected mail subject keywords. Allow the selected contents to pass it
keyword by sel ecti ng bidAHelselegtéd cantents td jpass it by selecting
AForbido.
IP black list Control the selected IP black lists. Allow the selected contents to pass it by
selecting AAll owdo and forbid the sele
Mail bomber Set items such as the mail server threshold, mail threshold, statistical time and
defense trust IP address.

Click the ANewd button under POP3 to pop up the interf
figure below:

Add POP3 configure

“Name [ ]| mame consists of 1 to 15 letters,numbers, minus signs,Chinese and underlined)
Comment | (0-50 characters)
Log O

Recipient address
L) Allow @ Forbid

Sender address

() Allow  '® Forbid
Mail subject keyword

L) Allow ' Farbid

| -~ supmrr | | - caWcEL |

Figure 0 11 Interface for adding POP3 configurations

The fields of AReci pient addr esso, iSender addressodo a
interface for adding POP3 configuratiomdb, dd®o add value

Table 0 4  Description of POP3 protocol configuration items

Field name Description
Name Add the POP3 configuration name which shall consist of 1 to 15 letters, numbers,
Chinese characters and underlines.
Comment Comment information of the POP3 configuration
Log Tick it to send logs.
Recipient address | Control the selected recipient addresses. Allow the selected contents to pass it by
selecting AAll owd and forbid theibBellk
Sender address | Control the selected sender addresses. Allow the selected contents to pass it by
selecting AAll owdo and forbid the sele
Mail subject Control the selected mail subject keywords. Allow the selected contents to pass it
keyword by selecting fAAll owd and forbid the

AFor bi do.

7.1.3 Protocol control resources

Control the URL group, file extension group, MIME group, username group, email address group, email
subject keyword group, IP group, URL content group, HTML content group through the protocol control

resources correspondingly. Click the fAApplication prot
to pop up the interface as shown in the figure below:

NUMBER NAME COMMENT OPERATION
No Record

[oomev |

L] « » 0 P The 1 Page/ Page Goto 1 lpage [ Go |Per page [20 ¥ frow Bt
Figure 0 12 Interface for protocol control resources

Configurations of the URL interface in the protocol control resources are listed in the figure above. Click the
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ANewd button t o gnding intarface fohaglding pratocot comtrol group as shown in the figure
below:

Add URL Group

| (Mame consists of 110 15 letters,numbers, minus

*Hame - - ) ’
zigns,Chinese and underlined)
Comment | ||:I:|-EIZI characters)
| SUBMIT | |  CANCEL |
Figure0 13 Interface for adding URL group
When the fiNameo field is filled out accor timatignirttle t he p
ACommento field, and then click the ASubmito button to
NUMBER NAME COMMENT OPERATION
1 testurl test ﬁ E detall
-
D 4 oM The 1Page/ PageGutupagePerpagemw@
Figure0 14 Interface for adding URL group
When the URL group is successfully added, clickt he A Det ail 0 button in thelcorre

to add an URL item as shown in the figure below:

Add URL Item

Url | | (1-63 characters)

| suBMIT | |  cANGEL |

Figure 0 15 Interface for adding URL item

Set it according to the file extension group in the interface for protocol control resources as shown in the figure
below:

NUMBER NAME COMMENT OPERATION
1 Mavie Maovie format file ;ﬁ .ﬂ detail
2 Music Music format fila =) & detail
3 Image Image format file = & detail
4 Text Text format file = 3] detail
5 Compression Compression format file & .ﬂ detail
6 Application Executable file = & detail

[

H < > ™ The 1 Page/1 Page Gota[1_ |page [ Go |Per page [20 vhow B}
Figure 0 16 Interface for the file extension group

Click the ADetail o button to view the file excarebesi on i
edited, deleted or added.
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NUMBER EXT ITEM OPERATION
1 -rmvb = &
2 _m = &=
3 v ) &
4 Ay = ]
5 -avi & ;E
6 suf = i3
7 asf =) &
8 wmw =) &
9 “mov 2] &
10 -mpg =H 15|
1" .mpeg 2 ;E
12 vob = &
13 -mp4 =2 &
[ T |- RETURE |

M 40 P M The 1Pagert Page Goto[l  |page| Go [Per page (20 wlow B
Figure 0 17 Interface for the file extension item
Click the fANewdo button in the interface of the MIME gr

Add MIME Group

“Name I:I (Name consists of 1 to 15 letters,numbers,minus signs,Chinese and underlined)
Application program (@) Ajl selected O Part selected O Not selected
Video type ® Al selected O Part selected O Not selected
MIME Type Audio type ® Al selected O Part selected O Not selected
Image type ® Al selected O Part selected O Not selected
Text type ® Al selected O Part selected O Not selected
Comment | (1-50 characters)
| szt | | camceL |

Figure 0 18 Interface for adding MIME group

Where, the MIME type includes application program, video type, audio type, image type and text type. Fill out
al | these fields, and then click t bshownBthéfigurabélonout t on t

NUMBER NAME COMMENT OPERATION
1 MIMEtest fest # &

Mo 4 L Page/1 Page GmupagePerpagemwgl
Figure 0 19 Interface for configuring MIME group

Click the E icon behind every item to edit the corresponding MIME group and click the @ icon to delete
the corresponding MIME group.

Cick AApplication protection>>Protocol control >>Protoc
interface as shown in the figure below:
NUMBER NAME COMMENT OPERATION
No Record
o

MO 40 PO MO The | Pageft PageGntnpagePerpageruw@
Figure 0 20 Interface for username group

Click the fNeimweérfade fotuseenameigmup to pop up a window as shown in the figure below:

Add USERNAME Group

“Name | | (Mame consists of 1 to 15 letters,numbers, minus
signs,Chinese and underlined)

Comment | | (1-50 characters)

| sumMIt | | camcEL |

Figure 0 21 Interface for adding username group
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When all fields in the interface for adding username group have been filled out, clic k t he fASubmi td b
complete the new task as shown in the figure below:

NUMBER NAME COMMENT OPERATION

1 testUserflame test \ﬁ E detal

.

MR P M The 1 Page/t Page Goto 1 page.Pe page-uwa

Figure 0 22 Interface for configuring username group

Click the E icon behind every item to edit the corresponding username group and click the ] icon to

del ete the corresponding username group. Click the fADe
below:
NUMBER USERNAME ITEM OPERATION
No Record
Com B

MO 0 20 MO Thg i page PageGota | e Go Perpage 20 Vjou B

Figure 0 23 Interface for viewing details of the username group

Cl i ¢ k t butoninkhe intérface for viewing details of the username group to pop up a window as shown
in the figure below:

Add USERNAME Item

Username | | (1-63 characters)

| sumrr | |  cawcEL |

Figure 0 24 Interface for adding username item

When all fields in the interface for adding username it em have been filled out, C
complete the username addition task as shown in the figure below:
NUMBER USERNAME ITEM OPERATION
1 testUser ﬁ E
| omv | |

D 4 PO MO Page/1 Page Goto page mper page -mwa

Figure0 25 Interface for configuring username item
Click the fRet uronheintbriade foousernanoe gnopt ur n t

Click fAApplication protection>>Protocol control >>Proto
the interface as shown in the figure below:

NUMBER NAME COMMENT OPERATION
No Record
]

M0 40 P M The1Page/ PageGoto1  page| Go | mPerpage-me}
Figure 0 26 Interface for email address group

Click the ANewd button in the interface for emai | add
below:
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Add EMAIL Group

‘Name | ‘ (Name consists of 1 to 15 letters, numbers, minus

signs,Chinese and underlined)
Comment | | (1-50 characters)
| supMrT | | - cawceL |
Figure 0 27 Interface for adding email address group
When all fieldsintheinter f ace for adding email address group have
to complete the email address group addition task as shown in the figure below:
NUMBER NAME COMMENT OPERATION
1 mailAddressTest test ﬁ E datail
——

Mo 4 PO MThe Page/1 Page Goto page Perpage me}
Figure 0 28 Interface for configuring email address group

Click the [Z icon behind every item to edit the corresponding email address group, click the [E icon to
del ete the corresponding email address group and click
the figure below:

NUMBER EMAIL ITEM OPERATION
No Record

_—— - RETIRE |
D 4 P M The 1 Pagelt Page Gulupage Per pagemw@
Figure 0 29 Interface for viewing details of the email address group
Click the fANewd button in the interface for viewing de
shown in the figure below:

Add EMAIL Item

Email | | (1-63 characters)

| SUBMIT | | CANCEL |

Figure 0 30 Interface for adding email address item

When the "Email o field in the interface for adding emz
button to complete the new task as shown in the figure below:
NUMBER EMAIL ITEM OPERATION
1 xox@163.com # &
o omr | | m

Mo 40 P M The 1 Page/t Page Goto 1 page | Go Per page[20 v o B
Figure 0 31 Interface for configuring email address item

Then, click the AReturno button to return to the inter

Click AApplication protection>>Protocol controdoew@Pd ot o
to pop up the interface as shown in the figure below:
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NUMBER NAME COMMENT OPERATION
No Record

e
MR 4D b M The1PageHPageGutnpagePerpageme}

Figure 0 32 Interface for email subject keyword group

Click the ANewodo button in the interface for e nrthel subj
figure below:
Add SUBJECT Group
‘Name | | (Name consists of 1 to 15 letters,numbers, minus
signs,Chinese and underlined)
Comment | | (1-50 characters)
| sumar | |  cawcEL |
Figure 0 33 Interface for adding email subject keyword group
When al l fields in the interface for adding email sSubj
button to complete the new task as shown in the figure below:
NUMBER NAME COMMENT OPERATION
1 testMailSubject test & E detail
f——
" 4 » M The 1 Page/t PageGutupagePerpageme}
Figure 0 34 Interface for configuring email subject keyword group
Click the [Z icon behind every item to edit the corresponding email address group, click the @ icon to
del ete the corresponding email address group and click
the figure below:
NUMBER SUBJECT ITEM OPERATION
No Record
—— [ rErmn |
L] 4 > M The 1 Page/t F‘ageGo(opagePerpageroij}
Figure0 35 Interface for configuring email subject keyword group
Click the Anteevinderfabeufdr iewimg details of the email subject keyword group to pop up a
window as shown in the figure below:
Add SUBJECT Item
Subject | | (1-63 characters)
| suBMrT | | cawceL |
Figure 0 36 Interface for adding email subject keyword item
When the field in the interfacefor addi ng emai |l subject keyword item hac:c
button to complete the new task as shown in the figure below:
NUMBER SUBJECT ITEM OPERATION
1 testWord = E
| HEW | | rETURE |
H 4 > M TheWFagEMF‘ageGumDpagePerpageruwé}
Figure 0 37 Interface for configuring email subject keyword item
Then,click t he fiReturno button to return to the interface
Click the AApplication protection>>Protocol control >>1

interface as shown in the figure below:
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NUMBER NAME COMMENT OPERATION
No Record

| o
HP 4D DM The1Pagef1PageGmoE|pagePerpageruw@
Figure 0 38 Interface for IP group

Click the ANewodo button in the interface for | P group t
Add IP Group
N | |(Name consists of 1 to 15 letters,numbers minus
ame , - :
signs,Chinese and underlined)
Comment | | (1-50 characters)
| suBMIT | | cANGEL |

Figure 0 39 Interface for adding IP group

When all fieldsint he interface for adding I P group have been fi
the new task as shown in the figure below:
NUMBER NAME COMMENT OPERATION
1 IPgrouptest test # E detail
|

MO 40 b0 MTio 1 Pagen Paga Gotot page[ Go Per page 20 vfouB
Figure 0 40 Interface for configuring IP group

Click the 2 icon behind every item to edit the corresponding IP group, click the @ icon to delete the
corresponding I P group and click the fADetail 6 button t

NUMBER 1P ITEM OPERATION
No Record

_—— R
HP D PN The1PageﬁPageGntnr‘pagelm%rpagem_‘/‘mw@

Figure 0 41 Interface for viewing details of the IP group

Click the fANewod button in the interface for viewing de
figure below:
Add IP Item
® |pva 1192.168.1.0) x |
O IPV6 | |
‘ SUBMIT |‘ CANCEL ‘

Figure 0 42 Interface for adding IP item

Add an IPV4 addressoranlPV6 address in the interface for adding I P
to complete the new task as shown in the figure below:

NUMBER IP ITEM OPERATION
1 192.168.1.0 g &

o R
LRI R L The1PageMPageGntnpagePerpageme}

Figure 0 43 Interface for configuring IP item

Then, cl i ck tohteretlirRte thaiimenface forlPtgroup.
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Click AApplication protection>>Protocol control >>Proto
the interface as shown in the figure below:

NUMBER NAME COMMENT QOPERATION
No Record

———
P D M ThMPageﬁPageGmupagePerpagerqu}
Figure 0 44 Interface for URL content group

Click the ANewo button in the interface for URL <cont e
below:

Add URL Content Group

“Name | | (Mame consists of 1 to 15 letters,numbers, minus
signs,Chinese and underlined)

Comment | | (1-50 characters)

| sumrr | | - cawcL |

Figure 0 45 Interface for adding URL content group

When all fieldsintheint er f ace f or addi ng URL content group have be
complete the new task as shown in the figure below:

NUMBER NAME COMMENT OPERATION

1 testURLgrop test # E detall

) 4 Py M The 1Page/1 PageGumpagePerpagemw@L
Figure 0 46 Interface for configuring URL content group

Click the E icon behind every item to edit the corresponding URL content group, click the [E icon to delete
the corresponding URL content group and click the f@ADet
below:

NUMBER URL CONTENT ITEM OPERATION
No Record

- | mmm
Mo 40 P MO The 1 Pagelt Page Gato page Per page mw B
Figure 0 47 Interface for viewing details of the URL content group

Click the ANewo button in the interface for viewing de
shown in the figure below:

Add URL Content Item

Urlcontent | | (1-63 characters)

| sumrr | | cawcEL |

Figure 0 48 Interface for adding URL content item

When the filed in the interface for adding URL content
complete the new task as shown in the figure below:
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NUMBER URL CONTENT ITEM OPERATION

1 winw eadsec. con.cn # &
|| ORENH
MO 40 P MO The 1 Pagelt Page Gtol1 e Go Perpae 20 Vo
Figure 0 49 Interface for configuring URL content item

Then, click the fAReturnd button to return to the inter
Click fAApplication protection>>Protocol control >>Proto
the interface as shown in the figure below:
NUMBER NAME COMMENT OPERATION
No Record
|
L] 4 > M " The 1 Page/1 F‘ageGn(npagePernagernw@
Figure 0 50 Interface for HTML content group
Click the ANewod button in the interface for HTML cont
below:
Add Html Content Group
‘Name | | (Name consists of 1 to 15 letters,numbers, minus
signs,Chinese and underlined)
Comment | | (1-50 characters)
| svmar | |  cancL |
Figure 0 51 Interface for adding HTML content group
When all fields in the interface for adding HTML conte
to complete the new task as shown in the figure below:
NUMBER NAME COMMENT OPERATION
1 webGContent test =t ] detail
—r—]
M 40 P M TheqPagelt Page Goto[i  page| Go Perpage 20 owE
Figure 0 52 Interface for configuring HTML content group
Click the [ icon behind every item to edit the corresponding HTML content group, click the @ icon to
del ete the corresponding HTML content group and click
the figure below:
NUMBER HTML CONTENT ITEM OPERATION
No Record
[ mmw | | rETURE |
o 4 P 0 M The 1Page/i Page Gota[1  |page [ Go [Per page[20 fow Bt
Figure 0 53 Interface for configuring HTML content group
Click the fANewd button in the interface for viewing de
shown in the figure below:
Add Html Content Item
Html content l | (1-63 characters)
| suemrT | |  canceL |
Figure 0 54 Interface for adding HTML content item
When the field in the interface for adding HTML conten

complete the new task as shown in the figure below:
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NUMBER HTML CONTENT ITEM OPERATION
1 asdf & &

= | ow

L] 4 » M % The 1 Pagei PageGUtUpageF’erpage 20w row Bt
Figure 0 55 Interface for configuring HTML content item
Then, click the fiReturnodo button to return to the inter

Click fAApplication protection>>Protocol control >>Proto
interface as shown in the figure below:

NUMBER NANE COMMENT OPERATION
1 ddd =) i detal

L] k| L P The 1 Page/ Page Goto page Perpage 20w rowBr

Figure 0 56 Interface for file name group

Click the ANewd button in the interface for file name
Add File Name Group
"Name | |(Name consists of 1 to 15 letters,numbers,minus
signs,Chinese and underlined)
Comment | | (1-50 characters)
‘ SUBMIT ‘ ‘ CANCEL ‘
Figure 0 57 Interface for adding file name group
When all fields in the interface for adding file name
complete the new task as shown in the figure below:
NUMBER NAME COMMENT OPERATION
1 testFileGroup test = @ detail
[-——mr—|

4 4 > M The 1 Page/1 Page Goto page Per page row El}

Figure 0 58 Interface for configuring file name group

Click the [ icon behind every item to edit the corresponding file name group, click the @ icon to delete the

corresponding file name group and click the fADetail o b
NUMBER FILE NAME ITEM OPERATION
No Record
[ NE | | RETURN |

4 4 > M The Page/1 Page Goto page Per page rowE{f
Figure 0 59 Interface for configuring file name group

Click the ANewod button in the interface for configurir
figure below:
Add File Name Item
File Name | | (1-63 characters)
| supwrT | | - cancEL |

Figure 0 60 Interface for adding file name item
When the field in the interface for adding file name
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complete the new task as shown in the figure below:

NUMBER FILE NAME ITEM OPERATION
1 test.exe @ @
| NEW | | merurn |
L] 4 > MV The 1 Page/1 Page Goto |1 page| Go |Per page rowET
Figure 0 61 Interface for configuring file name item

Click AApplication protection>>Protocol control >>Proto
interface as shown in the figure below:
NUMEER NAME COMMENT OPERATION
No Record
e

L 4 > M 5 The 1 Page/1 Page Goto page F'er page rowE}

Figure 0 62 Interface for configuring errcode group

Click the ANewodo button in the interface for configuring

below:
Add Errcode Group

(Name consists of 1 to 15 letters,numbers, minus signs,Chinese and

*Name
underlined)
Page content ‘ |(1-GUG characters)
Comment ‘ |(1-50 characters)
|- supMrr | | canceL |
Figure 0 63 Configuring errcode group
7.2 Anti-virus

Anti-virus (called as AV for short) is one of the important functions of the security gateway system. In
order to adapt to specific protection requirements of different users, the security gateway developed by
Beijing Venustech Cybervision Co., Ltd. lists out the anti-virus functions separately and provides
standard virus prevention templates for users to reference so as to develop and modify the specific

anti-virus  policies. The user can define Virus feature

protection>>Anti-virus>>User-d e f i ned vi r us fherself and aso sebthe sdmvicerpores ffor

virus detection through -viiiArpyd > > ri winc ep r poa retasthaso P e A C

strong protection functions, so it can effectively detect and block the viruses of http, ftp, smtp, pop and
imap protocols so as to protect user systems against most virus interferences.

7.2.1  Anti-virus policies

Click dAApplicat i-vrm>>pnti-ot ecs i po+>»Ankeisd to pop up

anti-virus policy list as shown in the figure below:

Conditional Query
1D NAME TYPE COMMENT OPERATION
1 Standard_Virus_Prevention_Template Template View Palicy Info
2 WEB_Virus_Prevention_Template Template View Palicy Info
3 Standard_Virus_Detection_Template Template View Policy Info

e
M5 40 P M OThe 1 Page/ Page Goto 1 ipagePerpage 10 vowB

Figure 0 64 Interface for anti-virus policies

In order to make it convenient for users to establish anti-virus policies as needed, the system has built two
policy templates for users to use. Reference these policy templates to build new AV policies and then modify
the new policies appropriately to build anti-virus policies suitable for different environments and different
security requirements.
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Click the fAView policy i nf or mlxyasshaowninbhafigirebelon: o vi ew det

Virus Policy(Standard_Virus_Detection_Template)Signature Detection Settings

ID PROTOCOLNAME ENABLE  BLOCK SPREAD OF VIRUS LOG SEND ALARM MAIL SOUND SERVERRESET = CLIENT RESET
1 HTTP Yes No Yes No No No No
2 SHTP Yes No Yes No No No No
3 POP Yes No Yes No No No No
4 FTP Yes No Yes No No No No
5 IMAP Yes No Yes No No No No
8 1SN No No Yes No No No No
7 WEBMAIL Yes No Yes No No No No
| mEruem |

Figure 0 65 Interface for viewing policies

Click the fANewo but t evinus policy listhoeaddiAY pokcied, and then &ndnterfagenwillibe
popped up as shown in the figure below:

Virus Strategy

* Av Policy Name | |[1-15 Letter, digital, Chinese, underline combination)
* Please Choose One - :
T | |v| Wiew Policy Info
Comment : |[Cc|mrJ|nat|nn Of Characters, Numbers And Underline
[Length:0-50])
| ADD HEIT | |  SUBNIT | |  CANCEL |
Figure 0 66 Interface for adding AV policies
Fill out the AAV policy nameo filed with an AV polic
template as the referenced AV template and clic& the
results shown in the figure below:
D NAME TYPE COMMENT OPERATION
1 Standard_Virus_Prevention_Template Template View Policy Info
2 WEB_Virus_Prevention_Template Template View Policy Info |
3 Standard_Virus_Detection_Template Template View Policy Info |
4 AV1 Palicy & &
o

Figure 0 67 Interface for successfully adding AV policies

When the policy has been added successfully, the user can edit the new policy as needed to make it suitable

for his/her own requirements by clicking the = icon at the 1cywye eoadpop @GPohN
shown in the figure below:
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Virus Signature Detection Settings

IDPROTOCOL NAME ENABLE BLOCK SPREAD OF VIRUS LOG  SEND ALARM MAIL SOUND SERVER RESETCLIENT RESETOPERATION

1 http ) ") ") X % % % =
2 smtp v v v x x x x =]
3 pop v v v x x x x 2
4 fip o v " x X X X %)
5 imap v v v x > x % =]
6 msn x " v % x x x A
7 webmail ") < < * by x x &
| RETURN

Figure 0 68 Interface for AV policy signature detection settings

Click the ®* or % button in the figure above to edit the signature detection settings of any protocol.
The former icon indicates to enable the current status and the latter button indicates to disable the

current status. | f  *: d¥iginally and then changed to “' after being clicked, it indicates that the

enabled status is changed to the disabled status; while if it's % originally and then changed to ** | it
indicates that the disabled status is changed to the enabled status.

The user can also click the = icon at each line end to modify the corresponding AV configurations with
the interface popped out as shown in the figure below:

Virus Signature Detection Settings

Name LAV1 ]
Protocol Name lhttp I
Enable ¥]
Block Spread Of Virus =]
Log ¥

Send Alarm Mail [
Sound
Server Reset

Client Reset [

| suBmIr | | . Back

Figure 0 69 Interface for modifying AV configurations
7.2.2 File filter

Main functions of the file filter are to forbid or allow the corresponding virus files according to the cache file

si ze i mit, virus file bl ack i st suf fix and Virus 1
protection>>Anti-vi rus>> File filterd to pop up the operation ir
figure below:

Virus File Filter

Cache File Size Limit ‘1024 |Kb {0-1024 )

Virus File Blacklist Suffix Iany I(Separated by
comma)

Virus File Whitelist Suffix lnone (Separated by
comma)

Enable Compressed File Scan (]

| SUBMIT

Figure 0 70 Interface for configuring virus file filter
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Table 0 5 Description of virus file filter configuration items

Field name Description

Cache file size limit Set sizes of the virus files to be filtered, which can only be set within the
range of 0-1024 kb.

Virus file black list suffix Block virus files according to the suffixes set by the user. When it's
necessary to block multiple kinds of virus files, suffixes shall be
separated by commasandiany o i ndicates to bl

Virus file white list suffix Allow virus files according to the suffixes set by the user. When it's
necessary to allow multiple kinds of virus files, suffixes shall be
separated by commas a nhdelistimopeation. i n

Enable compressedfilescan | Ti ck t he fAEnable compressed file

Note: When itédés necessary to enable the functions o
suffixo, tahleiyd coananl yb ewhven t he fAExpanded virus | ibrar
protection>>Anti-vi r us>> Virus | i braryo, ot herwise, they wild.l
compressed file scano functiontihe dmRaelgluéar ivti rauasn b
been ticked in fAApplviicrautsi>>n \pirroutse cltiiborna>>yAon,t iot her wi s

7.2.3 Virus isolation

Main functions of virus isolation are to isolate the scanned virus files into USB or the black list according to
settings of the wuser. CliwokradppVicasi osopbabiendi ¢ m>>
interface for the virus isolation list as shown in the figure below:

Virus Isolation Settings

Virus File Isolation(Only the Full anti-virus effective)

Isolate File To USB IsEnable 28 ‘
Isolate Virus Host(Only the Fast anti-virus effective)
Isolated Virus Sender To -
Blacklist /I IsEnable _‘”‘"‘
Option HTTP FTP POP3 SMTP
Isolate Infected Files e - '
Isolation Time \59 l minutes(0 is permanent)
| APPLY
Figure 0 71 Interface for virus isolation settings
In the figure above, the AVirus file isolationo iterl
has been ticked in the interf acue>> Viams | ifibArpaprlyioc;at Whhar
connected with USB, click the fAlsolate file to USBO
equi pment; the Al solate virus hosto item can be val
ticked in the interface f o r AApplicati owni rpusost>cVYiiromss >Anbiaryo; t
sender to black listdo item to add the virus file se
virus sender to black |istotetiemfect edcd afbil leels 0 awi lolpt
user to isolate files of the HTTP, FTP, POP3 and SM
set value in minutes. | f the value set for thee f i el
click the AApplyd button to complete the setting.

7.2.4  Virus library

Anti-virus functions of the security gateway product support two levels of scan engines, which are for the

regular virus library scan mode and expanded virus library scan mode respectively. The two levels of scan

modes have their own advantages, i.e.: when the expanded virus library scan mode is used, the virus
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identification rate is high, while when the regular virus library scan mode is used, the scanning speed is fast.
The regular virus library also includes two engines, i.e. standard engine and enhanced engine. Click

AApplication piotuscti YnruAnti braryd to pop up the oper
shown in the figure below:
[ ton TR Cuom s eGPt A GeusPrtsdonfgen
Virus Library
Version 1.3.0.3.220
® Regular virus library(Fast anti-virus)
Number of Contained
Features (s
Desdibion This library includes the lastest Top N viruses® signatures.ltis suitable for the
P high performance network.
Standard engine
[IEnhanced engine
) Expanded Virus Library(Full anti-virus)
Number of Contained
Features 5269658
Descrintion This library includes the virus emerged in recent years. Itis suitable for the
P high security network.
[
Figure 0 72 Interface for setting the virus library
7.2.5 User-defined virus features
The user can define virus features by himself/herself so as to scan viruses according to the user-defined virus
features. Cl i ck dn¥pmi-viruscaltseralref pnetdeawtiirus featured to
interface for the virus library list as shown in the figure below:
1D VIRUS NAME VIRUS FEATURE OPERATION
No Record
[ e |-appLy. |
MY 4 Py oM The 1 Page/1 Page Goto 1 \page Per page |10 Brow%
Figure 0 73 Interface for setting the user-defined virus features
ClickNetwhoe bfutton to pop up the window as shown n
Virus Self-defined Feature
* Virus Name | |1-15 Letter, digital, Chinese, underline combination
* Virus Feature ‘ I(Combination Of 0-9 or a-flLength:128 or 256])
Figure 0 74 New user-defined virus feature
Add virus name and virus features, and then click t
in the figure below:
ID VIRUS NAME VIRUS FEATURE OPERATION
1234567890abcdef111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111
1 my_definedvirus MU A . &4 @
11111111111111111111111111111111111111
WV | appLY
Figure 0 75 User-defined virus feature
7.2.6  Service port definition
By service port definition, all files passing through corresponding ports set by the user in corresponding
services can be scanned. The system provides services of HTTP, FTP, SMTP, POP and IMAP, among which
a port can be defined for the FTP service and at most 5 ports can be defined for other services. When there is
more than one port, the ports shall be separated by commas. Click A Appl i cati on piusstecti o
Service porto to pop up the operation interface for th
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Service Port Definition

Senvice Port
80,8080 (Multiple ports seperated by comma;
HTTP - :
Maximum number is five)
FTP y (One port limited)
SMTP 2§ . (Multiple ports seperated by comma;
Maximum number is five)
POP 110 (Multiple ports seperated by comma;
Maximum number is five)
IMAP 143 (Multiple ports seperated by comma;
Maximum number is five)
WEBMAIL 89 ' (Multiple ports seperated by comma;
Maximum number is five)
| aPPLY. |
Figure 0 76 Interface for the service port definition
When all fields in the interface for the ice p

serv
button to pop up a window to prompt thatadiSsakcecwmrdi I
figure below:

1 T
=2 Virus-check Service Port Setting - Windows Internet Explorer =1 | & |

-
' l,) Succeed to set virus-check service port!

| 0K

)

Figure 0 77 Succeed to set virus-check service port
7.2.7 AV cloud protection agent

Main functions of the AV cloud protection agent are to upload scanning logs to the server according to the
upload server address and upload server port set by the user. The scanning logs will be uploaded into the
AfLog and report>>Log accessodO content b y -virgse>A\a aldud . Cli

protection agent O iohioterface for AV ploud grotectionpagentdist as shown in the figure
below:

AV Cloud Protection Agent

AV Cloud

Protection Upload

Service

2 Upload Server Address

V| IsEnable Upload Server Port {443

online_leadsec.com.cn

| SUBMIT | | RESTORE DEFAULT |

Figure 0 78 Interface for the AV cloud protection agent

Fill out Up
t

t ad serve
and then c

ad server addresso and fAUp
t configu

| o | o
he fiSubmito button to make he
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A https://10. 1. 5. 254: 8888 — AV Cloud Protection Upload ... [C|51/[X]

(;i:) Succeed to set AV cloud protection upload service!

———

@ ToEe é 8 Internet

Figure 0 79 Succeed to set AV cloud protection upload service

7.3 Intrusion prevention

This section introduces key configuration points of the intrusion prevention functions of the security
gateway. To prepare a strategy that meets security requirements is the basis to ensure that the security
gateway will truly function for intrusion prevention. Wrong configurations will not only make the security
gateway useless, but also possibly hinder the use of normal network functions.

7.3.1 Intrusion prevention policy
The system provides a large intrusion feature library and supports its real-time upgrading.

To apply intrusion prevention functions, itds necessar
apply these policies to the application protection strategies and reference them in the application protection
rules so as to validate these functions.

Conditional Query

D NAME TYPE COMMENT OPERATION

1 Standard Intrusion Prevention Template Template
2 Intrusion Detection Template Template
3 Linux Intrusion Prevention Template Template
4 \Windows Infrusion Prevention Template Template

L] “ P PO The 1Page/t Page Gato page [Golper page rnwE]‘

Figure 0 80 Interface for the intrusion prevention policy
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Table 0 6 Description of the intrusion prevention policy configuration items
Field name Description

ID ID of the intrusion prevention policy

Name Name of the intrusion prevention policy, consisting of 1-64 characters, Chinese
characters, underlines and numbers.

Type Type of the intrusion prevention polic
modified. The policy can be configured through the inherited templates and then
modified.

Comment Comment on the intrusion prevention policy, consisting of 1-256 characters, Chinese
characters, underlines and numbers.
Operation Click the AView policy informationo bu
prevention policy can be edited or deleted.
Click tohebuftNeown t o pop up a window as shown in the
ﬂ; Add IP5 Policy — ¥Windows Internet Exzplorer ]|
E https:/f10.1.5 254:8599/ cgi-bindwebmiop=pem_ipspelicy_add_showdmethod=addfpagesize=llépagermum=1 v | g S

Intrusion Prevention Strategy
*IPS Policy Name | |1—15 Letter, digital, Chinese, underline combination
* Please Select One IPS : ;
Ty l:E View Policy Info
Comment | |

| ADD HEIT | | SUBRIT | | CANCEL
Figure 0 81 New intrusion prevention policy
Table 0 7  Description of the intrusion prevention policy configuration items
Field name Description

IPS policy name

Name of the intrusion prevention policy, consisting of 1-64 characters, Chinese
characters, underlines and numbers.

Please select one

The user can inherit preset intrusion prevention policies or templates.

IPS template
Comment Comment on the intrusion prevention policy, consisting of 1-256 characters,
Chinese characters, underlines and numbers.
View policy The user can view information of the selected template in the popped-up window
information by clicking the button.
Click the fAView policy informationdo button to pop
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f,; IPS Policy Query — Windows Internet Ezplorer

£ htips:ff10.1.5 254:8889  egi-binfwebui em_ipspolicy_siz_detailéipspolicy._ “
IPS Policy: Standard Intrusion Prevention Template
Feature Group Name ACTION
D FEATURE NAME — ALARM — RESET RESET — ENABLE
MAIL CLIENT SERVER
1 TCP_MYSQL_Login Failed Yes No Yes Yes Mo Yes Yes
2 SMB_MS-3CL_sa_Login Failed Yes Mo Yes Yes M Yes Yes
3 TCP_Remote Control Software_VMNC_Connection | Yes Mo Yes Yes Mo Yes Yes
TCP_Remaote Contral
¢ Software_pcAnywhere_Connection Yes Mo ves ves Mo ves ves
Virus(Worm) TCP_Remote Control
UserDefine ® Software_RemoteAdmin_Cannection Yes| MNo | ves ves Mo ves ves
MNet_Device E s TCP_Rem-Jt? Cr-JntmI - Yes Mo Yes Yes No Yes Yes
Software_pcAnywhere_Connection-2
TE!.r-JET?S-..—.Ue!n.eId Environment Variable Format Yes Mo Yes Yes Mo Yes Yes
String Vulnerability
8 FTP_USER Command Format String Aternpt Yes Mo Yes Yes Ma Yes Yes
9 FTP_PASS Command Format String Atternpt Yes Mo Yes Yes Mo Yes Yes
10 POP3_USER Command Format String Attempt Yes Mo Yes Yes M Yes Yes
WP 4 >0 MThe1Pager2 Page Goto[l  |page[Gofper page rowg}

Figure 0 82 Interface for querying intrusion prevention policies

Click every feature name in the policy query window to view details of the corresponding feature as shown in
the figure below:
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y’..: AEENERPE — Windows Internet Ezplorer

#  hitps:ff10.1.5 254:8889/ cgi-bin/webuiPop=pem_ruleknowledge_showhsid=16T

v b IR

Venusensecintrusion rules support library
Name :
TCP_MYSQL_Login Failed
Summary =
TCP_WMY3QL_Login Failed
Harm =
Gather information, Loss of Integrity
A detailed description:
This event shows that MYSQL server failed to cannect with TCP protacol.
Affected system:
Y32l
Solutions:
Fleaze check whether the purpose of IP is to scan or attack.
Additional reference:

7

@2000-2015 Beijing Venustech Cybernvision Co., Ltd.

[

[

=

o

Ff

Eg g Internst

1008 v

Click the edit icon in the interface for i Appl i cati on

Figure 0 83 Interface for the detailed description of the intrusion prevention features

protecti

on>>|

ntrusi

policyo to edit the corr egwppiodowshowg intheflgirecbglowwi t h t he

Feature Group Name

D FEATURE NAME

Access "] ]
1 HTTP_8iemens Simatic 87-300 PLC Remote Memary Data View ) ]
2 TCP_HP Data Protector_EXEC_CMD Remote Code Execution (%] @
3 TCP_Veritas Backup Exec_Remate File Access(Windows) (%] @
4 FTP_REMNAME Command Farmat String Attempt (%] ]
5 FTP_MKDIR Command Format String Attempt (%] @
§ POP3_USER Command Format String Attempt (%] ]
7 FTP_PASS Command Fermat String Atternpt (%] &
% FTP_UUSER Command Format String Attermnpt (%] @
9 TELNET_SGI_telnetd Environment Variable Format String Vulnerability (%] )
10 TCP_Remote Control Software_pcAnywhere_Connection-2 %] &

L] 4 >

RETURR ‘

€ 9 @9 0 9 e 9 o0 e

@

ACTION

RESET
CLIENT

"]

€ 9 Q9 0 90 0O

@

Figure 0 84 IPS policy signature detection settings
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Click AFeature group nameo in the left Ilist box to di
group of features is used for setting attributes of the whole group and it's filled out with a red group name. The
user can click the =¥ or %/ icon to edit the corresponding feature. The formal icon indicates to enable the
current status and the | atter one % driginallytamdgshertcbangtéd sabl e
to ¥ it indicates that the enabled status is changedtothedis ab | ed st at u¥ prigndiyiahdghen f it 6
changed to *¥, it indicates that the disabled status is changed to the enabled status.
The user can also click the edit icon behind every feature to edit the corresponding feature with the
popped-up window as shown in the figure below:
(f IPS Setting Edit — Windowz Internet Ezplorer
£ https:ff10.1.5 254:585389/ cgi-bin/webni?op=pen_ipspolicy_sig edit_showhipspolic ¥ '@' FFiEi=
IP5 Feature Setting
Name |i|:|s |
Feature Name |H'I‘I'F'_Eiemen5 Simatic 37-300 PLC Remote Memoaory Data "-.-"iE'-l
Log
Alarm Mail
Drop
Reset Client
Reset Server F]
Sound
Enable
| susmrt | | CANCEL |
TERE Eg. g Internat #100% T
Figure 0 85 Modifying intrusion prevention configurations
Notes:
If one feature of the user-def i ne group are set to be invalid
protection >> Intrusion prevention >> User-def i ned f eat ur e 0 ,is epabledrin thief t he
intrusion prevention policy, it wonét function ei

7.3.2 User-defined feature

All the current user-defined features can be viewed in the list. The administrator can validate or invalidate a
feature to detect a certain kind of intrusion events or cancel the detection of a certain kind of intrusion events.

Conditional Query

o SOURCE PORT DESTINATION

ADDRESS ADDRESS PORT PROTOCOL TYPE TOPIC OPERATION

No Record
[—— [ —

LE I | » 0 M 3 The 1PageN Page Goto page Perpage 10 % rowB

Figure 0 86 Configuring user-defined features

C

1

Click the fnAppl yo but tdoenf itnoe da pfpelayt utrhee iandtdoe d hues esrec ur

button is not clicked, all operationstotheuser-d ef i ned f eat ur e arfwaedickedlagg A App
time will not be applied into the security gateway.
Click the ANewd button and tdbfieed teaturei as shevinrinathedigurec an a

below:
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ff Self-defined Feature — Windows Internet Explorer : : gl

# | hitps:/f10. 1.5 254:8859f cgi-binfwebui?op=pem_ids_add localRules_show v E@' IEHiE=

Self-defined Feature

Destination Port

* Protocol

IPS Signature is case-sensitigve ®ves O Mo

Source Port | |[Defau|t: any’}
|

| (Default’any’)

* Intrusion Signature

Offset Measurement{offset)

Depth{depth)

* Define Topic OF Alarm Event

susmIT | | cAECEL |

Figure 0 87 User-defined feature list
Notes:

If a lot of false alarms are caused regarding a certain feature by normal network behaviors, disable this
feature.

n f itds enabled in

I f this feature is invalid eve i
sabled in the intrusion

ifthisfeatur e i s valid but itobs di
7.3.3  Scene and mode settings

Main functions of the scene and mode settings are to save the packet regarded as an attack and the

subsequent packet of the same session (if block is configured for the attack feature, the subsequent packet

will not be saved) as PCAP files for users to view it at any time when intrusion attack behaviors have been

detected. The attack packet files can be stored in USB drives. When continuing to save packets after the

storage limit set for the USB flash disk is reached, stored packet files will be covered chronologically and the

files to be covered wildl be uploaded to the FTP server
protection >> I ntrusion prevention >> Scene and mode s

Retention Settings of Intrusion Scene

AVAILABLE TOTAL

SELECTION U DISK NAME | AVAILABLE SPACE SPACE FILE SYSTEM TYPE
Mo Record
Storage Limit o )
Attack-stored packet Limit |1D |[D—20:DTDrL|nIimited::
Enable F]
Upload Packet [ (Only enable it can you set server address and port)

Server € fip) L] Poter |
Usemame[  Jpasswora ]

| susarr | |  sEaecH |

Figure 0 88 Interface for setting scenes and modes
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Table 0 8 Description of the retention setting items of intrusion scene

Field name Description

Storage limit Set limit (unit: M) for the intrusion attack-stored files stored in the USB flash disk.

Attack-stored packet | Set limit for all attack-stored packets stored in the USB flash disk, which shall be

limit withinarangeof0-20 where A00 represents no |

Enable The AUpload packet o and ASevero func
item is ticked.

Upload packet The server address and port can be configured onlywhent he A Upl oa
ticked.

Server (ftp) Fill out the fields with the IP, port, username and password of the FTP server to
be uploaded.

7.3.4 IPS cloud protection agent

Main functions of the IPS cloud protection agent are to upload the detected intrusion information to the
cloud protection center of Beijing Venustech Cybervision Co . Ltd. for security per
its security gateway shall be connected with the Internet.

Configure the server address and port of the cloud protection center through the interface for the IPS
cloud protection agent and the upload address shall be cloud protection center of Beijing Venustech
Cybervision Co., Ltd. by default.

IPS Cloud Protection Agent

IPS Cloud Protection
Upload Service

Enable Upload Server Address [ROGGH Upload Server Port [443

|~ susmrr | |  BRESTORE DEFAULT

Figure 0 89 Interface for setting IPS cloud agent
7.3.5 Disorder avoidance detection

Sequence of the packets in transmission is disordered
for some systems to find the intrusion behaviors contained in the packets. Main functions of disorder

avoidance detection are to recombine the received packets and then conduct intrusion attack detection to

them according to the corresponding policies, which largely improves the security. Enable the disorder

avoidance detection function in the interface for A Appl i cati on protection>> 1ntr.
avoidance detectiond as shown in the figure bel ow:

Disorder Avoid Detection Settings

Cache Limit |4DE|I3 ||jh:.-tesj:
Parallel Connection Limit |:‘DDDD |
Enable O

| SUBEIT |

Figure 0 90 Interface of the disorder avoidance detection settings

Table 0 9 Description of disorder avoidance detection configuration items

Field name Description

Cache limit Set limit for the cached packets. In the case of packets exceeding the limit, the
system will conduct no disorder avoidance treatment to them.
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Parallel connection | Set parallel connection limit for detection.

limit

Enable The functions set above can be valid
7.4 Anti-spam

As more and more spams interfere with users, the security gateway developed by Beijing Venustech
Cybervision Co., Ltd. is used for effectively treating spams in diversified ways as needed by the users through
the anti-spam system, which largely reduces interferences of the spams.

Currently, main functions of the anti-spam system include:
Spam server IP address black list;

Spam address check;

Topic keyword check;

Content keyword check;

Attachment file name keyword check;

Attachment content keyword check;

Attachment size check;

Link frequency check;

Smtp send white list of mail address;

Forbid open relay;

Block TCP link (when detect spam);

Add spam mark to mail topic (when detect spam);

Send log (when detect spam);

Note: The anti-spam function only supports the routing mode.
7.4.1 Basic settings

Click fAApplicati eppmproBastcosetti Agsd to pop up t
anti-spam as shown in the figure below:
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Anti-spam Settings

Basic Settings

[(Ispam =server IP address blacklist
[Jspam address check
[] Topic keyword check
[[Jcontent keyword check
[Jattachment filename keyword check
[]Attachment content keyward check
Attachment size check every attachment maximum sized unlimited) E {GA=]

Maximum size of all the attachments(0 unlimitesy D |iKB)
[JLink frequency check

DReceivernumberlimitCl(D unlimited)
[(I&mtp send whitelist of mail address

[JBvers check
Action

[CJForbid open relay

Block TCP link{when detect spam)
Add spam mark to mail topiciwhen detect spam) spam marked as
SPAM MAIL FLAG

[Jsend logiwhen detect spam)

| sumir |

Figure 0 91 Interface for the basic settings of anti-spam

Items of the basic settings in the figure above are described as follows:

B

Spam server IP address black list: enable the function by setting the spam server black list, and then
the anti-spam system will treat the emails from the IP address black list as spams.

Spam address check: enable the function by setting the spam address, and then the anti-spam
system will treat the emails from the address as spams.

Topic keyword check: enable the function by setting spam topic keywords, and then the anti-spam
system will treat the emails with these topic keywords as spams.

Forbid open relay: when the anti-spam system has detected that the email receiver or sender is not
within the service scope of the local server, i.e. when the other party hopes to relay emails through
the security gateway, if this function is enabled, these kinds of emails will be lost.

Block TCP link (when detect spam): enable the function, and then the anti-spam system will block
the receiving and sending links of spams, terminating the receiving and sending of spams.

Add spam mark to mail topic (when detect spam): enable the function, and then the anti-spam
system will add spam marks to the topics of the identified spams.

Send log (when detect spam): enable the function, and then the anti-spam system will send a log to
the security gateway log system when spams are detected, so that the users can view the spam
information through the log view function of status monitoring.

7.4.2 Server black list

Click "Application protection>> Anti-spam>>Server black list" to pop up the interface for the anti-spam server
black list with the initial interface as shown in the figure below:
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Venusense UTM
Conditional Query

D SERVER [P COMMENT OPERATION
MNo Record
HER | ExeoEr | TNPOET |
M 40 0 MTheq Pagert Page Gato[l_ |page [GofPer page 10 v rowlEh
Figure 0 92 Spam server IP black list
ltés easy for users to add and i mport s pspamsgtembyer | P
clicking the fANewo, il mporto and AExporto buefilofors. The

saving.

Click the ANewod button to pop up an interface as shown

Anti-spam Server IP Blacklist

‘IP Adidress | |

Comment | |
| svemzr | | camceL |
Figure 0 93 New spam server IP black list
Fill the corresponding | P addressnin fheldl Bpaddnaésoa:
ASubmito button to complete the addition of an | P add
clicked, continue to add another black Ilist. When it s

figure below:

Conditional Guery

(11} SERVER IP COMMENT OPERATION

1 10.60.10.198 hlacklist

INFOET

4 L M " The 1 Page/1 Page Goto page [GolPer page [ 10+ row Bl

HET | | Exrorr

i

Figure 0 94 Successfully adding a spam server address

of any line in the interf

Click the deletion operation button L at the end
stolaokdel ete Whenco

Antcs pam >> Spam server Il P bl ack 1
deleted, an interface will be popped up as shown in the figure blow:

Are you sure to delete??

SUBMIT CANCLE

Figure 0 95 Deleting an added IP black list
by clicking the
[

Back up or save the added spam server IP black list through the exportfun c t i o n
i ng

selecting ASaved in the prompting dialog box, fi
selecting the save path in the popped-up box to save the black list in the .txt files. See the following figure for

the prompting interface:
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File Download

Do you want to open or save this file?

Mame: blackserwverlist. izt
Type: X EXHE

From: 10.1.5. 254

Open ][ Save ]| Cancel |

harm pour computer, If you do not tragt the zource, do not open or

i 2 | While files from the Intermet can be uzeful, zome files can potentially
L
= zave thiz file. What's the rigk?

Figure 0 96 Exporting a spam server IP black list

By clicking the fiSpam server address importodo button, t|
at the same ti me, itds al so conveni enetSelecothemsaudte fivedor e t ha
be i mported, and then click the ASubmitod button to com
interface:

Anti-spam Server |IP Blacklist

* Server blacklist file | || Erowse...

Figure 0 97 Importing a spam server IP black list
7.4.3  Spam address

In addition to setting spam server black list, the anti-spam system also supports the spam address list function.
The user can treat the emails from a specific email address as spams by adding spam addresses.

Click the AApplictdpaom »roSpamiadhdresAnl i std to pop up
spam address list as shown in the figure below:

Canditional Query

(1] SPAM ADDRESS COMMENT OPERATION
Mo Record
nEY ETPORT | mmrorr |

L] “ > P The 1 PageM Page Goto page Perpage 10 % rowEr

Figure 0 98 Initial interface for the spam address list

Click the fiNewd button to pop up an interface as shown

Spam Address

" Spam Address | |

Comment | |
| SUBNIT | |  CANCEL |
Figure 0 99 Adding spam addresses
Fill the corresponding spamaddre ss i n the fASpam addresso field with th
click the ASubmitd button to complete the addition of
When itdéds successfully added, see the display interfac
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Caonditional Guery

1] SPAM ADDRESS COMMENT OPERATION
1 email@163.com email @

o | Ezomr | uporr |

MO 40 PD MOThe | Pagel PageGotopagePerpage 10 v owBr

Figure 0 100 Successfully adding a spam address

CIickthedeIetionoperationbuttonMat the end of any I|line in the interf
Antcs pam >> Spam address |listd to delete the correspondi
Backup or save the added spam address | ist through the
selecting AiSaved in the prompting dialog box and then

name (default name acceptable) in the popped-up box to save the address list in the .txt files. See the
following figure for the prompting interface:

File Download [X]

Do you want to open or save this file?

" Mame: mailaddrlist. t=t
Type: X FHIHE

From: 10.1.5. 254

Open ][ Save ] | Cancel |

= e | W hile files from the Intermet can be uzeful, zome filez can potentially
\g, harm pour computer, If you do not trugt the zource, do not open or
= zave thiz file. What's the righ?

Figure 0 101 Exporting a spam address list

By clicking the Al mporto button in the spam address |
and at the same time, ités also conveni enthesbwcefileddal mor e
be i mported, and then click the ASubmitd button to com
interface:

Spam Address Import

* Spam Address File] [ Browse. ..

| susmrr | | cAECEL |

Figure 0 102 Importing spam addresses
7.4.4  Subject keyword list

The anti-spam system of the Venusense UTM provides the spam subject keyword detection function. The
user only needs to add the email subject keywords to be inspected for to the spam subject keyword list, and
then the system will filter the emails automatically and treat the emails with subjects containing the
user-defined spam subject keywords as spams correspondingly.

Click fAApplicatispamroteSpaonsubj Aoti keyword | isto to
figure below:

Caonditional Query

[ SUBJECT KEYWORD COMMENT OPERATION
Mo Record

EIPORT | | mporr |

H 4 L M The 1 Pagei Page Goto page [Golper page 10 ¥ fow Bl

HET

Figure 0 103 Spam subject keyword list
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Click the fiNewd button to pop up an interface as shown

Spam Subject Keyword

" Subject Keyword | |

Comment | |
| susart | |  CANCEL |
Figure 0 104 Adding spam subject keywords
Fill the corresponding spam subject keyword in the ASubject keywordo fie
and then click the ASubmitd button to complete the a
addi tional spam subject keywor do b pamtsabjectkepvord.l i cked, co
When itdéds successfully added, see the interface as sho
Conditional Query
D SUBJECT KEYWORD COMMENT OPERATION
4 sadfas asdfas %]
HET | | EzroRT | | zmroRr |

L] 4 > M 0 The 1 Page/ Page Goto page F‘erpage 10 v rowBr
Figure 0 105 Successfully adding a spam subject keyword

CIickthedeIetionoperationbuttonMat the end of any line in the interf
Antcs pam >> Spam subject keyword | i st amsubjectidegworlt e t he <cor
Back up or save the added spam subject keyword | ist t
button, selecting ASaveo in the prompting dialog box

appropriate file name (default name acceptable) in the popped-up box to save the address list in the .txt files.
See the following figure for the prompting interface:

File Download 3

Do you want to open or save this file?

Mame: subjectlist. tzt
Type: X EXH

Fram: 10-1.5. 234

Open ][ Save ]| Cancel |

harm pour computer. If you do not trugt the gource, do not open or

i ; | YWhile files from the [ntermet can be uzeful, zome files can potentially
5
= save thiz file. What's the risk?

Figure 0 106 Exporting a spam subject keyword list

By clicking the Al mportod button in the spam subject Kk
before can be i mported, and at t he s ameon¢ spamesubjectt 6 s al
keyword once. Select the source file to be imported, ai

See the following figure for the import interface:
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Spam Subject Keyword

* Subject Keyword File | | Browse ..

| SUBEIT | |  CANCEL |

Figure 0 107 Importing spam subject keywords
7.45  Spam content keyword list

The anti-spam system of the Venusense UTM provides the spam content keyword detection function.
The user only needs to add the email content keywords to be inspected for to the spam content keyword
list, and then the system will filter the email contents automatically and treat the emails with contents
containing the user-defined spam content keywords as spams correspondingly.

Conditional Query

1] CONTENT KEYWORD COMMENT OPERATION
Mo Record

HEX | | EzpoRr | | mporr |

L] 4 L P The 1 Pagen Page Goto page Perpage 10 rowBr
Figure 0 108 Interface for the spam content keyword

Click the ANewodo button to pop up an interface as shi

Spam Content Keyword

‘Content Keyword | |

Comment | |
| sumIT | |  CAWCEL |
Figure 0 109 Interface for adding spam content keyword
Fill the correspondi ng spam content keyword in the AContent
optional, and then c¢click the ASubmitodé button to com]
When itds successfully added, seewthe interface as
Conditional Query
1] CONTENT KEYWORD COMMENT OPERATION
1 asdfasd ]
Wy | | ezrorr | | wporr |
L] 4 > M " The 1 Page/1 Page Gote page [ Go PPerpage[10 row Er
Figure 0 110 Successfully adding a spam content keyword
CIickthedeIetionoperationbuttonMat the end of any line in the interf
Antics pam >>Content keyword | isto to deadntkeywordd he correspon
Back up or save the added spam content keyword 1[I i st t
button, selecting iSaveo in the prompting di alog b o x

appropriate file name (default name acceptable) in the popped-up box to save the address list in the .txt files.
See the following figure for the prompting interface:
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File Download §|
Do you want to open or save thizs file?

Mame: contentlist. t=zt
Type: X HITH

From: 10.1.5. 254

Open ][ Save ]| Cancel |

harm your computer. IF you do not tust the zource, do not open or

= g | whhile files from the Intermet can be uzeful, zome files can patentially
L
= save this file. What's the righ?

Figure 0 111Exporting a spam content keyword list

By clicking the Al mporto button in the spam content
before can be i mported, and at the s anoeespammantenti t 6 s
keyword once. Select the source file to be imported

import. See the following figure for the import interface:

Spam Content Keyword Import

* Content Keyword File | || Browse...

| suBmIT | | - CANCEL |

Figure 0 112 Importing a spam content keyword list
7.4.6  Attachment name keyword

The anti-spam system of the Venusense UTM provides the attachment name keyword detection function. The
user only needs to add the email attachment name keywords to be inspected for to the attachment name
keyword list, and then the system will filter the email subjects automatically and treat the emails with subjects
containing the user-defined spam attachment name keywords as spams correspondingly.

Click AAppl i cat i -spamp>rAtachenent naroek ey>voAndt il i st 0 to pop up an
in the figure below:

Conditional Query

i} ATTACHWENT NAME KEYWORD COMMENT OPERATION
Ho Record

HET ‘ ‘ EIPORT ‘ | INPORT ‘
Mo 40 » 0 MO Theq Paged Page GutnpagePerpage 10 v ow B
Figure 0 113 Spam attachment name keyword list

Click the fiNewd button to pop up an interface as shown

Spam Attachment Name Keyword

* Attachment Name Keyword | |

Comment | |
| svsmrr | | - caEcEL |
Figure 0 114 Adding spam attachment name keywords
Fill the corresponding spam attachment name keyword i
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ACommento field optional, and then cl i ofasgah attaciingeatb mi t 0
name keyword.

When itdéds successfully added, see the interface as sho

Figure 0 115 Successfully adding a spam attachment name keyword

ClickthedeletionoperationbuttonMat the end of any line in the interf
Antrs pam >> Spam attachment name keyword |listo to delet
name keyword.

Back up or save the added spam attachment name keyword list through the export function by clicking the
AExporto button, selecting ASaved in the prompting dia
appropriate file name (default name acceptable) in the popped-up box to save the address list in the .txt files.

See the following figure for the prompting interface:

Figure 0 116 Exporting a spam attachment name keyword list

By c¢clicking the Al mporto button in the spam attachmei
keyword | ist backed up before can be i mported, and at
one spam attachment name keyword once. Select the sour

button to complete the import. See the following figure for the import interface:

Figure 0 117 Importing spam attachment name keywords
7.4.7  Spam attachment content keyword list

The anti-spam system of the Venusense UTM provides the attachment content keyword detection function.
The user only needs to add the email attachment name keywords to be inspected for to the attachment
content keyword list, and then the system will filter the email subject automatically and treat the emails with
attachment contents containing the user-defined spam attachment name keywords as spams
correspondingly.

Click the AApplicaspam proAttacbmenmrt Adabhfent keyword |
shown in the figure below:
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